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Fig. 6. Accuracy of planeT'racker in providing a set of three potential
candidates so that the actual flight route is in the set.
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Fig. 7. Accuracy of planeTracker in providing a set of three potential
destination airports (given the departure airport) so that the actual
destination airport is in the set.

New York, 10 chunks for Baltimore Penn Station to New
York, and 10 chunks for Washington D.C. Union Station
to New York). Our experimental results demonstrated that
trainTracker was able to accurately identify the user’s travel
route in all trials.
Algorithm 4: walkingUserTracker: As mentioned earlier,
two different versions of Algorithm 4: walkingUserTracker
have been implemented: one that searches the whole map,
and the other one that assumes the initial location is within
a small area (300m x 300m) around the final location of
the last activity. Fig. 8 shows how the number of possible
walking paths will change with respect to the number of
walking steps for the first version of the algorithm. Based
on our empirical results, although the possible number of
candidates is reduced quickly, the possibility of each of them
at each moment of time is similar to the others (i.e., when
the number of steps is small, uniquely distinguishing the
actual path is not feasible). As shown in Fig. 8, in order
to return a unique accurate path, the first version of the
algorithm requires a long stream of sensory data (i.e., the
user should walk over 2500 steps). We observed that, in
real-world scenarios, users usually walk shorter distances
(including only a few different roads) preceded by other
activities (commonly driving). Thus, to accurately track the
user in real-world scenarios during multiple activities, we
suggest using the second version of the algorithm that
utilizes the data provided by the previous activity.

We examined how accurately the second version of
walkingUserTracker estimates the user’s location. Fig. 9
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Fig. 8. Number of potential candidates with respect to the number of
walking steps

shows the approximation error for all walking trials with
respect to the number of steps, where approximation error
is defined as the distance between the user’s actual location
(as provided by GPS sensor) and the user’s estimated loca-
tion (as estimated by PinMe), divided by the total walking
distance. As shown in the figure, the approximation error
was less than 2.5% for all data chunks.

Fig. 9. Approximation error with respect to the number of walking steps.

4.2.2 End-to-end evaluation

In order to provide an end-to-end evaluation, we evaluated
the accuracy of PinMe using Dataset #2. As discussed in
Section 3.2.3, we have implemented two different versions
of walkingUserTracker. For this evaluation, we used the sec-
ond version, which assumes that the user is within a small
area around his vehicle after he leaves the vehicle. Fig. 10
demonstrates the actual trajectories of the users” movements
(as provided by GPS sensor) along with the estimated trajec-
tories (as provided by PinMe). As illustrated in this figure,
for all three data streams, which were collected by three
different users while carrying three different smartphones,
the actual trajectories of the users” movements were very
similar to the estimated ones provided by PinMe. However,
we observed four mismatch areas (bounded by red/blue
boxes in Fig. 10). In the first and last areas (M1 and M4),
the starting point of the actual driving path was slightly
different from the point discovered by PinMe due to the
similarities between two nearby intersections marked on the
map. In two other mismatch areas, PinMe more accurately
located the user than GPS. The GPS trajectory shows that
the user’s vehicle was off the road (M2). Furthermore, it
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Fig. 10. Trajectories of three different users. Starting from the left and moving to right: (a) the first user was located in Princeton and carried a
Galaxy S4i9500, (b) the second user was located in Princeton and carried an iPhone 6, and (c) the third user was located in Baltimore and carried
an iPhone 6S. The green and orange lines demonstrate the estimated user’s paths during driving and walking, respectively. The black line is the

actual user’s trajectory reported by GPS data.

indicates that the user was off the sidewalk when he was
walking (M 3). In these two cases, we checked the validity of
PinMe’s trajectories with the users, and they confirmed that
the results provided by PinMe show the actual trajectory in
M2 and M3.

Based on our experimental results, we can say that the
location estimation accuracy of carTracker was independent
of the user’s smartphone and vehicle. This was expected
for two reasons. First, PinMe utilizes sensory data, which
do not correlate with the smartphone model (air pressure,
heading, and acceleration), as opposed to PowerSpy [17]
that uses power consumption, which highly correlates with
the smartphone model. Second, as described in Section 3,
carTracker mainly relies on air pressure and heading to
track the vehicle when the user is driving — these data
are not correlated with the vehicle model, as opposed to
acceleration data that are correlated with the vehicle model
due to the existence of vibrations caused by the engine of
the running vehicle [19].

5 COUNTERMEASURES

In this section, we briefly describe several countermeasures
(along with their shortcomings) for mitigating the risks of
attacks against location privacy.

5.1 Adaptive sampling rate

Limiting the sampling rate of sensors can potentially limit
the amount of information leaked by the smartphone. In
order to briefly discuss how the accuracy of PinMe might
be negatively impacted if the sampling rate decreases, we
examined carTracker using sensory data collected at different
sampling rates. Fig. 11 shows how the average approxima-
tion error of carTracker changes with respect to the sampling
rate. As we decrease the sampling rate, the approximation
error only slightly increases for this algorithm (even when
the sampling rate is around 0.1Hz). However, based on
our empirical results, the accuracy of carTracker suddenly
drops when the sampling rate becomes very low (i.e., below
0.02H z) since the algorithm cannot detect the intersection
(when the car turns) anymore. Many benign applications
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Fig. 11. Average approximation error of carTracker with respect to the
sampling frequency.

(for example, fitness tracker [44] and fall detection [45])
require a sampling frequency larger than 0.1Hz, and thus
decreasing the sampling rate of sensors below 0.1Hz, to
prevent a PinMe attack, would reduce the efficiency, efficacy,
and utility of trusted applications as well.

Utilizing context-aware sampling mechanisms, which
can adaptively control sensor sampling rates, may be an
alternative approach to maximizing utility and minimizing
information leakage. For example, consider a mechanism
that changes the maximum allowable sampling rate of the
sensors based on user’s current activity. Such a mechanism
can allow a fitness tracking application to obtain very
frequent samples from the accelerometer when the user is
running and only allow infrequent sampling when the user
is driving,.

5.2 Risk-evaluation mechanism

Generally, a risk-evaluation mechanism aims to share the
smartphone’s data in such a way that certain kinds of infer-
ences cannot be drawn. It examines if a set of sensory/non-
sensory data collected by an application can leak sensi-
tive information about the user, and blocks an application
upon the detection of a potential information leakage. A
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few recent research efforts have been geared towards risk-
evaluation mechanisms that can be implemented on the
smartphone to ensure user privacy [21], [46], [47]. For in-
stance, Chakraborty et al. [47] have proposed ipShield, a
framework to control the sensory data that are accessible by
various applications installed on a smartphone. Their risk-
evaluation mechanism continuously examines what infer-
ences can be made from the shared sensory/non-sensory
information.

Zhang et al. [21] proposed a defense against runtime-
information-gathering attacks in which a malicious app runs
side-by-side with a target application (a victim) and per-
forms runtime information gathering (RIG). They suggested
temporarily stopping the applications that are potentially
able to collect data from a sensitive application or killing ap-
plications that may be collecting side-channel information in
the background while the foreground application performs
sensitive tasks. They discuss two suspicious activities that
can reveal maliciousness of an application: (1) a high sam-
pling rate needed for continuous monitoring, (2) the pres-
ence of a correlation between an application’s activity and
the activity of a sensitive application. The location estima-
tion algorithms described in our paper need a much lower
sampling frequency (for example, as shown earlier, 0.1Hz
led to accurate results for carTracker) than the frequency
used in many previous attacks (for example, ACComplice
[19] uses a sampling rate of 30Hz). Therefore, sampling
rate cannot be solely used to reveal the malicious activity of
PinMe. Furthermore, PinMe does not require any data from
other applications since it directly collects permission-free
data, therefore, there is no correlation between its activity
and other applications’ activities. Finally, their defense relies
on monitoring application-specific files, which are no longer
accessible in Android M [48]. Thus, the approach discussed
in [21] does not address PinMe.

5.3 Sensor data manipulation

Sensor data manipulation enables the user to manipulate or
add noise to the content of collected sensory data when he
is apprehensive about sensor data abuse in certain sensing
applications. Typical data manipulation approaches include
rounding the values in the sensory data to approximate
values, replacing particular sensor readings by previously-
recorded readings, and adding random noise to the sensory
data. However, as mentioned earlier, unlike many previ-
ous attacks, PinMe relies on several macro-level features
extracted from sensory data. As a result, it is robust against
several potential sources of noise. For example, for plane-
Tracker described in Section 3.2.3, it only extracts the aviation
phases of the plane from noisy acceleration readings (as
apposed to the actual displacement) from which it estimates
the flight duration. As shown in Fig. 6 (Fig. 7), planeTracker
was able to find a set of three routes (airports) that includes
the actual flight route (destination airport), with a high
level of accuracy, even when the approximated duration and
elevation are assumed to be inaccurate due to the presence
of noise (up to 10% for flight duration and 5m for elevation).

Adding significant noise to sensory readings or replac-
ing data with previously-recorded data may significantly
reduce the utility of trusted applications relying on such
sensory data.
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5.4 Turn-off switch

A hardware turn-off switch that lets the user quickly and
easily turn off all sensors or a sensor-free mode imple-
mented in the operating system in which no application can
obtain sensory information enables the user to easily stop
information leakage when he suspects that there might be
privacy risks. For example, the user can turn off all sensors
when he is driving to ensure that no application can track
him.

6 RELATED WORK

Several prior research studies have demonstrated the use
of smartphone sensors in diverse application domains. The
use of accelerometer for activity monitoring has been widely
discussed in the literature [49]-[52]. Furthermore, recent
research articles have discussed the feasibility of using air
pressure measurements for indoor positioning [53], [54], in
particular, floor detection.

Moreover, as briefly mentioned in Section 1, a few recent
research efforts have demonstrated the feasibility of obtain-
ing valuable information about the smartphone’s location
without accessing the GPS. In the following, we discuss
them in more detail.

PowerSpy [17] demonstrated that an adversary can esti-
mate the user’s location by processing the power consump-
tion information of the device when he is driving through a
known set of routes. As mentioned in [17], this user location
mechanism has the following limitations: (i) it requires a
massive training dataset of power profiles associated with
GPS coordinates, (ii) since the power profiles of different
smartphones vary significantly from each other, in order to
construct the training dataset, the attacker needs to measure
the power consumption of many devices while driving, (iii)
it assumes that there is enough variability in the device’s
power consumption along a route such that it exhibits
unique features, (iv) it is only applicable to Android devices,
and (v) it is able to detect the complete driving path in only
45% of the trials in the in the best-case scenario using HTC
Desire for data collection and a small set of possible routes
(the estimation accuracy significantly worsened when other
smartphones were used in the experiment).

ACComplice [19] showed that continuous measure-
ments of acceleration in smartphones can reveal user lo-
cation while driving. It has four main limitations: (i) it
requires a training dataset that contains data on multiple
car trips through each potential traveling route, with the
smartphone constantly collecting motion sensor data, (ii)
since it mainly relies on smartphone’s acceleration data,
the noise in sensor readings, e.g, due to different road
conditions, can significantly affect its accuracy, (iii) it returns
several (usually more than 10) potential driving paths, and
(iv) device acceleration needs to be measured at a relatively
high frequency (30Hz2). In [19], ACComplice is evaluated
using only two driving paths. When the initial point was
not given to the algorithm, for each test, it was able to return
two clusters of possible starting points (each including five
points) such that the starting point was within one of the
clusters. Knowing the initial location, it could only partially
find the driving paths (it correctly found 18 out of 23 routes
for one test case and 9 out of 12 routes for the other).
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TABLE 7
Comparison of different user-tracking mechanisms

Tracking mechanism | #Activity | Prior info. | Training oS Sampling freq. Device/Vehicle dependence
PowerSpy [17] 1 Y Y Andorid N/A Y
ACComplice [19] 1 Y Y Android and i0S 30Hz Y

Tracking Metro [18] 1 Y Y Android and i0S 10Hz N/A

From Pressure [20] 1 Y N N/A 30H z N

RIG [9] 1 Y N Android 50H z N

PinMe 4 N N Android and i0OS | 5Hz (0.1H z for driving) N

Zhou et al. [9] discussed an attack based on acoustic
information leakage from another application. Their ap-
proach processes the sequence of acoustic data generated
by the smartphone’s speaker when the user is driving
and using a navigational application. This attack does not
depend on the vehicle and device, and constructing real-
world attack-specific dataset (it constructs a dataset based
on simulations). However, they assume that attacker knows
the user’s start location or a place on his route and the rough
area he goes (e.g., city) to find some points of interest and
implicitly ignore the possible loops/rerouting. Furthermore,
if the user goes to unlabeled places that is not likely to be
included in the constructed dataset of points of interest (for
example, if he parks his vehicle far from a point of interest),
the approach discussed in [9] is unable to return the user’s
trajectory. In addition, since this attack requires a very
high sampling rate (50H z), their applications can be easily
marked as “malicious” using the approach described in [21].
Finally, if the user simply turns off the speech guidance
mechanism of the navigation application, this attack is not
applicable anymore.

Ho et al. [20] presented an approach that uses dynamic
time warping (DTW) algorithms (i.e., a time-series align-
ment algorithm in which two signals are compared against
each other by means of a cost matrix) to track a vehicle
using air pressure readings sampled at 30H z. DTW is used
to compare the sequence of air pressure data samples with
that of different candidate paths. However, in real-world
scenarios, unfortunately, the search space of all candidate
paths can be very large. If path loops are included, the
search space may be infinite. They assumed that the path
does not contain any loop and examined two DTW-based
methods. For the first one, the median error is reported to
be around 800m (when median error for a random walk was
only 1600m). Considering prior knowledge about the user
to limit the area of interest and reduce search complexity, the
second algorithm offers a median error of 60m. However, as
mentioned in [20], the second approach does not scale well
for large maps.

Hua et al. [18] demonstrated that acceleration data can
provide valuable location-related information when the user
is traveling on a train. As mentioned in [18], the tracking
method has two main limitations: (i) similar to the above-
mentioned methods, it requires a large training dataset
collected by the attacker while traveling through different
potential paths, and (ii) it is difficult to provide a high level
of location estimation accuracy due to various types of noise
in the training data.

Table 7 compares different location mechanisms and

highlights the advantages of PinMe. Our experimental re-
sults indicate that, without knowing the initial location,
PinMe was able to return a single accurate driving path that
is very similar to the trajectory provided by GPS readings.
We believe that PinMe is able to return very accurate results
since it mainly relies on noise-robust features extracted
from barometer and magnetometer measurements. More-
over, unlike previously-proposed mechanisms, PinMe does
not require measurements on a set of possible routes in ad-
vance. Therefore, our proposed attack is also more scalable.
Unlike PinMe, the above-mentioned attacks only estimate
the user’s location during a single activity. Moreover, they
commonly assume that the adversary has substantial prior
information about the user’s initial location. This knowl-
edge is required because the attacker needs to collect a set
of sensory data for different potential routes in advance and
construct an attack-specific training database (e.g., in [17])
or the location estimation algorithm does not scale well for
a large area of interest (e.g., in [20]).

7 DiscussIiON

In this section, we discuss three items not yet explained in
detail. First, we discuss limitations of the proposed mech-
anism. Second, we describe how we took advantage of the
interdependence between activities in our algorithms. We
then discuss how PinMe can also be used as a stand-alone
location mechanism, and how it can be used to enhance the
security of autonomous vehicles.

7.1 Limitations

Next, we briefly discuss four potential limitations of PinMe.

PinMe uses the history of smartphone IP addresses to
infer the last city in which the user was connected to a
WiFi network. In fact, it assumes that the user is directly
connected to the Internet. Thus, if the user utilizes an
anonymous communication service, e.g., Tor [55], PinMe
may fail to locate the user. However, as mentioned later, the
interdependence between activities can be used to resolve
this limitation.

In addition, PinMe (in the end-to-end implementation)
assumes that the initial location of the user when he starts
walking is within a small area (300m x 300m) around the
latest location of the user estimated by the previous activity.
Thus, if PinMe cannot roughly (i.e., within the 300m x 300m
area around the actual location) estimate the location of user
from the previous activity, it also fails to track him when he
is walking.
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Moreover, PinMe relies significantly on the variability of
elevations and route directions. Therefore, PinMe might be
unable to estimate the user’s location if the user only moves
in grid routes, e.g., some parts of Manhattan, NY, in which
the roads are almost flat and parallel to each other.

Furthermore, since PinMe relies on publicly-available
datasets, the existence of erroneous data in auxiliary
datasets given to PinMe may reduce the location estimation
accuracy. For example, OSM navigational maps do not typ-
ically include very recent constructions/detours. Therefore,
if the user travels through a new road that has not been
added to the map, PinMe may fail to track the user.

Despite the above-mentioned limitations, PinMe
presents a significant advance in state-of-the-art
smartphone-based user location, since it enables an
attacker to scale up the attack against location privacy by
minimizing attack requirements and offers a high location
estimation accuracy.

7.2

As described earlier in Section 3.2.3, we designed four
different independent algorithms for tracking the user dur-
ing four different activities. Although the user’s activities
may seem independent of each other at first glance, there
exists an interdependence between them due to physical
constraints imposed by the world and the user’s movement.

In particular, we make two observations. First, the users
always walk between other activities (driving, traveling on
a train, and traveling on a plane), and therefore, certain
sequences of activities are not feasible. For example, the user
cannot get on a plane as soon as he stops driving. This helps
our tailored classifier algorithm to remove impossible cases.

Second, the final location of the user after performing
each activity roughly determines the initial location of the
next activity. However, since the precision of the estimated
location determined by different algorithms might differ
from each other, combining the results from different algo-
rithms to get an accurate trajectory is not usually straightfor-
ward. For example, consider the following scenario: a user
takes a flight that lands at airport A, then walks for a few
hundred meters to reach his car, and eventually drives to
his home from the airport. In order to track the user, PinMe
utilizes flightTracker, walkingUserTracker, and carTracker, re-
spectively. flightTracker returns departure and destination
airports, whereas carTracker and walkingUserTracker return
a trajectory with an accuracy comparable to GPS. If PinMe
relies on the assumption that the initial location for each
activity is accurately determined by the previous activity,
then it fails to provide an accurate estimation of the user’s
trajectory in the above-mentioned scenario since the location
returned by the first activity provides an inaccurate initial
point for carTracker (the whole airport area is marked as
a single point with fixed GPS coordinates on navigational
maps). However, the interdependence between activities
still provides valuable pieces of information in this scenario.
First, flightTracker returns the destination airport from which
the current city can be identified even if the user has not
connected to any WiFi network yet or is using an anony-
mous communication service, e.g., Tor [55]. Second, the
final location of the user after performing each activity can

Interdependence of activities
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significantly bound our area of interest. This has been used
in our end-to-end evaluation, where the walkingUserTracker
algorithm assumes that the user’s initial location, when
he starts walking, is within a small area around the final
location of the user estimated by carTracker.

7.3 PinMe as an alternative to GPS

Next, we first describe drawbacks of traditional GPS sys-
tems. We then describe why PinMe can offer a more secure
navigation mechanism for autonomous vehicles.

With the widespread use of GPS receivers in modern
vehicles, ranging from yachts to autonomous cars, the secu-
rity of GPS has garnered ever-increasing attention in recent
years. GPS receivers compare timestamped signals from a
constellation of satellites, inferring their position through
computations on the lightspeed lag from each signal. Several
research studies [56]-[58] have demonstrated the feasibility
of faking the satellite signals needed for positioning and
mentioned that security attacks against the GPS signals
used in autonomous vehicles may lead to disastrous con-
sequences.

Unfortunately, protecting GPS signals against spoofing is
difficult for three reasons. First, the computational load as-
sociated with cryptographic signatures on the signal is high.
Second, it is impossible to use a challenge-response protocol
since the communication channel between the satellites
and GPS receiver is unidirectional, i.e., the receiver cannot
transmit data to the satellites. Third, the implementation of
new algorithms/mechanisms, which need modifications to
the GPS infrastructure, is difficult and costly.

As demonstrated in Section 4, PinMe was able to accu-
rately (comparable to GPS) locate the user during different
activities. A slightly modified version of PinMe can be im-
plemented on autonomous vehicles, e.g., driverless cars, as a
stand-alone in-vehicle positioning system. For example, air
pressure and heading sensors can be added to driverless ve-
hicles, enabling sensory data to be processed by on-vehicle
processing units. Odometer readings are easily accessible
to in-vehicle processing units and can be used to further
improve the accuracy of PinMe. Since PinMe does not collect
sensory data from any remote sources, it is resilient against
remote attacks, assuming that navigational/elevation maps
provided by Google [26] and weather reports given by The
Weather Channel [28] are accurate.

8 CONCLUSION

This paper highlighted the unintended consequences of let-
ting third-party applications access smartphone’s presum-
ably non-critical data. We proposed an attack on location
privacy in which the attacker (i) needs no prior knowledge
of the area of interest, (ii) does not need to construct an
attack-specific training dataset, and (iii) does not collect data
at a high sampling rate.

We demonstrated that there is no need to construct an
attack-specific dataset to compromise location privacy. Eval-
uation of the proposed user-location mechanism demon-
strated that it is feasible to gain sensitive information about
the user’s location without accessing location services, e.g.,
GPS. It suggests that the threat of unintended informa-
tion leakage on the location of smartphone owners is far
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beyond what is currently thought possible. Indeed, even
seemingly benign sensory/non-sensory data gathered by
a smartphone can leak critical information about the user.
Therefore, they should be proactively protected from third-
party applications.
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