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Abstract. In recent years, ad blocking has become a significant threat to advertising-
supported content. Adblockers typically negotiate with publishers, allowing some ads to
go through in return for a payment, a practice called (partial) whitelisting in the industry.
Ad blocking has a direct positive effect on consumers by reducing advertising intensity.
On the other hand, the practice clearly hurts publishers and reduces their incentives to in-
vest in content quality. Lower content quality, in turn has an indirect negative effect on
consumers. This paper builds an analytic model to explore the net impact of ad blocking
on consumers, how it depends on various market characteristics, and how uniformly it af-
fects consumers. The results show that under a broad set of market conditions, total con-
sumer surplus and even total welfare decline under ad blocking. Whereas some consumers
are always better off with an ad blocker, for the average consumer, the impact of quality
decline is larger than that of ad reduction. The analysis highlights the detrimental role of
ad blockers’ current revenue model—in which value is created for the consumers but it
is captured from publishers—in decreasing quality, consumer surplus, and total welfare.
Analyzing the impact of varying levels of negotiation power between the ad blocker and
publisher reveals that full negotiation power is not preferred by the ad blocker. A lower ne-
gotiation power allows the ad blocker to commit to less value extraction from the publish-
er, thereby leading to higher content quality. Additional model extensions show that the
main results are robust. In the case of multiple publishers with different levels of competi-

tion between them, the strong negative effect of ad blocking on quality holds.
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1. Introduction

Ad blocking, the practice of installing a third-party
software or app to block advertisements from loading
on visited websites, has grown steadily since 2013 to
reach hundreds of millions of internet users world-
wide. In the United States alone, eMarketer estimates
that in 2020, approximately 26.4% of U.S. internet
users installed ad blockers on their connected devices
(Reyes 2020). Although this proportion is stabilizing,
eMarketer notes that it still represents 76.1 million
users and threatens about a quarter of publishers’
(dollar) 142 billion total U.S. online advertising reve-
nues. The use of ad blockers is more popular in some
other geographies (e.g. in the Asia-Pacific or Eastern
Europe), but recent studies indicate that in developed
countries, usage rates are stabilizing. For example, in
the United Kingdom, the Association for Online Pub-
lishing found that by the end of 2019, ad blocking
rates actually fell slightly compared with the previous
year to 20.6% (Perrin 2019). Importantly, in all coun-
tries, a significant number of consumers never use ad

block software even though these applications are
nominally free. Clearly, the use of ad blockers is not
without cost to consumers.

Ad blocking’s benefits to consumers are obvious: ad
blocking significantly reduces the intensity of adver-
tising, which is a direct transfer of surplus to consum-
ers. This direct positive effect is certainly one factor
behind the public’s generally favorable attitude to-
ward ad blockers and may also explain ad blockers’
favorable treatment by regulators. Indeed, in their
public relations, ad blockers often cultivate a Robin
Hood image, claiming to represent a consumer move-
ment against intrusive online advertising.

In contrast, the practice is a major threat to content
providers (publishers), whose revenue model is based
on advertising. Publishers complain to be victims of
“extortion” and liken ad blocking to highway robbery
(Katona and Sarvary 2018). To respond to the threat to
their revenues, some publishers (e.g., Axel Springer, a
large German publishing group, the Washington Post,
or the United Kingdom’s ITV and Channel 4) have
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denied content to their readers who blocked ads,
encouraging them to stop doing so or to purchase a
subscription (Vasagar 2015). These early strategies
provided mixed results. In the case of Springer, rather
than paying for a subscription, most users switched
off their ad blocker, but some simply left the site. It is
also clear that such strategies are unlikely to work for
lesser-known publishers who do not have enough re-
sources to set up and manage a subscription system.

Publishers have also tried to bring ad blockers to
court. For example, Eyeo, the German owner of the
world’s most popular ad blocker, Adblock Plus, faced
(and won) half a dozen lawsuits in the past years. The
question even reached the Supreme Court in Germa-
ny, who ruled ad blocking to be legal.” It is clear that
neither the courts nor regulators seem to take the side
of publishers in their fight with ad blockers.

There is no doubt that ad blocking hurts publisher
profits and, since it reduces the returns to investing in
quality content, indirectly, it results in lower content
quality (Shiller et al. 2018). Putting aside the externali-
ties associated with a general decline in, say, news
quality, even a narrow focus on consumer welfare
should ask: does the reduced intensity of advertising
compensate consumers for the decline in content qual-
ity? Asked differently, is the current regulatory stance,
which unambiguously supports ad blocking in its pre-
sent form, a wise approach to regulation?

The purpose of this paper is to shed light on these
questions and examine the welfare implications of the
current practice of ad blocking with a special focus on
consumer welfare. Given regulators’ and courts” un-
ambiguously positive attitude toward ad blockers, it
is important to examine if indeed ad blocking in-
creases, or is at least neutral to welfare. Specifically,
the paper builds an analytic model to explore if and
when the direct positive effect of ad reduction on con-
sumers outweighs the indirect negative effect of lower
content quality and how total welfare changes in the
presence of ad blocking. Surprisingly, we find that un-
der a broad set of market conditions, total consumer
surplus and even total welfare decline under ad block-
ing. Whereas some consumers are always better off
in the presence of ad blocking, for the average con-
sumer, the negative impact of quality decline is larger
than the positive effect of ad reduction.’

Importantly, beyond welfare implications, our anal-
yses also highlight the role of ad blockers” unusual
revenue model in sustaining the industry ecosystem.
Indeed, although ad blockers create value for consum-
ers, they almost never charge consumers for their
services. No doubt, a reason behind this approach is
related to the relative technical difficulty of collecting
small fees from a large and fragmented customer
base, many of whom are used to and expect free digi-
tal products. Instead, ad blockers negotiate with

publishers for a fraction of their ad revenues in ex-
change for a limited amount of, presumably higher
quality, ads to pass the blockade. This practice, which
may affect up to 30% of the publishers’ ad revenues is
known as (partial) whitelisting in the trade (Mahesh-
wari 2016).*

In deciding the right amount of advertising vol-
umes allowed, a key tradeoff for ad blockers is how
attractive they remain to consumers and how much
surplus they can extract from publishers. The lower
the ad volume, the more consumers are likely to
download the ad blocker app, which increases the ad
blocker’s leverage over the publisher. However, a
lower advertising volume also means that the poten-
tial surplus extracted from a publisher is also lower.”
Making ad blocking software attractive to consumers
is a key consideration. Recent trends of ad blocker us-
age indicate that the proportion of consumers using
them (though different across countries) has stabi-
lized. Importantly, the majority of consumers still do
not use ad blockers.

Our model takes into account these complex strate-
gic interactions in the ecosystem of publishers, ad
blockers, and consumers. In particular, we pay special
attention to consumer heterogeneity given the non-
uniform behavior of consumers in using ad blockers
and the known differences across consumers in their
sensitivity to advertising and content quality. Our
analysis considers a single ad blocker and one pub-
lisher that relies on an advertising revenue model.
The publisher makes a costly investment in content
quality. Consumers are assumed to be heterogeneous
in three dimensions: (i) their sensitivity to quality, (ii)
their disutility from advertising, and (iii) their cost of
downloading the ad blocker app. We show that all
three of these consumer characteristics play a critical
role in understanding the complex dynamics of ad
blocking. The ad blocker sets an upper limit to the ad
volume seen by consumers who downloaded its app.
Furthermore, we assume that it can also reduce ad
volume for these consumers to zero. This threat al-
lows the ad blocker to extract surplus from the
publisher.

The solution of this simple model is consistent with
the anecdotal evidence observed in the industry. In
equilibrium, the ad blocker does not block all ads and
collects a fee from the publisher, which is reminiscent
of the practice of whitelisting in the industry. A frac-
tion of consumers—those who (i) are sensitive to ad-
vertising, (ii) have high valuation for quality, and (iii)
have a relatively low cost of downloading—use the ad
blocker’s app. We find that consumer heterogeneity is
critical in explaining in which way consumer welfare
changes in the presence of ad blocking. In equilibri-
um, ad blocking always increases the surplus of some
consumers; in fact, some consumers only consume
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content in the presence of an ad blocker (i.e., the ad
blocker may expand the market). However, unless
consumer heterogeneity is very limited both in adver-
tising sensitivity and the valuation of quality, overall
consumer welfare is lower with ad blocking. In the
more realistic case of heterogeneous consumers, the
publisher decreases its quality substantially enough to
erase the benefit of lower ad exposure for most con-
sumers. As a result, not only is the publisher worse
off in the presence of ad blocking, but total consumer
surplus and overall welfare also decline. If consumers
are homogeneous in both advertising disutility and
the appreciation of quality, then overall consumer
welfare can increase under ad blocking. In this case,
without the ad blocker, the publisher can extract al-
most all surplus from consumers. Although ad block-
ing still reduces quality, the effect on consumers is
small as they did not have much surplus to begin
with. In contrast, advertising reduced by the ad block-
er provides a substantial benefit.

Overall, our first result suggests that the revenue
model where ad blockers charge publishers is more
akin to the highway robbery narrative than the Robin
Hood image that ad blockers promote. It is true that
ad blockers transfer some surplus from publishers to
consumers, but they also collect substantial rents in
the process. In an ecosystem with a standard
publisher-consumer relationship where both sides
walk away with healthy surpluses, the entry of an ad
blocker can be highly detrimental to publishers and,
by extension, to consumers. The situation becomes
even worse if ad blockers provide a full ad blocking
option to consumers. Hence, we conclude that, in con-
trast to prevailing regulatory practice, ad blocking is
typically not an efficient market solution to regulate
the amount of advertising shown on websites.

To further substantiate this conclusion, we calculate
welfare measures for a hypothetical model where ad
blockers directly charge consumers for ad blocking in a
traditional fee for service revenue model. We find that
under realistic market conditions with heterogeneous
consumers, this revenue model is better for publishers
as well as consumers than the current practice of pub-
lisher extorsion. In the case of a heterogeneous con-
sumer base, more surplus is left with the publisher,
which limits the decline of content quality that, in turn,
also increases average consumer surplus. We conclude
that restricting ad blockers’ value extraction practices
would be a relatively simple way to unambiguously in-
crease publishers” and consumers” welfare.

In the second part of the paper, we analyze several
variations in our setting to explore important institution-
al details. First, we explore the case when the publisher
has more (and varying levels of) power in its negotiation
with ad blockers. This is a relevant practical consider-
ation given the variety of investments publishers

consider to protect themselves against ad blocking.” The
results show that even at very high levels of publisher
power, ad blocking usually has a considerable negative
effect on content quality and welfare. In fact, surprising-
ly, we find that if the ad blocker could choose its negoti-
ation power at no cost (and commit to it), the ad blocker
would exercise restraint by renouncing to extracting all
potential surplus from the publisher. This suggests that
an additional avenue for a more efficient regulation
may be to help the coordination of incentives between
publishers and ad blockers for a better consumer (and
general) welfare outcome.

Our final step is to discuss a variety of robustness
checks that are based on additional analyses docu-
mented in the web appendix. Specifically, for the
more common case of heterogeneous consumers, we
extend the base model to consider multiple publishers
with different levels of competition between them.
Our main results concerning the practice of whitelist-
ing, publishers” quality choice, consumer surplus, and
general welfare remain similar, although we also
highlight a variety of mechanisms through which an
ad blocker common to multiple publishers may affect
(typically increase) competition between them.

Finally, we look at the case of a transaction platform
offering ad blocking on its own. This last setup is
relevant for multiple reasons. First, more and more con-
tent consumption happens on platforms where con-
sumers and publishers interact (e.g., i0OS, Google, or
Facebook). Second, such platforms have tremendous
power in regulating these interactions. We show that
the platform tends to internalize competition between
the ad blocker and the publisher, leading to better wel-
fare outcomes. However, unless the platform can fully
commit to the maximum level of advertising before the
publisher sets quality, the platform cannot provide ad
blocking services that would improve on our bench-
mark, that is, the case without any ad blocking.

The rest of the paper is organized as follows. In the
next section, we survey the relevant literature. Section 3
describes and analyzes the main model featuring a sin-
gle publisher and an ad blocker that may offer various
levels of ad blocking to consumers. This section also
compares ad blockers’ current business practices to a
more conventional revenue model. Section 4 explores
the ad blocker-publisher relationship and negotiations in
more detail. Section 5 discusses extensions to gauge the
model’s robustness and discusses limitations. The paper
ends with concluding remarks. To improve readability,
all proofs are relegated to the appendix and some exten-
sions are detailed in a separate web appendix.

2. Relevant Literature
A fundamental driving force behind ad blocking is
that most consumers dislike ads. They try to mitigate
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the disutility caused by avoiding ads, which raises a
number of important questions. Anderson and Gans
(2011) study the impact of ad avoidance technologies
and their effects on content providers. They find that
the reaction to ad avoidance leads to increased ad clut-
ter and reduced content quality and decreases welfare.
In another paper, Johnson (2013) considers how better
targeted ads interact with ad avoidance, showing that
consumers may underutilize ad avoidance tools. Even-
tually, consumers and content providers end up in a
game where each player uses some methods to avoid
or push through ads (Vratonjic et al. 2013).

On the empirical side, Goldstein et al. (2014) exam-
ine the costs of placing ads that are annoying. They
find that such ads can cause users to abandon the
website and negatively affect the process of consum-
ing the site’s content, potentially costing more than
the revenue from the ads. Shiller et al. (2018) make the
first attempt at thoroughly documenting the impact of
ad blocking on online publishers. Using web traffic
and ranking data for a broad set of sites, they show
that, as a larger proportion of consumers use ad block-
ers, publisher sites decline in their rankings (e.g., their
rank becomes larger) and this effect is larger for
worse-ranked sites. They conclude that “ad blocking
poses a substantial threat to the ad-supported web (in
Abstract).” Our theoretical results are largely consis-
tent with this general empirical finding.

More recent theoretical work in marketing chal-
lenges this general view. In particular, in a model
with exogenous ad blocking, Despotakis et al. (2021)
show that under some conditions, ad blocking can
benefit competing publishing platforms as they allow
them to discriminate between consumers who have
high and low ad sensitivity, respectively.” They also
find that under some conditions, content quality and
overall welfare can also increase. Our model is funda-
mentally different from their setup in that it assumes
the ad blocker to be an active, profit-maximizing
agent. Our results attenuate some of the results by
Despotakis et al. (2021) and reverse others. On the one
hand, we do find that some consumers benefit from
the presence of ad blockers and, for fixed quality, the
average consumer is better off. On the other hand, we
show that quality is lower in the presence of an active
ad blocker, and this leads to lower consumer and
overall welfare in equilibrium. We therefore argue
that it is critical to model ad blockers as active agents.

On the conceptual front, our paper relates to several
streams of literature. The base model of publishers
providing content to consumers in return for showing
advertisements is reminiscent of typical two-sided
markets (Rochet and Tirole 2006), although for sim-
plicity, we assume exogenous advertising prices. We
need this simplification because with an ad blocker,
the model extends to a three-sided platform. On the

consumer side, we assume a standard utility model
with heterogeneity at multiple levels. In particular, in
terms of consumers’ valuation for content quality, we
adopt the well-accepted approach of the vertical dif-
ferentiation literature (see Shaked and Sutton 1982,
Moorthy 1988). Furthermore, the ad blocking ecosys-
tem exhibits characteristics of double marginalization,
well-documented in the literature (Spengler 1950,
Bresnahan and Reiss 1985).

At the high level, ad blocking shows similarities
with online music and software piracy, as a third party
(in our case the ad blocker) allows users to consume
content without proper compensation (advertising eye-
balls in case of ad blocking). Piracy has been extensive-
ly studied in the marketing and economics literature.
Prominent work includes Jain (2008), who investigates
digital piracy from a competitive perspective, showing
that weaker copyright protection may be beneficial to
firms selling content because it softens price competi-
tion by allowing price-sensitive consumers to pirate
the content. Danaher et al. (2010) show how reducing
the availability of content on paid channels increases
the demand for the pirated version of the same content,
whereas Vernik et al. (2011) look at digital rights man-
agement, finding that piracy might decrease even if us-
age restrictions are removed from digital products.

A distinct, but fairly small body of literature shows in-
teresting resemblances to our research questions. As ad
blockers essentially hold content publishers “hostage,”
there is a clear connection to the economic analysis of
extortion. Several important details of ad blocking relate
to the mechanics underlying extortion. For example,
Konrad and Skaperdas (1997) examine the credibility of
threats related to extortion. They find that an equilibri-
um with extortion only exists if there is a large enough
number of victims. Choi and Thum (2004) investigate
the dynamics of repeated extortion. In their setting, gov-
ernment officials demand bribes in a repeated fashion,
which shows similarities to ad blocking, and they also
find that a pure strategy equilibrium does not exist. In a
fascinating setting, Olken and Barron (2009) study extor-
tion in the field by analyzing the bribes demanded from
truckers by corrupt officials. The findings demonstrate
how multiple layers of extortion interact with higher
amounts of bribes closer to the end of the journey. Over-
all, our contribution lies in uncovering the dynamics of
the strategic interaction between ad blockers, content
publishers, and consumers. Besides shedding light on
some new industry practices, the paper examines the
impact of ad blocking on content quality, consumer sur-
plus, and overall welfare.

3. Base Model

Our base model has three types of active players: (i) a
publisher, (ii) consumers, and (iii) an ad blocker. The
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price of advertising (impression) is assumed to be ex-
ogenous and constant, denoted p,.° The publisher
chooses the quality level of its content g at cost c(q) =
cg> and collects revenue through advertising by
choosing the level of advertising volume, A.”

The ad blocker offers a tool (e.g., an app or browser
plug-in) to consumers free of charge that limits the ad-
vertising on the publisher’s site. We denote the
amount of advertising the ad blocker lets through by
V. We assume that consumers incur cost ¥ when
downloading (using) the ad blocker app, which varies
across consumers. The ad blocker commits to a maxi-
mum advertising level V, such that V < V. Setting a
lower V results in more consumers downloading the
app. For the consumers who download the app, the
ad blocker can also decide to block all ads by setting
V =0 if it wants to. The threat of committing to V =0
allows the ad blocker to extract surplus from the pub-
lisher. The basic tradeoff faced by the ad blocker is to
commit to a low enough V such that many consumers
download the app, but not too low so that it can still
extract sufficient surplus from the publisher. It is im-
portant to highlight that this setup is usually the de-
fault setting of large ad blockers (e.g. the dominant ad
blocker, Adblock Plus). However, in practice, ad
blockers also provide consumers with the option to
fully block all advertising at some additional (hassle)
costs. In Section 3.3, we analyze this practically rele-
vant modification and show that, beyond reinforcing
our main results, it also provides key insights with re-
spect to the dynamics of potential competition be-
tween ad blockers.

A unit mass of consumers are distributed in a three-
dimensional cuboid with their total number normal-
ized to 1.'"° Consumers get utility from visiting the
publisher’s site in the amount of

U = max(9g - yA, 99 —yV —x,0),

where 9 ~ U(t,1) is consumers’ sensitivity to quality,
y ~ U(r,1) measures their sensitivity to advertising,
and x ~ U(0,%) is consumers’ cost for downloading
the ad blocker app. We assume that 9, , and « are in-
dependently distributed from each other. We also as-
sume that 0<t<1,0<r<1 and that & is large
enough."' The restriction on « is similar to assuming
that—in line with practice—there is a sufficiently high
proportion of consumers who never download the ad
blocker app.

The publisher’s profit depends on whether consum-
ers choose to visit its site and how much advertising
they see. The publisher’s profit is

DpAp, + DyVp, — ch -T,

where D, is the number of consumers who read with-
out using the ad blocker; Dy is the number that reads
with the ad blocker installed; and T denotes a

payment the publisher makes to the ad blocker. This
payment represents the rent extracted by the ad blocker
from the publisher as the ad blocker can threaten to
lower the ads to zero for consumers who download the
app. Since the payment may be decided through nego-
tiations, the details of the negotiation process have a
high impact on its outcome. In the basic model, we as-
sume that the ad blocker moves first and makes a take-
it-or-leave-it offer for T combined with a promise of a
low V. We assume that the publisher always accepts
when indifferent. We will see that in this setup, the ad
blocker extracts all advertising revenue generated from
consumers who downloaded the app. In Section 4, we
explore the case when the ad blocker cannot extract all
surplus from the publisher (for example, when the pub-
lisher has substantial negotiation power or when it can
introduce a subscription model).

The timing of the game is the following: First, the
publisher chooses the level of quality q. Then the ad
blocker sets V, the maximum advertising level when
using the ad blocker. This timing reflects the fact that
investing in quality (e.g., a brand or a large editorial
staff) is a much larger commitment than setting the
level of advertising, V. Given V, consumers decide
whether to download the ad blocker app. Next, the ad
blocker makes a take-it-or-leave-it offer and the pub-
lisher accepts or rejects. Then the ad blocker can set
V < V and finally, the publisher decides on the volume
of advertising, A. Given V and A, consumers decide on
content consumption and firms’ profits are realized.

3.1. Benchmark: No Adblocker
We first examine the case without the presence of an
ad blocker as a benchmark. For simplicity, we present
a brief analysis for t = 0 and relegate 0 <t <1 to the
appendix. Consumers visit the publisher’s website
when 9q —yA > 0. Without the ad blocker, « is irrele-
vant, hence we can derive the consumer demand by
considering only 9 and y. Figure 1 illustrates consum-
er choice by representing zero utility lines on the
(y, 9) graph. Consumer demand is the area above the
line corresponding to a particular scenario, that is, A <
g or g < A. There are three cases depending on the val-
ues of g and A:

Case 1: A <gq. Demand equals the area of trapezoid
(abdc) multiplied with density 1

(1—r)(1—§+1—ér

Dig, 4) = 20-7) q

) 4
=1—ﬂ(1+r).

Case 2: rA < q < A. Demand equals the area of trian-
gle (def) multiplied with density ;-

(1=07(E=7)_ jg-arp
2(1-r) 24901 -7r)

D(q,A) =
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Figure 1. Consumer Demand as a Function of 9 and y for
Different Values of A and g withr>0and t=0

b 1
<
\%
o

9
a A
q
c
0
0 T 1

14

Note. Demand is the area below the y = %9 line.

Case 3: g < rA. In this case, there are no consumers
visiting the publisher, hence D(g, A) = 0.

Summarizing the three cases, consumer demand
faced by the publisher is:

1—2%(1+r) if A<g,

(q - Ar)’ (1)

D(g,A) =
@4 - if rA<q<A,
2Aq(1-7)
0

if g < rA.

Given this demand, for a given quality, the publish-
er maximizes the following objective function:

maxp,AD(q, A) — cf?,
A

where p, is the price of an ad impression. We consider
the two relevant cases with positive revenue:
Case 1: A < gq. The publisher maximizes

paA(l - %(1 + r)) —cq* = max subjectto A<q.
A

This is a concave second degree equation in A. The
first-order condition provides the following solution
for Aas A* = % (the constraint is always satisfied):

Case 2: A < g < A. Here, the publisher maximizes

(9= Ar’

paflm—cq2 = max st g<A<

= =

The derivative of the objective function is always
negative and implies that the optimal choice of

advertising is A3 = ¢ and, hence, Case 2 is never rele-
vant. Conducting the same analysis for 0 <t <1 re-
veals the general solution for the optimal advertising
level as:

q
if 0<t<—
A* = (1+1’) . 1+7r (2)

Solving for the optimal quality provides the equilib-
rium that we summarize next.

Lemma 1. Without the presence of the ad blocker, the pub-

lisher chooses the following quality and level of advertising:

Pa
de(1+r(1-1¢)

0 =qna =
UIIEDED
97 . <7
Ar=d1+7) if 0St_l+r
T
*(1-r(1- if — <t<
g1-r(l-¢t) if +r_t_1'

Both quality and advertising decrease in r and c and in-
crease in t and p,,.

As expected, a higher cost reduces the quality in-
vestment, whereas a higher price at which ads can be
sold increases it. Consumer preferences also have an
impact. Equilibrium quality is higher when consum-
ers value quality more or are less sensitive to
advertising.

3.2. Analysis with Ad Blocker

In the presence of the ad blocker there are three
new stages added to the game. The first is when the
ad blocker sets the maximum advertising it lets
through, V. The second is when consumers make
a decision to download the ad blocker at cost x, and
finally, when the ad blocker and the publisher
negotiate.

Solving the game entails backward induction.
Details of the proofs are relegated to the appendix;
here we walk through the main steps and illustrate
the intuition for ¢ = 0. The last stage of setting the ad-
vertising is similar to the benchmark case and, given
our assumption that « is large enough we get that
A* =1L when t is small. The stage before that is the ne-
gotiation phase. The ad blocker’s main leverage here
is the set of consumers who downloaded its app. The
app limits advertising to a level of V for these con-
sumers, but the ad blocker can reduce that to 0. Note
that a rejected offer by the publisher makes the ad
blocker indifferent in setting V anywhere within the
[0, V] interval. This serves as a threat and allows the
ad blocker to extract some of the publisher’s revenue.
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Given the base model’s assumption that the ad block-
er starts the negotiation with a take-it-or-leave-it offer
and the publisher accepts if indifferent, the ad blocker
is able to extort a payment T equal to the entire adver-
tising revenue the publisher generates from consum-
ers who downloaded the ad blocker by threatening to
block all ads. Hence, the size of the segment that
downloads the ad blocker becomes crucial and therein
lies the key tradeoff: as the ad blocker reduces V,
more consumers download the ad blocker, but at the
same time its revenue, T, decreases as the amount of
ads V decreases.

It is important to realize that consumers are rational
and they expect a deal between the ad blocker and the
publisher. Hence when they contemplate download-
ing the app, they know that it does not provide full ad
blocking, rather it limits advertising to V.'* Figure 2 il-
lustrates the download decision for consumers with a

given « cost when t = 0. There are two constraints of
K(1+7)
q-V(1+r)

consumers who are indifferent between visiting the
publisher’s site while being exposed to advertising A*
or downloading the ad blocker, and being exposed to
only V level of advertising. Hence, consumers to the
right of this line are potential downloaders, whereas
consumers to the left never download. But we also
have to make sure that consumers who download the
ad blocker get positive utility (i.e., they want to visit
the site with V level of advertising). The indifference

interest. The vertical line y = represents the

curve is given by the 9 = % line. Consumers below

this line never download, whereas consumers above
may. Hence, exactly consumers in the (abhg) trape-
zoid download (and use) the ad blocker. As the (cg)
line represents the threshold for consumers to visit the
publisher’s site in the absence of an ad blocker, it is
clear that consumers in the (cdhg) trapezoid continue
to visit the site without the ad blocker. It is interesting
to see that there is a segment of consumers (afg) who
do not visit the site without the ad blocker but do visit
with it.

Figure 2 illustrates the tradeoff clearly. As V de-
creases, the (abhg) trapezoid grows, but the amount
of rent to be extracted decreases, as it is exactly V for
each consumer in this segment. The ad blocker hence
needs to find the optimal V that balances these two
forces. The figure shows our reasoning for a given x,
but to find the optimal V, we need to integrate over all
possible values of « and solve

maxT(q, V) =maxV - / Sv(x,q, V)dx,
4 \4 0
where Sy(x,q, V) is the area of the segment that down-

loads the ad blocker. Deriving the integral in the proof
yields the following proposition.

Proposition 1. For given quality, V* = qF(r,t) < A*/2,
where E() is defined in the appendix. The function F(r, t)
is decreasing in v and increasing in t. Furthermore,

F(r,0)291 - % and F(r,1) =1 for any r > 0.

This result captures the key idea behind how the ad
blocking ecosystem works. The ad blocker makes
money by posing a threat to the publisher: “pay us or
we will completely block advertising.” Since ad block-
ers typically do not charge consumers, this is their
main source of revenue. In order for the threat to be
real, the ad blocker needs downloads. It entices con-
sumers to download the app by filtering out at least
some ads, that is, limiting the total amount of disutili-
ty from advertising. The consumer segment that
downloads consists of people who tend to be sensitive
to advertising, appreciate quality, and have a low
downloading cost.

It is important to point out that in equilibrium, the
ad blocker does not completely block ads. This is con-
sistent with the practice of whitelisting that we ob-
serve in reality. Most ad blockers let “good” ads
through and only block the intrusive ones, essentially
limiting the amount of advertising. As our model
demonstrates, whitelisting is a central element of the
ad blocking business model, in which the ad blocker
extracts rent from publishers.

Despite these whitelisting practices, the ad blocker
still generates value for consumers. The maximum ad-
vertising is always less than half of what consumers
without an ad blocker encounter. The proposition also
shows that consumer heterogeneity matters. The less
heterogeneity there is in sensitivity to ads (increasing
1), the lower V*/A* will fall. On the contrary, if con-
sumers are less heterogeneous with respect to their
valuation of quality (increasing t), the more ads they
will see. At the extreme, when all consumers have the
same valuation for quality, exactly half of the ads are
blocked."”

Overall, if publisher quality is fixed, the presence of
the ad blocker clearly benefits consumers.'* Not only
by making it less painful for existing visitors to con-
sume the publisher’s content, but by making it worth-
while for new visitors to come to the publisher’s site.
These latter are consumers who would not visit the
site without the ad blocker.

This brings us to the very first stage of the
game. Up until now, we have treated the publisher’s
quality as given. However, many argue (Shiller
et al. 2018) that ad blockers endanger the entire
advertising-supported publishing business model. If
the ad blocker can extort publishers and extract
advertising revenues, the publisher will have no
incentive to invest in content quality, which may
ultimately hurt consumers. Our next result speaks
to this issue.
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Figure 2. (Color online) Download Decision of Consumers
with Cost « in the (y, 9) Space When the Ad Blocker Sets
Maximum Ad Volume to V Assuming t = 0
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We have g% <qNa and q is increasing in k and con-
verges to gy, as k — oo. The publisher’s profit is also lower
than in the benchmark case and increases with «.

The results confirm our intuition that quality de-
creases in the presence of the ad blocker. This is driven
by the reduction in advertising revenue the publisher
can keep. At the extreme, if ¥ were zero, that is, all
consumers could download the ad blocker without
any nuisance cost, the publisher would lose all incen-
tive to invest in quality and the market would collapse.
What protects the publisher’s revenues is that down-
loading the ad blocker is costly. The more consumers
with high download costs, the less the publisher has to
worry. To better illustrate how the download decision
is made by different consumers, we next examine the
size of the segment that downloads.

Corollary 1. The size of the consumer segment that down-
loads the ad blocking software is increasing in the ad price,
Pa, and decreasing in the download cost, &, converging to
zero as ik — oo.

The corollary is in line with some of our main intui-
tion. A higher ad price leads to a higher quality level,
which increases advertising levels. However, the gap

between the advertising levels with and without the
ad blocker also increases. As a result, the benefit from
downloading the ad blocker goes up with quality if
the download costs are fixed. Conversely, when
download costs increase, fewer consumers download
the ad blocker. This protects the publisher from the ad
blocker’s extortion threat yielding higher quality.

Clearly, the ad blocker has an unambiguous nega-
tive effect on the publisher by extracting rent through
the downloader segment. The effect on consumers is
less clear. On one hand, content quality becomes low-
er in the presence of the ad blocker, especially when
the download costs are not very high. However, the
consumers who downloaded the ad blocker see signif-
icantly less advertising. In fact, we can show that there
are segments of consumers whose net benefit from the
presence of the ad blocker is positive.

Corollary 2. Unless r =t =1, there are consumers who
are strictly worse off in the presence of an ad blocker than
in the benchmark case with no ad blocker. There always
are consumers who are better off. In particular, there is
a segment of consumers that only visits the publisher’s
site and derive positive utility in the presence of the ad
blocker.

This latter segment consists of consumers who are
sensitive to advertising, but value quality moderately.
They only visit the publisher’s site if the ad blocker is
available. Importantly, this segment would not con-
sume any content and therefore would obtain zero util-
ity without the ad blocker. In the presence of the ad
blocker, they get positive utility even though quality
decreases. Note that this particular segment is only
part of the consumers who are better off with an ad
blocker. Consumers with very low download cost and
high ad sensitivity are also better off with the ad block-
er, especially if most other consumers have high down-
load costs and, thus, quality levels are not reduced.

Overall, ad blocking has two opposing effects on
consumers. The direct effect increases consumer utili-
ty by removing some ads and the associated disutility.
The indirect, quality reduction effect reduces the utili-
ty consumers obtain from visiting the site, which is
proportional to the content quality. Depending on the
heterogeneity in the consumer population, either ef-
fect can dominate and total consumer surplus may
increase or decrease. The following proposition com-
pares total consumer surplus in the benchmark case
with no ad blocking (CSn4) with that in the presence
of an ad blocker (CSp).

Proposition 3. If either r or t is sufficiently low, then
CSap < CSna. If both r and t are sufficiently high, then
CSap > CSna as long as « is high enough.

The main determinant of whether total consumer
surplus declines or increases with the entry of the ad
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blocker is the extent of consumer heterogeneity. The
reason is that the impact of the quality reduction
effect on consumers is determined by two factors:
the extent of the quality reduction and the surplus
consumers can extract relative to quality. The latter
is strongly dependent on consumer heterogeneity.
Consider the case when both r and ¢ are close to 1. In
this case, the publisher is able to extract all surplus
from consumers by setting a high advertising level.
Hence, in the case of no ad blocking, consumers
walk away with almost no surplus. The entry of the
ad blocker changes the equation, because those with
low download cost benefit end up with a positive
surplus. Although the ad blocker’s entry does re-
duce quality levels, this does not hurt consumers as
their surplus was close to zero to start with. Hence
total consumer surplus increases."”

On the other hand, when consumer heterogeneity is
sufficiently high (either r or t is low enough), consum-
ers enjoy a good positive surplus in the absence of
the ad blocker. With its entry, consumers are hurt,
because the extent to which the ad blocker’s rent-
seeking behavior reduces quality investment and
content production counters its beneficial impact on
advertising disutility.

In our setting, consumer heterogeneity has to be
fairly limited for the positive effects to dominate. Fig-
ure 3 depicts the region in the (r, ) parameter space
where consumer surplus is higher than without an ad
blocker. The thresholds are close to 1. When r = 1, to-
tal consumer surplus increases if and only if t > 4/5 as
long as x is high enough. When t = 1, the threshold
forrisr> (V141—-1)/14.

We next investigate how the total welfare of con-
sumers, the publisher, and the ad blocker (TWup)
compares to the total welfare in the benchmark,
where TWy4 is the sum of consumer and publisher
surplus.

Corollary 3. We have TW g < TWya, unless the condi-
tions for CSap > CSna hold and both p, and c are suffi-
ciently low.

The results show that total welfare can only in-
crease if consumer surplus increases. The reason is
that the entry of the ad blocker lowers the value that
the publisher generates. Since ¢ <gN4, the total
surplus divided between the ad blocker and the pub-
lisher is lower than that of the publisher in the
benchmark case. Only consumer surplus can flip the
inequality. When consumer surplus is higher with
the ad blocker than in the benchmark case, total wel-
fare can also go up, but only if the increase in con-
sumer surplus is high enough compared with the
decrease due to lower quality. For the latter reduc-
tion to be low, both p, and ¢ have to be low. The
price p, has to be low so that the rate at which

advertising space is converted into revenue is low
relative to the consumer surplus, and c has to be low
so that quality stays generally high enough for the
consumer surplus increase to be substantial. Overall,
we see that total welfare decreases with the entry of
the ad blocker unless a number of (quite demanding)
conditions align.

3.3. Full Ad Blocking as an Option

In this section, we examine the case where, besides
opting for partial ad blocking, consumers have the op-
tion to use full ad blocking. This is a relevant case in
practice, because in mainstream ad blocking software,
though the default option is partial ad blocking, a full
ad blocking option is also available if the consumer is
willing to incur some extra cost.'

To study this scenario, we modify our basic model
as follows. When consumers make the download de-
cision, they now have three options: (i) not down-
loading the ad blocker, (ii) downloading the ad
blocker with some ads still displayed (V) at cost k as
before, and (iii) downloading the ad blocker and us-
ing it with full ad blocking at cost x(1+ ), where
u >0 is a fixed parameter. For simplicity, we also set
t = 0. Note that this is a conservative assumption as
total consumer surplus is lower with the ad blocker
for this parameter range. We investigate whether
adding the full ad blocking option changes that. All
other aspects of the model are the same as in our ba-
sic model.

Figure 3. Parameter Values in the (r, t) Space Where Total
Consumer Surplus Is Higher with the Ad Blocker (Shaded
Area) Than in the Benchmark Case as Long as « Is High
Enough
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The main difference in the analysis surfaces when
we examine the decision of the ad blocker to set V.
As before, V has to be low enough to entice consum-
ers to download the ad blocker, but at the same
time high enough to create advertising revenue for
extortion potential. The novel force in our modified
model is that there is a full ad blocking option
which, even though at a higher cost, presents a po-
tentially more attractive option for consumers.
Moreover, those who choose the full ad blocking
option will not contribute to the advertising reve-
nue and thus will not increase the ad blocker’s po-
tential revenue source. Our first result concerns the
new equilibrium V.

Lemma 2. For given quality q, we have V* =qF,(r),
where F,(.) is defined in the appendix; F,(r) < F(r,0); and
F(r) is decreasing in r and increasing in u. Furthermore,

Fo(r) =0, Fu(= F(r,0) for Vr<1;

r—0 Iu _
Py(r)ﬁm(u 173, and F,(1)=0.

The results are similar to those we obtain from our
main model in Proposition 1, but there are a number
of notable differences. Whereas V* is still proportional
to quality, g, the ratio V*/q is smaller. Furthermore,
the lower the extra cost of using the ad blocker to
completely dispose of ads, y, the lower the multiplier:
as it becomes easier for users to get rid of all ads, the
more the ad blocker is forced to let through only a
small amount of ads. At the other extreme, when the
extra cost of full ad blocking approaches infinity, we
get a V that is identical to our basic results as long as r
< 1. Figure 4 illustrates the consumer choice for a giv-
en k. As before, consumers with low ad sensitivity
(cdhg trapezoid) do not download the ad block app.
The difference is that those who download it are split
into two segments. Moderately ad-sensitive consum-
ers in the (ghik) trapezoid only incur the x cost and
download it for partial ad blocking. Highly
ad-sensitive consumers in the (kibj) rectangle incur
the extra cost and use it for full ad blocking. This latter
segment is the one that forces the ad blocker to lower
V further than before, especially if u is small. Interest-
ingly, when r approaches 1 the ad blocker finds itself
in a tough spot as it does not have enough heterogene-
ity in ad sensitivity to differentiate the partial ad
blocking option from the full ad blocking option.
Therefore, it is forced to set a low V reaching V = 0
as r approaches 1 (i.e., when there is no consumer
heterogeneity in advertising disutility). In sum, the
extortion-based business model is no longer feasible
without heterogeneity in ad sensitivity and the ad
blocker faces similar problems with extracting reve-
nue as in Section 3.4 even if u is high. Overall, we see

that the possibility of full ad blocking reduces the ad-
vertising level that the ad blocker allows through. We
next examine how the publisher’s quality choice is af-
fected by p.

Proposition 4. The optimal

204 (P +4r+1)(1=(14+7)F 4 (r))
pa(4c(1 +71)+ e

quality is g, =

-1
G i

) - Quality q;, is in-

creasing in (i and q;, = q*. As before, gy, is decreasing in r

and increasing in k and converges to the benchmark level
as K — oo.

Again, the results are similar to those in our main
model, but the more stringent blocking of ads has
a negative effect on the publisher. With the lower ad
levels, the ad blocker is more attractive and more
consumers download it, leaving the publisher with
lower ad revenues for a given quality level. In turn,
the incentives to invest in quality are further dimin-
ished, resulting in a lower equilibrium quality. The
lower the cost of full ad blocking, the lower the
quality.

Corollary 4. For t = 0, total consumer surplus and total
welfare is always lower with the full ad blocking option
than in the benchmark with no ad blocker for any u value.

Even though some of the very ad-sensitive consum-
ers benefit from full ad blocking, overall consumer
surplus is lower than without an ad blocker for t = 0,
just as in Proposition 3. No matter how easy it is to
use the ad blocker to fully block ads (even as u be-
comes 0), consumers overall will always be worse off
than without an ad blocker. The reduction in quality
is just too severe and the gains from blocked ads can-
not counteract the disutility resulting from lower
quality. Although we restricted this section to ¢t = 0 for
parsimony, it is instructive to check what happens
when t = 1. Analyzing this case shows that a lower u
does, in fact, improve overall consumer surplus. There
is a critical r above which consumer surplus is higher
than in the benchmark case. This result parallels our
previous finding that in the absence of consumer het-
erogeneity, ad blocking increases consumer surplus
and overall welfare. In Proposition 3, r > (V141 —1)/
14 ~ 0.78 ensured that consumers are better off. Here,
as u approaches 0, the threshold changes to r>
(\/ﬁ —1)/8 = 0.59. Overall, in this case, a lower u does
benefit consumers, but there is a wide range of 7, t pa-
rameter values for which consumers are worse off in
the presence of an ad blocker even if y = 0.

3.4. Evaluating the Ad Blocking Business Model

The original benchmark we established was a world
without ad blocking. We showed how the entry of an
ad blocker reduces quality and generally decreases
consumer surplus and welfare in the practically
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relevant scenario when consumers exhibit some level
of heterogeneity. The main reason is that the ad block-
er extorts too much surplus from the publisher,
thereby strongly disincentivizing content quality in-
vestment. Consumers do not benefit much from the
reduced advertising as the ad blocker lets through a
fair amount of ads to be able to put pressure on the
publisher by wielding the threat of completely block-
ing ads. This equilibrium allows for the market to
maintain a certain level of content and advertising,
but reduces overall welfare and consumer surplus.
The situation is even worse if ad blockers also offer a
full ad blocking option, as is often the case in practice.

There is an important regulatory debate whether
this type of business model, often labeled extortion,
should be allowed or not. In some European coun-
tries, these questions reached the supreme courts and
in most cases the practice has been deemed legal.'”’
Our model allows us to speak to this issue, by com-
paring the practice to a world where ad blocking ex-
ists, but the ad blocker is not allowed to extract a fee
from the publisher, who is hurt by ad blocking in the
first place. The logical and more conventional alterna-
tive revenue model consists of the ad blocker charging
consumers, for whom ad blocking creates value. We
have mentioned before that ad blockers may shy
away from charging consumers for practical reasons
(i.e., the difficulty of collecting revenue from a large
fragmented customer base with a generally negative
attitude toward paying for digital products). Our
analysis that follows shows that the reason behind ad
blockers” choice of an unconventional business model
could be more fundamental, driven by the potential
surplus they generate this way.

In implementing the ad blockers’ new revenue
model, we need to slightly alter the timing of the
game. As before, the first stage is comprised of the
publisher setting its quality g, followed by the ad
blocker setting V. At this point we add a step where
the ad blocker sets its price, p, for consumers. Upon
observing both V and p;, consumers decide whether
to download the ad blocker app. We remove the stage
where the ad blocker asks the publisher for a pay-
ment, and the last stage is where the publisher sets its
advertising level, consumers make their choice to visit
the site or not, and profits are realized.

Next we compare this charge consumers (CC) case
to our full model with the ad blocker charging the
publisher as is consistent with current practice (we
continue to denote this case by AB) and our original
benchmark of no ad blocking (NA). For simplicity, we
focus on two extreme cases that exhibit starkly differ-
ent overall outcomes in the main model where the ad
blocker extorts the publisher. The first case represents
the lower left corner of Figure 3, where both r and ¢
are small and, therefore, consumer heterogeneity is

maximal. This case is closest in relevance for practice.
We also examine another case represented by the up-
per right corner of the figure where both r and t are
high and thus heterogeneity is very low.

Proposition 5. When r and t are sufficiently small, the
equilibrium outcome in the case of charging consumers falls
between the benchmark with no ad blocker and the main
model of charging publishers with respect to quality, pub-

lisher payoff, consumer surplus, and total welfare: g5, <
Gec < Gia, T " <TIEE" <TINEY, CSip < CSie < CSiy,
and TW3 < TWg- < TWR 4. Furthermore, the ad blocker

has lower profits when charging consumers: Hﬁ‘éh*>

Adbx
HCC .

When r=t=1, we have qtc= {5 <qia [To* =
T < IR, TWe. = TWh, < TWy,, and CSk.=
CS%y > CSYy.

The results paint an interesting picture of how the
business model affects profits and welfare. When con-
sumer heterogeneity is high, surprisingly, both the
publisher and consumers are better off when the ad
blocker charges the consumers compared with when
it charges the publisher. Furthermore, total welfare is
also higher in this case, but still lower than without
the presence of the ad blocker. Hence, ad blocking is
still harmful, but less so than in the case when the ad
blocker extorts the publisher. At the same time, the ad
blocker is worse off with the traditional business mod-
el of charging consumers. This analysis suggests that
it is not a surprise that we do not see many ad block-
ers employing such a business model in reality.

Before we describe the intuition behind the results,
we note that although the decision to set V > 0 is still
an option when charging consumers, the ad blocker
does not exercise this option for trivial reasons. The
more ads the software blocks, the more valuable it is
allowing the ad blocker to collect more revenue.
Hence, in equilibrium V is always 0 when the ad
blocker charges consumers. Instead of adjusting V, the
ad blocker uses the price p;, to balance the revenue
and demand for its software. Setting a higher p, is
similar to setting a higher V as both decrease the
amount of consumers who download the ad blocker,
but both increase the revenue that can be extracted
from each consumer. Here, the revenue is extracted
directly through a price, whereas in our main model,
the revenue for each downloader is extracted indirect-
ly by collecting it from the publisher.

Charging a single price p;, allows for less discrimi-
nation than setting V, as the latter affects consumers
with different ad sensitivities to a different degree. As
a consequence, charging consumers directly will lead
to lower overall demand for the software and less rev-
enue for the ad blocker. On the flip side, fewer down-
loaders benefit the publisher as it can collect more ad
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Figure 4. (Color online) Download Decision of Consumers in the (y, 9) Space When the Ad Blocker Sets Maximum Ad Volume
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Note. The cost of downloading and using the ad blocker with a V level of advertising is x, whereas using it for full blocking costs an

additional k.

revenue, which can then support a higher level of
quality investment. Higher qualities lead to a higher
total welfare.

Surprisingly, consumers are better off when they
are charged directly. This happens for two reasons.
First, a higher quality always benefits consumers. The
other reason is that the ad blocker is able to extract
less surplus from consumers when charging them di-
rectly. Even though no surplus is extracted directly
from consumers when the ad blocker charges the pub-
lishers, a positive V' causes consumers to lose utility
by having to endure some advertising. When they are
charged for the ad blocker directly, they do pay a
price, but at least there is full ad blocking.

When consumer heterogeneity is very low, the dy-
namics are different. In the extreme case of r=t=1,
when consumers are only heterogeneous with respect to
«, charging the publisher and consumers results in very
similar outcomes. The optimal p, is g/2, which closely
corresponds to a V = ¢/2 in our main model. Hence, the
direct price the consumers pay for purchasing the soft-
ware is the same as the indirect price they pay in our
main model, by enduring some advertising. As a result,
the segment of downloaders is exactly the same in both
cases and hence the publisher’s incentives are also the

same in both cases, leading to the same quality, publish-
er profit, consumer welfare, and total welfare.

Overall, we see that charging consumers makes a dif-
ference when consumer heterogeneity is significant.
Such an ad blocking business model is less harmful to
the ad-supported publishing industry and, importantly,
it benefits consumers as well. However, ad blockers
typically do not want to use such a model as it hinders
their ability to extract surplus and leads to lower reve-
nues. Although in practice there may be a variety of
other factors that make it difficult to collect revenues
from consumers, it is clear that ad blockers have no in-
centive to do so even if these factors were mute.

4. Publisher-Ad Blocker Relations

So far, we have considered all negotiation power to be
in the hands of the ad blocker who presents a take-
it-or-leave-it offer to the publisher. In practice, this as-
sumption may apply to the case of small, powerless
publishers. However, it is reasonable to assume that
larger publishers have more negotiation power. The
most obvious way a publisher can avoid ad blockers
is by erecting a paywall around its content; we formal-
ly explore this case in a web appendix to show that,
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indeed, if the publisher can switch to a subscription
model, it is partially shielded from the ad blocker’s ex-
torsion. But publishers may have many other
(costly) means to avoid ad blockers. For example, one
option that often emerges in discussions about ad
blocking is technology that is able to prevent ad block-
ing (so-called “ad blocker blockers”).'®

Although ad blockers” business model relies on ex-
tracting rent from publishers, there is no institutional-
ized system to determine and collect these payments.
Hence, bilateral negotiations between the ad blocker
and the publishers and certain actions that each side
can take play a crucial role. In this section, we explore
this important issue.

Mathematically, we operationalize the negotiating
power of a publisher as the share of the surplus from
consumers who downloaded the ad blocking app that
the publisher can keep. We define the publisher’s
share as 1 — a, with the ad blocker’s share being a. We
first study the case of an exogenous «a. For simplicity,
we assume f = 0 throughout this section.

Several aspects of the analysis remain the same as
in the base model. For a fixed V and g, the publisher
chooses A =L given our assumption that & is high
enough. The ad blocker’s problem of setting V also re-
mains the same as its payoff is simply multiplied by
a, but otherwise remains unchanged. Hence V*(a) =
V* =qF(r,0) remains the same. However, the publish-
er’s quality choice problem is different since the
payoff function now includes some portion of the ad
revenue from the downloader segment as well. The
analysis provides the following result.

Proposition 6. The optimal quality is

20a[(P+4r+1)(1-(1+)F() )
—(1-a)H(r)]

3k(1+7)?

(@) = paf 4c(1 +7) + ,
where H(r) > 0 only depends on r. Both q*(«t) and the pub-
lisher’s profit are decreasing in a, r and increasing in «.

Overall, from the publisher’s perspective, having
more negotiation power acts similarly to having a lower
cost. The ad blocker sets V at the same percentage of A
regardless of o giving the same incentive to download
the ad blocker, resulting in the exact same downloader
population if quality were fixed. However, being able
to collect and keep some portion of the ad revenue
from the downloaders is a boost and results in a higher
quality investment, which also benefits consumers.

Corollary 5. Consumer surplus is decreasing in . When t
= 0 and « is sufficiently high, then CS*(a) > CSy, if and
only if both r and « are sufficiently small.

Since consumer behavior is only affected by «a

through the increased g, consumers are actually better
off with a stronger publisher and weaker ad blocker.

So much so that when a becomes small enough, con-
sumer surplus can be higher than in the benchmark
with no ad blocker. However, this can only happen
when 7 is small enough. Numerically, the maximum
thresholds for consumers to be better off are at about
0.12 for a and 0.009 for r. If either r or a are larger
than these thresholds then consumers are worse off
than without the ad blocker.

Note that there is a slight difference in the out-
come when t = 1. Consumers are still better off as «
decreases, but the pattern reverses in r. Consumers
are better off than in the benchmark case if and
only if r is large. Recall that in Proposition 3, r >
(V141-1)/14~0.78 ensured that consumers are
better off. Here, as a approaches 0, the threshold
changes to 7> (V33 —1)/ 8 ~ 0.59. Interestingly, this
is exactly the same threshold as what we find in
Section 3.3 with the full ad blocking option as u ap-
proaches 0. Hence, when t = 1, the outcome is
equally good for consumers if they can easily use
the ad blocker for full ad blocking or if there is lim-
ited ad blocking, but the publisher keeps all the
revenue from the ad blocker. Note, however, that
the quality is higher in the latter case.

Overall, lowering « is beneficial to both the pub-
lisher and the consumers. However, for a wide range
of parameters, consumers are still worse off than in
the benchmark case with no ad blocker. The reason
is that the quality reduction effect dominates: even
though the ad blocker does not capture much sur-
plus because of its low negotiation power, ad block-
ing can simply act as a suboptimal limit on ads
(from both the publisher’s and the consumers’ per-
spectives), which reduces quality. This is similar to
what happens when a platform limits advertising
for publishers on its site, but there, the limit will be
higher because the platform maximizes the total sur-
plus in the entire ecosystem as opposed to only the
ad blocker’s profit."’

4.1. Ad Blocker Restraint

Thus far, we have treated « as an exogenous vari-
able. It is likely that both the publisher and the ad
blocker can take certain actions to influence a and
prepare for the negotiation. It is plausible that both
sides can invest in certain costly actions to tilt the
scale, such as legal representation, better outside
options, and technology. As we have seen in Propo-
sition 6, the publisher is certainly better off with a
lower a and would potentially spend money to
make it lower. Does that mean that the ad blocker is
always interested in the opposite, that is, a higher
a? Here, we examine this question by assuming that
the ad blocker can freely choose an « at the begin-
ning of the game, but it has to (and can) commit to
that a throughout the game.
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Proposition 7. The publisher chooses an optimal a* >0,
which is increasing in c, k and decreasing in p,. The opti-
mal o* <1 if and only if ikc/p, is sufficiently low.

Thus, we get the interesting result that the ad block-
er wants to restrain itself from extracting all surplus
from the publisher. The intuition is that even though a
better negotiation power allows it to get a higher
share of the pie, the pie itself decreases substantially
due to the reduced incentive of the publisher to invest
in quality. The ad blocker’s payoff turns out to be pro-
portional to g*a. Clearly, setting a very low a cannot
be optimal as the ad blocker would get only a small
share. But increasing « is only beneficial up to a point
because quality decreases. Whether that point is more
or less than a = 1 depends on how sensitive the pub-
lisher is to a. The sensitivity depends on a combina-
tion of three variables: the download cost, the quality
cost, and the ad price. An increase in the first two
make the publisher more sensitive, whereas an in-
crease in ad prices makes it less sensitive. Hence, in a
situation where either costs are relatively low, or
when ad prices are high, the optimal « is less than one
and the ad blocker wants to show restraint.

Whether the ad blocker can commit to an upper lim-
it on a depends on the circumstances. A plausible sce-
nario is when both the ad blocker and the publisher
can invest in technology that ex post increases their
relative negotiation power. In such a game (that is, un-
fortunately, intractable), it is easier for the ad blocker
to commit by not investing, for example. Similarly, the
ad blocker can voluntarily subject itself to a regulator,
who can enforce ex post its commitment to an o < 1.

5. Model Extensions and

Robustness Checks

In this section, we examine extensions to our base set-
up to speak to relevant market contexts and address a
few limiting assumptions. First, we consider multiple
publishers, which may compete to a varying degree.
Next, we explore the increasingly common situation
where publishers and consumers interact on a plat-
form, which has broad powers to regulate (ban or pro-
mote, even provide) ad blocking. Finally, we discuss
what happens if we relax various model assumptions.
The detailed analyses and results of these model ex-
tensions are in the web appendix. Here, we only dis-
cuss the key findings.

5.1. Multiple Publishers

We study two publishers that may have different costs
of investing in quality. Importantly, we assume that
the ad blocker cannot discriminate between publishers
and sets a common V for both, which is consistent
with practice and is also needed if the ad blocker
wants consumers to develop rational expectations

about the proportion of ads blocked when they down-
load the ad blocker.?’ To vary the level of competition,
we first consider two noncompeting publishers with
overlapping consumers, that is, consumers who visit
either or both publishers. Then, we consider competi-
tion between two publishers where all consumers con-
sider both publishers but visit at most one of them. For
parsimony, we assume f = 0 throughout this section.

5.1.1. Noncompeting Publishers. Consumers visit a
particular publisher if it provides positive utility.
There is no publisher competition because consumers
do not compare the utility they get from the two pub-
lishers. Publishers may have different costs of quality
and, as a result, will choose different quality levels.
The rest of the model setup is identical to the basic
model. All actions that publishers take are simulta-
neous with each other.

Even without competition, there are two sources of
strategic interaction between the publishers. First, the
ad blocker sets a common V, which is a function of
both publisher qualities. Second, consumers in their
overlapping consumer segment make the ad blocker
download decision considering both publishers.

We find that the level of asymmetry between the
players is important in explaining the strategic inter-
action between them and the qualities they set. Re-
gardless of whether this asymmetry is high or low,
the presence of another player has a negative effect on
a publisher, but the mechanisms are slightly different.
In the highly asymmetric case, although the ad block-
er focuses on the high-quality player, it also extracts
rent from the low-quality publisher, reducing V com-
pared with the basic model with just the high-quality
player. This suppresses the high-quality as a lower V
generally leads to more downloads of the ad blocker
and generally hurts publishers. The low-quality play-
er is also hurt. Even though V is higher than it would
be with only the low-quality player in the market, V' is
low enough that it encourages consumers to down-
load the ad blocker with the purpose of using it for
the high-quality site as well. As a result, a larger num-
ber of consumers download the ad blocker than if the
low-quality player were alone, which allows the ad
blocker to extract more surplus from even the low-
quality player than if it were alone.

In the low asymmetry case, consumers use the ad
blocker for both sites and consequently the ad blocker
uses roughly the average quality to set V. At the ex-
treme, if the two qualities are equal, the ad blocker
will react similarly as if there were a single player. But
an important difference from the basic model is that
the consumer benefit from a single download doubles:
for the same download cost x, a consumer gets ad
blocking on two sites. The larger downloading
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segment suppresses publisher profits and leads to
lower quality investments.

5.1.2. Competing Publishers. When publishers are
substitutes, each consumer has capacity to visit at
most one publisher’s site, choosing the one that pro-
vides higher utility. To reach an analytical solution, we
use the convention of the literature (Shaked and Sutton
1982) that quality investment is costless with a maxi-
mum quality of 1. Thus, here, there is no inherent het-
erogeneity in quality between publishers, although in
equilibrium, quality choices differ. This feature allows
us to isolate the strategic effect that the ad blocker
might have on competing publishers.”’ The rest of the
model construction is identical to our previous setup.

In this case, a key insight is that the ad blocker’s V'
falls between the two firms” advertising levels. This is
because the ad blocker intends to undercut the ad lev-
el on the high-quality site, but not on the low-quality
site. As before, this hurts the high-quality site, because
advertising is reduced and the ad blocker is able to ex-
tract more revenue. But interestingly, it also hurts the
low-quality site because a segment of consumers
switches to the high-quality site. These consumers
previously could not afford the high-quality site be-
cause of the higher advertising, but now with the ads
limited by the ad blocker, they can enjoy the higher
quality content. Furthermore, similarly to our basic
model, there are some consumers who did not visit
any site before, but now they do and they immediate-
ly jump to the high-quality content.

The second point brings forward an interesting stra-
tegic effect. Given our simplified cost structure, the
higher quality publisher always chooses the maxi-
mum quality of 1 to differentiate. The interesting
question is how the lower quality changes with the ad
blocker. We find that it increases, therefore leading to
less differentiation. The intuition relies on the notion
that ad blocking makes consumers switch away from
the low-quality site. The overall magnitude of switch-
ing and its impact on revenue depends on the quality
differential. The biggest loss from switching happens
at a quality level that is lower than the equilibrium
quality without an ad blocker. The impact diminishes
as the lower quality approaches the higher quality, be-
cause the overall pool of consumers that could switch
decreases. Combining this effect with the basic forces
that drive differentiation, we get that there is still dif-
ferentiation, but less than without the ad blocker.

In this case, the effect of the ad blocker on consumers
is mostly positive. One reason is that without quality
costs, we do not observe a reduction in quality. In fact,
with less differentiation the lower quality increases.
Furthermore, ad blocking directly increases consumer
utility and as we noted, there is a segment of consumers
that switches from the low-quality to the high-quality

publisher and there is a segment that moves from no
consumption to visiting a site. In addition to these seg-
ments, the reduced differentiation even benefits con-
sumers who are not using the ad blocker as competition
leads to lower ad levels. It is important to note that if
we add back quality costs, ad blocking will have a pri-
mary effect of suppressing quality investment as in the
base model. However, the key finding of this analysis is
that competition between publishers may alleviate
some of those negative factors.

5.2. Platform Regulating Ad Blocking
In this section, we will consider the case of a platform
that does ad blocking itself instead of a third-party ad
blocker. This setup is relevant for multiple reasons. First,
more and more content consumption happens on plat-
forms where consumers and publishers interact (e.g.,
iOS, Google, or Facebook). For example, Google’s
Chrome browser offers to block certain ads. Second,
multisided platforms have tremendous power in
“regulating” the interactions between the different sides
and can potentially internalize competition between the
ad blocker and the publisher, leading to better welfare
outcomes. Indeed, the platform is interested in maxi-
mizing the total surplus generated by the transactions
whereas a third-party ad blocker is only interested in
maximizing its own profit. In this sense, the incentives
of the platform and the ad blocker are not necessarily
aligned, leading to different outcomes. This tension
shows in practice, where ad blockers are criticizing Goo-
gle, for example, for not blocking enough ads. At the
same time, Google is attempting to prevent ad blocking
software from operating properly in its system. As we
see a trend of greater platform control, especially in the
mobile content ecosystem, it is important to understand
how different entities can and should block or limit ads.
To speak to this issue, we analyze a model in the
web appendix in which the platform itself does the ad
blocking with the objective to maximize total welfare.
Interestingly, we find that in such a setup, total sur-
plus is always lower compared with the no ad blocker
(benchmark) case. Even though for a fixed value of g,
the platform indeed sets V such that the total surplus
is higher than in the benchmark, the platform’s choice
of V lowers the publisher’s profit for a given 4. This
implies that the equilibrium g in the benchmark model
is higher than in the model where the platform is the
ad blocker. Moreover, the total surplus in the latter case
can be sometimes even lower than with a third-party
ad blocker. Depending on the value of advertising, an
ad blocker may be less harmful to quality levels than
the platform itself. Despite the drop in quality, consum-
er surplus is mostly positively affected. Although the
combination of reduced advertising and reduced quali-
ty hurts total surplus, the former factor often dominates
when considering consumers’ payoffs.
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5.3. Additional Robustness Checks

We conduct various other robustness checks in the
web appendix to address some limitations of our
model. We start by alleviating the assumption that the
price of advertising is exogenous. Solving the model
with a fully endogenous p, is intractable but we can
analyze a quasi-endogenous case, where advertising
price is an increasing (concave) function of quality.
We find that the structure of the analysis and the re-
sults are similar to the main model’s.

We also explore the case when the publisher can
switch to a subscription revenue model, which essen-
tially puts a lower bound on the publisher’s profit. In
turn, this provides more negotiation power to the
publisher. Although this limits the decline in the qual-
ity level, our main findings concerning consumer sur-
plus and welfare remain valid.

Throughout the analysis we consider a monopolist
ad blocker. This assumption is driven by the fact that,
whereas one can observe a large number of ad block-
ers, the market is highly concentrated.”” **Indeed,
although the cost of entry is relatively low, reliably
operating ad blocking requires scale. As such, new en-
trants typically shut down because they cannot gener-
ate revenues. Nevertheless, it is relevant to ask how
the presence of competing entrants, often offering full
ad blocking, affects our results. Fortunately, the ver-
sion of our model in which the ad blocker also
provides a full ad blocking option (see Section 3.3) is
essentially the same as this setup as long as full ad
blockers represent higher downloading costs to con-
sumers, which is safe to assume. Furthermore, in the
web appendix, we also explore the possibility that
two symmetric ad blockers compete. If such competi-
tion only concerns the limit of advertising, V, then the
dynamics are similar to Bertrand competition. How-
ever, if ad blockers compete in V as well as in consum-
ers’ downloading cost, a differentiated outcome with
positive profits is possible, with one ad blocker offer-
ing lower V at a higher downloading cost, while the
other does the opposite.

6. Concluding Remarks

We have developed a model to evaluate the impact of
ad blocking on publishers’ content quality and, in
turn, how the decline in quality affects consumers
compared with the beneficial effect of reduced ad ex-
posure. Consistent with practice, we assumed that the
ad blocker uses the unconventional revenue model, in
which it charges the publisher in exchange for allow-
ing a certain amount of ads through its blockade, a
practice often qualified as extorsion by publishers. Our
analysis reveals that this practice, although beneficial

to ad blockers, is typically an inefficient way to limit
consumers’ advertising exposure that ends up leading
to lower overall consumer surplus. By directly charg-
ing publishers—whose business is damaged by ad
blocking in the first place—the ad blocker forces them
to reduce quality investment to such a degree that the
resulting lower content quality has more negative ef-
fect on consumers than the positive impact of lower
advertising exposure due to ad blocking. We show
that the conventional revenue model of directly charg-
ing consumers would alleviate this problem, although
it is not in the interest of ad blockers. This insight may
provide some guidance to policymakers who, at pre-
sent seem to largely support ad blockers’ current,
so-called whitelisting business practice.

We have explored a number of model extensions to
address important institutional details and describe ad-
ditional business practices. These include the possibility
for ad blockers to offer a full ad blocking option, publish-
ers’ capability to introduce a subscription revenue model
and the possibility of negotiation between the ad blocker
and publisher. We have also found that the model is ro-
bust to various structural factors, such as the existence of
multiple publishers, quasi-endogenous advertising pri-
ces, ad blocker competition, and the case where a trans-
action platform provides the ad blocking service.

The surge of ad blocking in 2016 created a small crisis
among publishers, predicting the end of advertising-
supported content creation. Today, although ad blocking
has stabilized, it still represents a loss of almost 25% of to-
tal digital advertising revenues for publishers. Under-
standing its drivers and its impact on welfare is crucial
for the media industry and policymakers. The present pa-
per intends to be a first step in this direction.
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Appendix

Proof of Lemma 1. The paper already covers the case of
t = 0. The exact same analysis applies to 0 <t <3-. When
1= <t <1, the steps are similar.

Summarizing the three cases, consumer demand faced
by the publisher is:

1 if0<A<qt
B (A - tg)? )
1+1t)—2Ar
D(q,A) = % ifg<A< tg (A1)
(q—Ar)2 _
m lftq/rSASq/r
0 if g/r < A.
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The objective function p,AD(g,A) is increasing in A in the download the ad blocker. We begin with the case of t_ o

first case and decreasing in A in the last three. In the sec- when A* =L and we also assume V > ﬂ . For k <{L—1V,
+ +r

ond case, we maximize

29(1-n)(1-1)
which yields A* = (1 —r(1 —t))q. Substituting into the profit
function results in a quadratic function of g:

a0 )
q

2
max(paA— pa(A ~ tg) —cz),

Maximizing gives the stated formula. O

Proof of Proposition 1. First, we determine the opti-
mal A in the last stage of the game, given V and the set
of consumers who download the ad blocker app. If the
publisher optimizes only for consumers with a high
enough x who never download the app, the optimal A
is the same as in the benchmark case, that is,
A =max(ﬁ,q(1—r(1—t))). Setting a different level of ad-
vertising would result in a discrete downward jump in
revenue for the segment that never downloads. There-
fore, our assumption of a high enough % ensures that
the mass of consumers with high enough x to never
download the app is high enough for the overall opti-
mum A to remain the same.”

In the negotiation stage, the ad blocker first makes a
take-it-or-leave it offer. As long as this offer results in a
nonnegative payoff for the publisher, the publisher will
accept. Therefore, the ad blocker always has an incen-
tive to increase the demanded payment until it extracts
all possible surplus. When this payment reaches the
maximum, the publisher becomes indifferent and our
tie-braking assumption dictates that the publisher ac-
cepts. We discuss relaxing the tie-braking rule and the
assumption around the power balance of negotiations in
Section 4. Since the publisher will always accept the ad
blocker’s offer, consumers will expect an advertising
level of V when making the decision to download. Con-

sumers who have a cost « will download, if and only if
(1+7)
q- V(lfr)

sures that a consumer is better off with an ad level of V
instead of A =1L and the second constraint guarantees a

their y > and 9 >§+y%. The first constraint en-

positive ut1hty When K> max(ﬁ,q(l -r(1- t))) -V, no

consumer downloads the ad blocker. When x <{=—rV,
all consumers who visit the publisher’s site download

the ad blocker. When « is between the two, we have a

_  (+nx
q=V(1+r) <1

To determine the optimal V, we need to calculate how
much surplus the ad blocker can extract during the negotia-
tions. This surplus is equal to the difference between the
revenue of the publisher under light ad blocking (V) and
full ad blocking. This difference is simply the product of Vp,
and the amount of consumers who visit the site and

binding § cutoff with r <9 =

the size of the segment is all consumers with 9 > q+7?
that is,

x (1+rV

Sv1(K LV, 7’) (1 - ) (AZ)

i 72

For {-—rV <« <{L-V, the y> (1‘;('1)1:” constraint is also

binding and the size of the segment becomes
1 1+nrx
= - A.
S V0= {15 v i) )

K+
(1 (1/2)m 1 /2)7‘/).

To determine the objective function of the ad blocker, that
is, the total surplus it can extract, we have to integrate
over « for each segment:

L—Vr 1
V/ =Svi(x,q,V,0)dx

0 e

T(q/ V) = Tl (fl/ V) = Pa

T
+Vpa
o
T+

V(q VA +7)@gQ2+5r+2r2) = V(L +7r)(1+7+712)
6q(1 +7)*(1 - bk

%sz(x, q,V,0)dx =

(A4)

There are two more cases we need to examine if ¢ <L
When Z >V > gt, we get

V2(1+1)*(V =3q(1 +72(1 - 1))
+VGH(2 +3r =312 + 3rt? = 213 + 6r°2 + 3r°1?)
—PB1+r)
T2(q,V) =pa 7+ 3 — ,
6q(1+7r)°(1-r(1 -tk

and when gt > V > 0, we have

Vq(r +(2-3)1+nH)-3V1+r’Q1- t)
6(1+n)2(1— i

T3(q,V) =

All three of these functions are either cubic or quadratic in
V, hence we can maximize them in V. Depending on the
value of ¢, the optimal V can fall in either of the three seg-
ments. When ¢ > &, we have A* = (1 - (1 -t)) and we can

similarly integrate to get the ad blocker’s payoff functions as

@1-r1-1)-V)(V1-r(1-1)
@2 —rt—3R(1=1) - V) - 2F)
6q1-r)(1-)1-r(1-t)x ’

T4(q/ V) = Pa

whenv > tg.If tg >V >0, then

q(Sr 12 — 613t + 27242 + 3% + 272t + 211
—4r2 +2rt — 2 —r + 2t +2) — 3V(1+r)(l—r(1—t))

Ts(q,V) = paV 61— r(1- )&
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Again, these are cubic and quadratic in V. Overall maxi-
mization yields that V* = gF(r,t), where

1+r  NV1+5r+92+5r% +14

0 1+7+72  \BA+r1+r+12)
31+7)(1-r2(1-1t)-
3(1—r)(1 =31 + 6r°t — 9r*12 — 315 + 181t
—127%t% — 9% + 1873t — 91212 — 61> + 612t

—3rt? + 412 + 4r)
3(1+71)
2 +5r — 312 + 212 — 6rt° — 3124
6(1+1°(1 -1
3(1-r(1-1))(1-r2(1-t)-
31-rA-HA-nN1-D
(BrAR — 6r% + 3% + 35t + 1212 — 373
+Pt+ 2 =277 +rt+ 2 +r+t+ 1)
3(1-r(1-1t)
3132 — 613t + 27212 + 373 + 2%t
+2rt2 — 42+ 2rt — 2 —r + 2t +2
6(1+7)(1-r(1-t)

i)

F(r, 1) = iii)

iv)

v)

3(1+7)* = V3rA + 15 + 2712 + 157 + 3
3(1+7)(1+r+7r2)
V3rt +15r3 +27r2 +15r + 3
31+7r)(1+r+712)
ii)) <t<min
( r 31 +r)2 - ot + 245 + 1872 + 9r + 3)

i) 0<t<r

2
r3(1 +7)

if 1+7 3(1+7r)(1+2r)
o 31+ =V 1243 + 182+ 9r + 3 r
iii) <t<—
3(1+7)(1+2r) 1+
iv) r <t< (32 —r—=2++31+7r)(3r+2) )(1—7)
1+r 1+4r+4r2-3r3
o BR—r=2+B1+nGr+2)1- r))
<t<1. O
v) max(1+r’ T+4r+42 -39 =t=
(A5)

Proof of Proposition 2. In the first stage, the publisher
maximizes its profit given V. The publisher’s revenue is ex-
clusively from consumers who did not download the ad
blocker as all the surplus generated by the downloaders is
extracted by the ad blocker. We begin with the case of
t<i-. We calculate the lost revenue compared with the
benchmark case of no ad blocker. The lost revenue for con-
sumers in - - Vr <k <;L-Vis

qPa K 1 1 xk(1+7)
aT+na-na-n\' C24-v(+n) 20+ r)))( C(g-va+ r)))'

(A.6)

For K> q -V, the lost revenue is 0, whereas for
K<{in Vr it is W)(lt) Integrating over « yields

qPa
T+n1 -tk

A K 1 __x(+n)
( el v el G v
TV _(P+4r+1)(q-(1+1)V)gpa

+ T4r 7 .
6ic(1+7)°(1-1).

0

(A7)

Substituting the equilibrium V and subtracting from the
benchmark, we get the objective function of
qPa (P +4r+ 1) - A+ 1F1)gpa
2(L+7r)(1-1t) 67 (1 +7)*(1 = t) — cq?.

Since this is a simple quadratic function in g, the optimal
quality is
_ (A0 =) 202 +4r+ 1)1 - 1+ 0FW)|

Pa 3k(1 + 1)

%

which is clearly an increasing function of ¥ and converges
to W as ik — oo. For t > 1L, similar calculations yield
the objective function as
Gr+1)(1-r’+
((L+r+t+rt+42 +72t— 617 +3r°1)t)
Pa(l—r(1—t)+t)  (1-r(1-1t)=F1)qpa
2 6k(1-r(1—-1))—cq?.

Maximizing in q yields the formula stated in the proposi-
tion where

2(r% +4r + 1)(1 = (1 + r)E(r, t)) g ore T
3(1+7) T+
Gr, ) =4 2@r+ 1)1 =1+ (L +r+t+rt+4r2
+72t — 6% + 3r3t)t)(1 — r(1 — t) — F(r, 1)) <
31-r(1-t)A—-r(1—t)+t) 1+r~
(A.8)

Given the quadratic profit function, it is easy to calculate
the equilibrium profit, yielding the comparative statics
results:

*a r
TP if t<——

«  _J20+n1-1 1+r
Moug =14, O
gpral-rl -t +t) . r

if <t
4 1+7r

Proof of Corollary 1. In (A.4), and the following equa-
tions, we have essentially calculated the size of the down-
loader segment, which is T(q,V)/(Vp,). Plugging in V* =
q'F(r) yields that in equilibrium the size of this segment
is a linear function of ‘7 and its multiplier only depends
on r and t. Since q* is an increasing function of p,, so is
the segment size. Furthermore, % is a decreasing function
of k. O

Proof of Corollary 2. Consumers who do not download
the ad blocker are worse off, because the ad blocker
causes the publisher quality to decline, reducing their
surplus. In particular, a consumer with y=r and §=1

has a surplus of g—rA = q(mm(l}ﬁ,l —r+r¥(1- t))) >0if r
< 1. This is surplus clearly goes down as the ad blocker

enters and quality decreases. On the other hand, there are
consumers who only visit the publisher’s site if there is an

ad blocker. Consumers who are below the 9=

ymax(l}rr, —r(l—t)) line on the (9,y) space do not visit

the publisher’s site if there is no ad blocking and hence
get zero utility in the absence of the ad blocker. However,
in the presence of an ad blocker, consumers with 9 in the
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range ymax(ﬁ,l -r(1l- t)) >9> % visit the site get pos-

itive utility if their « is low enough.

Proof of Proposition 3. Total consumer utility can be
calculated as

2 CA(V f)

CSap = q°Co(r, t) + (7%)

The first component is the benchmark consumer surplus. The
second component is positive and represents the additional
surplus consumers enjoy from ad blocking when quality is
fixed. The benchmark consumer surplus multiplier is

(A.9)

1+7r+12 g o< T
6(1 +1)* Tl+r
Cor,) =4 1= t’(A +r+7) +3((t - r(1 — 1))
1=-r+r2(1-1) g <
6(1-r(1-1)) 1+7r

The second component is a longer formula, but we can
calculate it for certain parameter regions:

@(r+1) = E(r, A + )1 = F(rH)(1 + r))
Calr,0) = 24(1+7)
Calr1) = T+7r+ rz)él F(r, t))
(F(r,H(2 = F(r, 1)) = #)(1 = F(r))*
24F(r, (1 — 1) if t<V6-2
Cal0,t) =121 +t+2-)
+F(r, t)(4(F(r,t) = 5 = 5t + £ + %)
1 f Vo-2<t
2
(2 - F(r, t))z(i —2F(r,t)) — —6«/7
4(1 - )BF(r, t)(F(r,t) =1 —t) + 1?)
Ca(Lt) = =3F(r,t) — 2 + 482 i 4—\/7<t< r
24(1-1) T
(t — F(r.t))? ) r
T2 it st

To compare with CSy,, we examine CS4p as a function of «.
As q* converges to gy, when & — oo, we get the same for
CS 4p. What we need to determine is whether it converges in-
creasingly or decreasingly. Plugging in the formula for g*
from Proposition 2 and differentiating with respect to «, we
find that there are two distinct cases. The derivative is al-
ways positive for small values of k. However, depending on
whether Ca(r,t) > Co(r,t)G(r,t) or not, the derivative either
crosses into negative at some threshold of k or stays positive
for all k. Hence, consumer surplus is increasing for all i val-
ues if Ca(r,t) < Co(r,t)G(r,t) or it is first increasing and then
decreasing after reaching a maximum if
Cal(r,t) > Co(r,t)G(r,t). The function G(r, t) is given in (A.8)
and, as we can see, the condition only depends on 7, t. Fig-
ure 3 presents the contour line for Ca(r,t) = Co(r,t)G(r,1),
which is the solution of a sixth degree polynomial, hence it
has no closed form solution. For the purposes of the corol-
lary, all we need to show is that Ca(0,t) < Cy(0,t)G(0,t) for
any t, that Ca(r,0) <Cy(r,0)G(r,0) for any r, and that
Ca(1,1) < Co(1,1)G(1,1). With the formulas given earlier, this
is straightforward to verify. Since both sides of the inequality
change continuously, we get that the left side is smaller

when either  or t is low and that the left side is larger when
both r and t are high, yielding the stated result. [

Proof of Corollary 3. To see that total welfare is lower
(even if we include the ad blocker’s surplus), we need to es-
tablish that the sum of the publisher surplus and the ad
blocker surplus is lower in the presence of the ad blocker.
There are two effects. First, the ad blocker extracts some of
the surplus generated by the publisher. Keeping the quality
fixed, this is a zero-sum game. The second effect of the ad
blocker is that quality decreases. But with a lower quality,
the publisher surplus decreases. The combination of the two
effects reduces the sum of the publisher and ad blocker sur-
pluses. Clearly, if consumer surplus is also reduced by the
ad blocker’s entry, the total welfare decreases as well.

When CS,p > CSna, we need to check whether the in-
crease can counteract the decrease in the sum of the pub-
lisher and ad blocker’s surplus. Price p, plays a crucial
role here as both the publisher’s and the ad blocker’s sur-
plus are scaled by it. Quality g* is also dependent on p,,
but only as a function of p,/c. Hence if p, is reduced while
keeping p,/c constant, the sum of the losses of the pub-
lisher and the ad blocker can be reduced compared with
the gains in consumer surplus. On the contraery, if either
pa Or c is too high, total welfare is reduced. O

Proof of Lemma 2. We determine the optimal V just as in
the proof of Proposition 1 by first calculating the amount
of people who download the ad blocker and use it for par-
tial ad blocking. In the typical case depicted in Figure 4,
this segment is in the (ghik) trapezoid with a size of
1 (ux 1+7rx
Svalre, 4,4, V,1) = 1- r(V_q -vQ +r))
K 1+ y)K)

(1 2q-Va+r) 24

This formula applies for {f,—rV <k <. For smaller

1+4r
K<1+ —rV, we have

1
SVl(K/ w,q, V,r) = m(ﬁ - r)(l

A+ x+rV
7 .

2q 2

representing the (deki)

v
<K<1+r V, we obtain

trapezoid. And for larger

Sva(x,u,q,V,r) = %(1 _ %)
1 K K+ V
( T2g-vi+n) 2q )

for the (abik) trapezoid. Assuming r < 1 and integrating
over « yields the publisher’s payoff function:

T(q,V) = Vpa / RS (g, V, 0)dic+
0

+Vp, / " 1%Sya(x,q, V,0)dx + Vp, / T 1R Sya(ic,q, V, 0)di =

(q V(1 +1)(gQ2+57+2r2) = V(1L +r)(1 +7+7%))
6q(1+ i
3ugV —(1+2u)V?
CeqA(1-n)i )
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if V< W’ and 0 otherwise. Maximizing T(g, V) yields the remaining consumers. The publisher’s payoff can
) be calculated as
1—p—ur
1-2u—u?— 23 qPa _ (B-r-6r)(3~ r)zquu
20 +7)(1—1t) 384k(1+7r) (1 —r)(1—£) —cq?
. 2(1=r)*(L+5r+ 9% +57° + 14 '
Vi=qu i )\ ) =ngt(r)~

+2u(1=7r)Br* +7r* +4r +1)
+213 +6r2 +3r+1
V31 +7)(1 = 2p = 2 - 1)

Analyzing F,(r) at different values yields the stated
results. [

Proof of Proposition 4. The analysis is identical to that in
the proof of Proposition 2, but with F(r) instead of F(r). [

Proof of Corollary 4. Total consumer utility can be cal-
culated as CS;, = g*Cyo(r,0) + (q*)ZM where

1
Colr,0) = ﬁ and C,a(r,0)
_Qor+1)-Fu(n(+ ) (1 —Fu(r(1+ f))

24(1+7)

Using G (r,0) = w we can see that C,a(r,0)

< Co(r, O)G“(r 0), y1eld11(r1grthat consumer surplus increases
in ¥ as it approaches the benchmark. We have shown in
the proof of Corollary 3 that for ¢ = 0 the sum of the pub-
lisher’s and the ad blocker’s surplus is lower in the full
model than in the benchmark case. Both the publisher’s
and the ad blocker’s surplus are lower in this version of
the model with the full ad blocking option as the quality
is lower and the ad blocker collects a lower revenue per
consumer from a smaller segment.
When t = 1, we have

_ b 1+r 2+p

P;(rrl) - 2(1 + ) G ( 1) 1+ Cyo(rll)
11— _(4+y)(1+r+r2)
BRI O

Comparing C,a(r,1) with Co(r,1)G,(r,1) reveals that the
left-hand side is larger if and only if r>7(u)=

/1412 +5520+528—4—p

i3 , where #(u) is increasing in y. O

Proof of Proposition 5. As in the main model, the ad-
vertising levels are not affected by the ad blocker because
there are enough consumers with high download cost
who do not use the ad blocker and thus ad levels are the
same as given in Lemma 1 as a funciton of gq. Specifically,
for 0 <t <., we have A = 1. Given the ad levels and py,
it is stralghtforward to calculate the number of down-
loaders, which yields the optimal price. Assuming

7 \/57—7
0<t<;, and r <5~ we get

. 91 +7r)+1-V81r2 +84r+36
b= 16(1+7) T

Given this price, consumers with y >
K+p;

KJ;pz’(1+r) and 9>
will download and use the ad blocker. Hence, the

publisher will only be able to generate revenue on

as long as r < \/\/: ; Since this is a simple quadratic function

in g, the optimal quality is
-1
o_[AeEna-t) (B-r—6r)(3-r)?
1 P 961+ 121 -r)(1-1)
When t = 0, this ylelds Jecr=9 (éc 4.9 ) < qiga = b Calcu-

32k
lating %529 (4,c + &)

yields ¢ < g for small values

of 7, specifically for r < ? The publisher’s profit is then

b 2 pubx, _,
simply 1. =82 (16c+9”“) <Iy =t and I =9

p§(16c+%) in the two cases, yielding IThe* < T2 <

Hz‘:* for small r values. Next, we calculate the ad block-
er’s profit as a function of g for the same range of small r
values:

(9147 +1 - VBIZ +84r + 30)

(6772 +124r ~ 20 + (217 + 18) VBT + 84r + 36
12288% (1 +7)*(1 - t)g2.

We then have HAdb’—’O 11 _(1-

Adb _
1_[CC -

tyg 2 and from our previous

analysis, we have Hﬁ%bﬂ,’ lsi_(l —g* Thus, for the same
K

quality level, charging consumers leads to more than three

times lower profit. However, the quality is slightly higher

when charging consumers, but ZC—‘ < %‘{g <1.369 for small
AB

r, hence TTA%* < 149 Moving on to the consumer sur-

plus, we start from (A.9) to establish that

23+V3
216k ’

where CSna = g5, Co(7, t). We can similarly calculate

27
1024«

and a simple comparison yields CS}, < CS;- < CSy, for
small r values. Adding the resulting consumer suprlus to
publisher and ad blocker profits further vyields
TWip < TWge < TWiis-

When r =t =1, the analysis becomes simpler as consum-
ers are only heterogenous with respect to the download
costs. As before, the publisher sets the advertising to g, re-
gardless of who downloads the ad blocker. Then any con-
sumer for whom « +p, <g will download and use the ad
blocker. This yields a profit function of p,=* for the ad
blocker with an optimal price of pj; = q/2. Recall that this is
the same value as V* = /2 in the main model. As a result in
equilibrium, the exact same consumers will download the ad
blocker regardless of whether the publisher or consumers are
charged. The publisher only makes money on consumers
who do not download the ad blocker, hence publisher profits
will be the same as well. Given the equal cost to the

CSAB28 g% . Co(0,8) + (q3)

CScet=3 — qccCo(0,1) + (qcc)
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downloading consumers—whether through a direct price or
nonzero advertising—consumer surplus will be the same, as
well as ad blocker profits and also total welfare.

Proof of Proposition 6. We have calculated the size of
the segment who does not download the ad blocker in
(A7) as

The publisher gets {£* for each consumer in this segment.
The size of the segment that downloads was calculated in
(A.4). After substituting V = gF(r), we get

spL(r) =1

6(1+7)*%

The publisher gets (1 —a)Vp, = (1 —a)F(r)qp, for each con-
sumer in this segment. Hence the publisher maximizes

4Pa SNDL(r) + (1 - a)F(r)qp.SDL(r) — cq*

1+r
in ¢, yielding
do(l4r) | 20—(1+nF() !
s 3k(1+4r)
g a)=| P +4r+1-(1-a)(1+r)F(r) ,

(2457 +2r* = (1+ 1)1 +r+7r*)F(r)
1+r

which is the same as stated in the proposition with
H(r) = 1+ r)F@r) (1 =1 +7)F(r)) 2 +5r + 22 — (1 +r)(1 + 7+ r*)F(r)).
Since H(r) > 0 is increasing, we get the comparative
statics results. [

Proof of Corollary 5. We use the same steps as in the
proof of Proposition 3 and check whether Cx() > Co()G().
The particular formulas for t = 0 are

1474712
Co(r,0) = W,
@(r+1) = F(r,0)(1 +12))(1 - F(r0)(1 + 1))’
Calr,0) = 24(1+7) '
21— (1 +rE(r, 0))(r2 +4r+1—(1-a)1+7)F(r,0)
Q+5r+22 —(1+7)(1+r+2)F(r, 0)))
Ga(r,0) = ,

3(1+7)

We find that when r=a =0, we get Ca(r,0) > Co(r,0)Go().
For positive a and r values, the inequality quickly re-
verses. When f = 1, we have
T+7+72
24

A+nN1+a)

1-r
CO(r/l) = T/ CA(rll) = G(Jt(rll) = 4 ’

yielding that consumer surplus can go up if and only if
1+r+72>3(1-r1+r(1+a). O

Proof of Proposition 7. The ad blocker maximizes (1 —
@)F(r)qp.SDL(r) in a. This function takes the form of
const - q*(a)za, where g*(a) = const’ - (D + a)”! with
D = (ck/pa)-2(1 + 1?4+ (2 +4r+1)(1— (1 +r)F(r)) - H(r)
H(r),

(1=Q+nF@)2+5r+2r - (1 + 7)1 +r+r2)E(r))

and the constanst not depending on «a. Maximizing
(D+a)2a yields a single maximum at a = min(D,1). Giv-
en the expression for D, we see that it is increasing in
(c® /pa). Furthermore, setting ck /p, =0 gives 0 <D <1, and
since D is linear in (ck/p,), we get that there is a single
threshold where D = 1. O

Endnotes

! Consumers using ad blockers face various nuisance costs (e.g.,
loss of content, frequent requests for upgrades). Some consumers
feel uncomfortable toward publishers when using ad blockers
whereas others face access difficulties (e.g., many corporate users
cannot freely download browser extensions on their computers).

2 Gee, for example, Reuters (2018).

% Our analysis is strictly based on economic surplus and does not
take into account other negative externalities related to the reduc-
tion of content quality (e.g., its consequences for democracy).

4 The term whitelisting is also used in other contexts (e.g., when con-
sumers allow some publishers” advertising to pass the ad blocker). In
this paper, we consistently refer to whitelisting as the practice by ad
blockers of allowing a certain amount of qualified advertising from
specific publishers to pass the blockade, often in return for payment.

5Some ad blockers may also allow consumers to block all ads,
although this option is discouraged and usually comes with addi-
tional costs to consumers. Nevertheless, some consumers do opt
for this option.

6 We have already mentioned vigorous legal action but many pub-
lishers have also invested in so-called ad blocker blockers or intro-
duced a subscription revenue model (a case we explicitly analyze).

7 See also Chen and Liu (2021) on how ad blocking may help pub-
lishers in a context where advertising serves as a signaling device.

8 This is a reasonable assumption given the low proportion of peo-
ple who use ad blockers and the vast inventory of online advertis-
ing available. Also, in the quasi-endogenous case (explored in the
web appendix) when p, is a function of the publisher’s content qual-
ity, we find that our key findings remain similar.

9 In the web appendix, we also analyze the case when the publisher
directly charges consumers in a subscription revenue model.

10 We find that all three dimensions of consumer heterogeneity are
necessary to explain the relevant dynamics of ad blocking. For addi-
tional clarity, the web appendix presents the analyses of cases when
consumer heterogeneity is only along two dimensions.

" Setting r strictly above 0 is a purely technical assumption to avoid
the case where advertising can be set to infinity for » = 0 consumers.
Parameters r and f allow us to gauge the impact of the level of con-
sumer heterogeneity on ad blocking.

12 I its default setting, Adblock Plus, the largest ad blocker, explic-
itly tells consumers that some, so-called acceptable ads will pass the
blockade. With a few more clicks, consumers can also opt to block
all ads, a case we will explicitly model further later.

31t is worth noting that if we change r and ¢, the mean sensitivity
levels also change, but V*/A* is invariant to the scaling of the
means.

* Note that advertising levels do not change with the entry of the
ad blocker and this is driven by a large enough mass of consumers
with high download costs. In the web appendix, we analyze a set-
ting where all consumers have the same moderate level of down-
load cost and we find that advertising levels may slightly increase
with the entry of an ad blocker.

5 We thank one of the associate editors for drawing our attention
to this case.
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16 Beyond the somewhat trivial cost of a few additional clicks,
many consumers experience a psychological cost for hurting pub-
lishers by blocking acceptable ads.

7 See Reuters (2018).

18 Publishers can also coordinate legal action against a powerful ad
blocker and have done so in European countries

19 We analyze this specific case in a web appendix.

20 For completeness, in the web appendix, we also analyze the case
when the ad blocker can discriminate between publishers.

21 If we use the same cost structure as in the basic model with dif-
ferent costs, we have to resort to numerical analysis to calculate the
equilibrium qualities.

22 Adblock Plus, the most popular ad blocker, is estimated to repre-
sent about 60% of the desktop browser market, for example, with
no comparable second player (Maheshwari 2016).

2 We discuss the case of a fixed, potentially lower x in the web
appendix.
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