servers.ods

active

5.2255 btc sent to
| 19XHBGWTU2KnbER
alsa dedi [jtan.com alsa 4pVAW9bv user b3I1amOn12055m@n 207.106.6.32 USA 07/01/14 |chat oNBBVAPXtUgwijhiMy 79 Celeron 2.4 1 1 unknown 320 4 5
G2 on 9/11
bari dedi |orangewebsite.com mail.net X b311am0n12055m@n 193.107.87.43 — 47 |Iceland 04/02/14 [smed has Xeon 2420 1.9 12 32 DDR3 1000 80 600
5A4A70797E1E25374
beggy |[dedi |jtan.com beggy Uha4zFYo user b3I1amOn12055m@n 207.106.6.11 USA 10/28/13 [CSR bridge |74CC7E5FF6454A0DH
A37C2B
bobcat |dedi  |dataciub.biz E;Tﬁ::ewc"’d@safe' mgatewood66 |x b311am0n12055m@n  (46.183.219.244  |Latvia 09/12/14 |smed has 180 Xeon1220 (3.1 4 32 |DDR3  [4000 (50 unlimited
bora dedi |orangewebsite.com ::23?2?Hace@8afe— [ user b311am0n12055m@n 193.107.86.49 — 53 |Iceland 03/21/14 ::Jket back Xeon 5630 25 8 24 DDR3 1000
- ilisthem live wallets
btc dedi |orangewebsite.com salesdept@ftml.net k8JgM7Cijw  |user indwithjo 193.107.86.34 Iceland 01/04/14 |(archive ...move to new host Xeon 5620 2.4 8 24 DDR3 75 500
oy wallets;
cesi VPS |momentovps.com cesi gg;igﬁGEmn X fahuéwqdue 178.33.22.12 france 01/15/14 [smed has
send payment to
" " . . . " o . active 1LUu25FvB35uAvVS6P
cinema |dedi |cinipac.com charlesdigby@safe-mail.net cdigby66 root Je)pae]yuxeif7xi 109.163.234.40 Romania 11/29/13 wallets M3WGMPDxxCkijmoU 50 Xeon 2407 22 4 24 DDR3 2000 150 500
E
N laguna, " "
dev dedi [jtan.com fqc8998@tastmail.fm tkiW23GL laguna b3l11am0On12055m@n 207.106.6.38 USA 01/19/14 [testing Celeron 2.8 1 1 unknown (123 4 5
dismo _[VPS |whattheserver.me larryzielinski@mail.com 1zielinski66 root 4B5HMiJYyONObbK5 94.102.50.70 netherlands [10/12/13 |guard 47 150 300
ed trilightzone.org anthony.charlton@post.com X wjBSGHVfEQdfh90Z 103.246.244.114 01/20/14 |smed has
| . b: Hac them|
gala dedi [jtan.com ggb x4TIJFRE ggb indwithjoy 207.106.6.25 USA 08/17/14 [backup
gigatux |dedi |gigatux.com debrasmith@Safe-mail.net |dsmith66 X b3lam0n12055m@n  |78.129.217.194  |UK 07/01/14 |smed has :2:::)9"‘ (oheck read |4 Xeon 2630 |23 12 32 |DDR3  [1000 {100 10000
*** Connected to my
real ID***
gold dedi [superseedbox.co.uk frances.warren@mail.com |fwarren66 root b3I1amOn12055m@n 91.121.80.131 france 07/01/14 |bridge 8A9CBDBB61EFE679
OEBA553F82FF8A754
74DE8F2
grain  [vps |dataclub.biz normankim1@myself.com ;l;;/:xGBgvu X 3j483r87yfn38 46.183.219.120 latvia 11/15/13 |Repo mirror [ncwwi38mjs 36 4 2 80
quy VPS _|orangewebsite.com guytilly@safe-mail.ne atilly66 quyt b3I1am0n12055m@r 93.95.227.169 Iceland 03/29/14 |pending ***Connected to my virtual 2.6 4 0.5 virtual
haus dedi |gigatux.com jordanlind@linuxmail.org X b3l1am0n12055m@n 85.195.95.38 germany 12/15/13 |ABE
. . karinaleopard@safe- . . . .
karina [VPS |evalinux.com mail.net n/a X WjBSGHVfEQdfh90Z 31.171.255.185 Switzerland (01/04/14 [smed has virtual 2.2 8 24 virtual 214 14 14
|kbo dedi _|orangewebsite.com keIIiburunda@safe—mail.ne kborunda6€ superuser b311am0n12055m@r 176.10.35.237 — 40 |Iceland 01/21/14 {tor->clear 400 Xeon 1220 3.1 4 4 DDR3 1000 75 300
btc to
" . " . . . .. |1Azpmo1Yn9peNZhWH
lam orangewebsite.com jordanlind@linuxmail.org X b3I1amOn12055m@n 82.221.104.28 - 32 |iceland 11/30/13  [forum wiki RWWp5QFizHK7SGB
8
lindo |VPS |dataclub.biz larryzielinski/ Izielinski66  |root 2S08HDISVSZCBSEX  [46.183.217.165  |latvia 11/06/13 |guard 100 100
larryzielinski@mail.com
market
loup dedi [instantcpanelhosting.com  [donaldboone@safe-mail.net|dboone66 user b3I1amOn12055m@n 62.75.246.20 Germany 03/22/14 |hidden paid on 9/11 Opteron 3280 |2.4 8 32 DDR3 4000 [100 75 80 unlimited
service
mondc_[dedi _|instantcpanelhosting.con tinapowell@email.com nlbosm42092 _|root U5f3050X 185.25.137.42 Germany 03/28/14 [monitor 150 Opteron 3280 |2.4 18 32 DDR3 4000|100 unlimitec
. . - . . . 1FL8UVEFCXfTVIGIW
tails dedi [cinipac.com charliebrady@mail.com cbrady66 root zFAvzSBUXcCO 109.163.234.39 Romania 10/14/13 |tor relay pSrvoAPVDK2TRVUce
. | ***Connected to my
tick vps  [tailoredvps.com alexanderounningham@mai sfa76ht7 root 83drj3984 64.31.48.51 usa, tx 02/16/14 VNG real ID*** maxmind, 36 60 60
com desktop
ubuntu 12.10
3 btc sent to
. - . . 12arDWWijp5vJenAyA
whim cinipac.com an wil.net an root sofas-gxsch 82.221.100.22 iceland 03/28/14 |ABE wallet B1GuH3xrEeitisqD on
911
VPS _|whattheserver.me frances.warren@mail.com _|fwarren66 root J39hIF4n 94.102.50.39 netherlands [10/14/13 |guard
whattheserver.me skirving.ben@myself.com _[hulluh832 root 2WBx50bj 94.102.50.41 11/01/13 [smed has 47
vps  [incloudibly.com anthonycharlton acharlton66 root achrlton66 46.28.203.43 switzerland [11/10/13 [guard 85
anthony.charlton@post.com
VPS |dataclub.biz franceswarren fwarren66 root EgXcn1ANYF 46.183.218.188 latvia 11/15/13 |guard 32
vps _|bitvps.com anthony.charlton@post.com|384jdridh root 2t31fKF5hm 81.17.30.123 switzerland |11/15/13 [guard maxmind 140 250
vps  |dataclub.biz nichole.mckown@oheerful.c| eKSnJgfDAER root HuKKtaolLa 46.183.219.100 latvia 11/17/13 [guard
om Q3K96
send payments to
- . " . . RPGLdgjjveBt 1CoZydGEE1xYHorzu
cinipac.com jordanlind@linuxmail.org HPEN root 2n3fh4n3o 11/25/13 QWs29kAAGCSWocx
GG
hosterbox.com lolamackrell@comic.com _[Imackrell66 root 109j71Aier 184.82.62.23 01/04/14 |smed has [Ubuntu 10.04
forked.net skirving.ben@myself.corr root oh3bdc8wen 162.210.173.104 — 01/13/14 [smed has |email sent
vps |forked.net anthony.charlton: ost.cor1| root dQsQRighnXczcph. 162.210.173.11 oregon 01/16/14 [guard maxminc 40
GOVERNMENT
EXHIBIT
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servers.ods

active
vps  [whattheserver.me zﬁhole.mckown@cheerful.cLl;r;(;RfRSyqiih root rivrGdex 94.102.50.65 netherlands |01/17/14 |guard
\ps |dataclub.biz anthonycharlion acharlton66  [x dFDIN345DSHX 46.183.219.87 06/01/14 |smed has 25
anthony.charlton@post.com

vps _|trilightzone.org jordanlind@linuxmail.or( root the2Fieshaqu 158.255.2.95 russia 06/19/14 |guard 42

trilightzone.org skirving.ben@myself.com root hR6vpCxaGY 158.255.2.137 07/05/14 [smed has

hostamus.com lolamackrell@comic.comr __[Imackrell66 root hallahae 37.59.151.195 07/05/14 [smed has

vertvps.com lolamackrell@comic.comr __[Imackrell66 root hallahae no 0S8
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on deck

[alias Jtype [host [Email / user [host pass [username [pass [IP address [location [expires Juse [notes [Price ($/mo) [procs [frequency (GHz) [cores [ram (Gb) [ram type [disk (Gb) [link (mbit) [B/W up (mbit/s) [B/W dn (mbit/s) [monthly limit (Gb) ]
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retired

sypl dedi |jtan.com sypl SD8rcicL. user b3l1am0n1205m@n 207.106.6.20 USA 05/19/13 |btc storage 5 5
onbek dedi |internoc24.com alvinbrault@safe-mail.net  |abrault66 root _47JB+p1\}3f@X(L[nZ)#W-  |31.193.0.194 UK 05/04/13 350
thehands |[dedi [jtan.com thehands bTyL5RbC root 9IMPGCtBK 207.106.6.24 USA 05/02/13 179
sibu ledi|superseedbox.co.uk _|larryzielinski@mail.con Izielinski6€ root YMrEATSQ7BsBEouV 87.98.216.100 _|france 11/06/13 30 40
|paco VPS |hosterbox.com larryzielinski@mail.con Izielinski6é root Y35qE4GV5NOsysr5 173.212.220.11 |usa, pa |11/10/13
anthony.charlton@post.com [LaQXhcURAGMME3
trap vps |vertvps.com / vmuser187 — 34534r3f - root 34534r3f 198.50.202.228 |canada (05/16/14
tama dedi |orangewebsite.com eraldboyle@safe-mail.net |gboyle66 x b3l1am0n12055m@n 193.107.84.4 lceland  |07/16/13 |front standby
deco _|vps m_mngWﬁVy—L%ﬂdke X b3I1amOn12055m@n 178.33.22.4 France _[01/20/14
. larryzielinski / T
dimp VPS |momentovps.com larryzielinski@mail.com 1zielinski66 X b3l11am0On12055m@n 178.33.22.6 france 01/15/14 20
fuss VPS |momentovps.com fuss 4W8IWDjinLguJD8T |fuss b3l1am0n12055m@n 178.33.22.3 france 01/15/14 |VNC desktop 20
issi vps |momentovps.com [issi 8sa7dhf8a7 X b3I1am0n12055m@n 178332245  |trance  |o1/17/14 | Wil / Personal backup/
deadman switch
|latka vps _|momentovps.com char 938ru39 X b3l1am0n12055m@n 178.33.22.38 france 01/15/14 |tor proxy (local) 0.15 60
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aliases

frances.V\-@maiI.com - Frances V\- 213-620- _ Glendale, CA 91202
anthony.JJll@post.com (I oy 202-944 1 GGG /i gton, DC 20007
alexanderd A @mail.com |G A cxander I 773342 1IEEGEGEGEGEGEGEGEGEGEGEGE 200 L 60622
nichole. "l @cheeriui.com |GG Nichole Ml 206-372 1 I s--:-, v~ 95116
normanl.@myself.com _ Norman P' 503-785- _ Portland, OR 97213

jordanfifl @linuxmail.org A o B 718-782 1 I <\ Yok, NY 11211

I ben@myself.com f  EEE 305-332 Miami, FL 33255

lolar il @comic.com J -V 512-369 I s, T 78701

Wil jai@mail.com JiIllIEEE -E 617-268 Boston, MA 02127

ken.HIl @techie.com Y - 215-307 | NS, -+20c0hic, PA 19143
dianenill@mail.com NG - 504-451_ Metairie, LA 70001
stepho-@artlover.com _ Stephanie (- 904-998- _ Jacksonville, FL 32246

charles. | @mail.com JTEEE c--sl 313-ss4 | GGG -t i, 1 48215

lilianiffl @post.com T - 216-664 | G c < c2n0, OH 44106
bendill@alumni.com Y BRI | 619-250 | I s-- Dicgo, CA 92102

il sandra@mail.com T -2 408-235 1 EGEGEGEGEGE s-- Jose, cA 95125

david. JJl @mail.com T - 3 623-533 Phoenix, AZ 85027

chioe. fll@workmail.com I -1 410-327 I -imore, VD 21213
seamus.@mail.com _ Seamus F. 702-858 North Las Vegas, NV 89081
markwjll@mail.com v -« 212-666 | NN - o, \Y 10027
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payments

|vcc |cryplcard.org N-@Iinuxmail.org |
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Sheet6

LIVE repo grain X 3j483r87yfn38 [46.183.219.120 Tor, HS for mirror 4/ 20|no |no LATVIA
LIVE Monitoring Server mondo root  [U5f3050X 85.25.137.42 8| 32|yes GERMANY
OPEN karina karina [w8j374847dhw |31.171.255.185 Clean 16| 24|no SWITZERLAND
gigatu

STANDBY |SOON: DB SERVER |gigatux X v6ay080942 78.129.217.231 24| 32lyes |no UNITED KINGDOM
LIVE LIVE FORUM lam root  [sums-XATq86P |82.221.104.28 5 Ips 8| 24|yes [no ICELAND

TO BE EXIT/RELAY
STANDBY |FOR TESTING bobcat s w732ihrw7e 46.183.219.244 LATVIA
STANDBY |forum alt front bari S wefi7ydmwh 193.107.87.43 ICELAND
LIVE back bora s wefi7ydmwh 193.107.86.49 ICELAND
LIVE front S wefi7ydmwh 62.75.246.20 GERMANY
LIVE dev server dev S dwiurhi37n 207.106.6.38
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Sheet7

goingalongwayaway NOORD-
L1 1 L2Ge,L2G1 root [rlvrGdex 94.102.50.65 78DFB9B6EIFASE7347 YES Clean 4 no |no NETHERLANDS |HOLLAND, ECATEL LTD
0 18683F475A259BD733
AMSTERDAM
7AAD
goonyoneloonyone
1CC49691F70ADB38E PRIVATE
L1 2 L2G3,L2G7 [root  [2t31fKF5hm 81.17.30.123 96A31EBOA2B73216C YES Clean 4 no |[no SWITZERLAND LAYER INC
EB586B
andnowtorsomething NOORD-
L |3 root | #BSHMIJYYONOBDKI g, 45 50 79 |750A22C36718B017CBl g Clean 4 no |no  |NETHERLANDS |HOLLAND, |ECATEL LTD
5 7626143A80FB23DCO07
1661 AMSTERDAM
2202555372832;%6% NOORD-
L2 4 root |J39hIF4n 94.102.50.39 YES Clean 4 no |[no NETHERLANDS |HOLLAND, ECATEL LTD
648F295AE123A3555F
AMSTERDAM
1B859
missdaisy
L2G4,L.2G1 FF647C9C3B813D2AA DATACLUB
L1 5 0 root |HuKKtaolLLa 46.183.219.100 OED2B177D29A589AD YES Clean 4 no |no LATVIA SA.
F342FA
torultraclean BridgeRelay
zS08HbISVSZcB5E 371966F38EEAB0EF64 ; ’ DEDICATED
L2 6 root X 46.183.217.165 >D60EA7FEE53B3308 YES running 4 yes |no LATVIA RIGA, RIGA SERVERS
sendmail
964D8
NotSoAwesome
99EF86269CF96FA017 running DEDICATED
L2 7 root [EgXcn1ANYF 46.183.218.188 4118092F8CA459E27D YES sendmail 4 yes |no LATVIA SERVERS
7AFF
o
L2 8 root [achrlton66 46.28.203.43 YES Upgrade OS SWITZERLAND |ZURICH COMMUNICA
55E9BCC3C48AD98C8 TIONS GMBH
4B6FDF
K1ck3nNs4 MIR
' 628E8497F2E6B24B6D
L1 9 L2G8,L2G3 |root  [the2Fieshaqu 158.255.2.95 17750D51D8E2713890 YES Clean 2 no |no RUSSIA MOSCOW TELEMATIKI
LTD
C9A6
s3rvicing7hewOr1d FORK
dQsQRighnXczcph 161CD425FB966E0D5
L2 10 root J 162.210.173.11 CFF077238834A8FEQF YES Clean 1 yes |no USA OREGON gEL\_%ORKIN
2E0D3 ’
SERVER
INTEL IP Address INTEL
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LEVEL NUM

Entry

USER

PASS

FINGERPRINT

servers.ods

Sheet7

CONFIGURED

NOTES ON
AS FOUND

NUMBER

OF
CORES

AES
CPU

TCP_
HTCP

COUNTRY

ISP

L1 11

L2G13,L.2G
17

dFDrN345DSftX

46.183.219.87

somethingmustbewro
45FDAO5S5EC11EE29E
BE34325D24823E540B
37C3E

LatVIA

L1 12

L2G16,L.2G
10

root

2WBx50bj

94.102.50.41

manyplacesmanyface
1245570DDE1D39A1B
3A043A7B5643C81D2
E24A73

NeTHERLANDS

L2 13

root

oh3bdc8wcn

162.210.173.104

commanlity
B73970F206CABC741
AA6187DBE9F12CB6C
B46028

sendmail

USA

L1 14

L2G16,L.2G
4

root

hR6vpCxaGY

158.255.2.137

ponylsALittleHorse
A7F1306619FC6CBD9
A595721DACS50AFF43
C712B7

RUSSIA

L1 15

L2G7,L.2G1
7

root

hallahaa

37.59.151.195

forgottoeditthis
606B1EA5594C94F8B7
FODAAESC66500E177
9DC4B

France

L2 16

root

109j71Aier

184.82.62.23

AhorseWithNoName
6C6F8DED8A19AAFB
CFACFC984D8B02B3A
1C20EAC

USA

L2 17

fahuwgdue

178.33.22.12

PonylsALittleHorse
31802F60AE2D511C1A|
C64AE4AD1ABE0825A
FD747

20

France
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Al

| Date Modified

8/16/2013 1.01:36 AM
3/28/2013 B:44:02 AM
10/1/2013 :42:42 AM
972772013 7:49:25 PM
9/13/2013 2:25:55 PM
5/27/2013 5:13:13 AM
6/22/2013 8:46:27 PM
Q/23/2013 5:48:49 PM
10/1/2013 4:37:55 AM
6/19/2013 8:38:00 PM
9/15/2013 4:34:25 AM
10/1/2013 5:43:24 AM
12/2/2012 6:01:42 PM
Q/22/2013 B:35:12 PM
Q/26/2013 2:56:39 AM
6/29,/2013 8:20:58 PM
9/24/2013 4:08:03 AM
9/13/2013 1:30:21 AM
7342013 7:25:28 PM
10/1/2013 2:45:29 P
9/12/2013 10:00:1% PM
10/1/2013 1:03:06 4M

BE PR - o B g
o mi
6F \metypeapplicatio

6E |\ n/vnd.cazis.open
73 |document. spreads
7 heetPK - -rsmwanos
00| zCxsVIB - -~ - - = - ==
20| - -meta.xml<?xml
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3E |coding="UTF-&8"2>
6E | -<office:documen
66 |t-meta xmlns:off
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Evidence Tree ><_|iFHEL'rst B
-4 un *  Mame Size | Type
ﬂj AL . collection 4 KB Directory
:g ::;T | keys 4 KB Directory
1I:_'I mrk . project references 4 KB Directory
ﬂj bin | reference 4 KB Directory
1I:_'I - | to read 4 KB Directory
1I:_'I i — L to write 4 KB Directory
=) home 1, wallets 4 KB Directory
E1-C5) frosty | collection.bet 1KE Regular File
F-0 gnome2 || designated bt 1KB ReqularFile
ﬂjl dropbosc-dist || dprid.zip.gpg 4 KE Regular File
ﬂjl winge || emergency 1 KB Regular File
ﬂj phlipple || logbt 10KE RegularFile
(- adobe EN NetWaorthCalculator.ods 24 KB Regular File
ﬂj Downloads || projects.bt 1 KB Regular File
ﬂ:jll pulss EX servers.ods 40 KE Regular File
ﬂ:_'-l s %sewers_smed.uds 13 KE Regular File
LD vne || server_config.bd 10KE Regular File
ﬂ;‘ .;I'n.lmb:?HS =| [ someday.txt 1 KB Regular File
E ﬁ:ézn;?ﬁla @H_accuunting.uds 42 KB Regular File
ﬂ:l gphoto | |todotd 1 KB Regular File
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ﬂjl ok || todo_weekly 2 KB Regular File
ﬂjl samsung4ools
ﬂ:l freemind
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ﬂj Fictures
ﬂj bitcoin
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ﬂj -mozila
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ﬂjl websites
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w0 gimp-2.6 0080 |63 6F 64 69 6E 67 3D 22-55 54 46 2D 38 22 3F
|7 Ubuntu One 00a0 |0A 3C 6F 66 66 €9 €3 65-3A 64 6F &3 75 6D &5
-0 dbus 00bO |74 2D 6D 65 74 €1 20 78-6D €C 6E 73 3A 6F 66
5 putty 00c0 69 €3 65 3D 22 75 72 6E-3A 6F 61 73 &9 73 3R
- 00d0 |61 6D 65 73 3R 74 63 3B-6F 70 65 6E 64 6F 63
-1 Java - - =
5t <l 00e0 | 6D &5 6E 74 3R 78 6D 6C-6E 73 3A 6F 66 66 &9
Properties | DEIfEIEﬁE 3L 31 2E 30 22 20 78-6D &C 6E 73 3A TE &C
Fade | 0100 | 6E 6B 3D 22 3 74 T4 70-3A 2ZF 2F 77 77 77 2E
Ceel 01170133 2E &F 72 &7 2F 31 39-35 39 2F 78 6C 69 &E
0120 (22 20 78 &0 6C GE 73 3A-64 63 3D 22 &2 T4 74
= el 0130 (3h 2F 2F 70 75 72 &C 2E-6F 72 &7 2F &4 63 2F
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O1£0 |32 76 65 72 73 69 6F 6E-3D 22 31 2ZE 32 22 3E
E UNIX Security Attributes 0200 | 6F 66 &6 63 &3 65 3B 6D-85 74 61 3E 3C 6D &5
Unix Permissions PW-TVT— 0210 |61 3A 69 6E 63 74 &9 61-6C 20 63 72 &5 61 74
- + 000 0220 (72 3E 66 72 6F 73 74 79-20 3C 2F 6D 65 T4 &1
£ 0230 69 6E 69 74 &9 &1 &C 2D-63 72 65 &1 T4 &F 72
GID 1,000 0240 /3C €D 65 74 £1 3L £3 T2-65 &1 T4 69 &F £E 2D
B Ext2/3/4 Information 0250 |61 74 65 3E 32 30 31 33-2D 30 33 2D 32 34 54
0260 |34 3& 31 39 3R 34 38 3C-2F &0 65 74 &1 3B &3
Mode: Murmoan S il (270|65 61 74 69 6F 6E 2D 64-61 74 &5 3E 3C 64 63
Inode Change Time 9/26/2013 2:56:39 AM 0280 |64 61 74 65 3E 32 30 31-33 2D 30 39 2D 32 35
029031 39 32 35 36 32 33 3B8-3C 2F 64 63 3R 64 &1
02a0 |65 3E 3C 64 63 3L 63 72-65 61 74 &F 72 3E &6
02b0 [6F 73 74 79 20 3C 2F 64-63 3R 63 72 &5 &1 74
Cursor pos = 0; dus = 133935987, log sec = 1071487896; phy sec = 1102732563
sda4 crypt.dd/ubucrypt-root [588412MB]/NONAME [ext4]/[root]/home/frosty/backup/servers.ods
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