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Abstract 
Cryptomarkets are marketplaces on the dark web 

that facilitate the sale of mostly illicit goods and services 

between vendors and buyers. There were few to no 

studies that examine the cryptomarket ecosystem using 

data from multiple cryptomarkets collected at one point 

in time. This study strives to fill that gap by collecting 

all product information from eight large or notable 

cryptomarkets between June 2021 and January 2022 to 

understand the cryptomarket drug ecosystem, the 

products available, and identify factors that encourage 

or discourage vendors from shipping globally. The eight 

cryptomarkets annually trafficked an estimated 13.4 

tons of drugs for $188.3 million USD. The 

characteristics of drug products will be examined to 

determine whether it influences the vendor’s willingness 

to ship globally. Larger quantities and less expensive 

products were more likely to be shipped globally. 

Specifically, products that cost less than $50 were more 

likely to be able to ship globally.  

Keywords: Cryptomarkets, cryptomarket ecosystem, 
drugs, revenue, global shipment 

1. Introduction

Cryptomarkets are eBay-style marketplaces on the 
dark web that facilitate the trade of illicit goods and 
services between buyers and vendors (Christin, 2012; 
Martin, 2014; Bradley, 2019; Barratt, 2012). Vendors 
often have a large capacity for daily sales, averaging 73 
sales per day for vendors who had any sales (Nurmi et 
al., 2017). There is no inherent trust between the 
vendors and buyers. Instead, cryptomarkets are used as 
a trusted third-party that will facilitate deals and reduce 
risk. Without trust, purchases between anonymous 
parties can be difficult when users can scam other users 
by saying they had already sent the product when they 
did not (on the vendor’s side), or never received the 
product when they did (on the buyer’s side). Vendors 
and buyers may be more hesitant out of fear of being 

scammed and the associated financial loss, if they do not 
use a cryptomarket. 

The dark web is an unindexed, encrypted, and 
anonymous section of the internet, which can be 
accessed using special software, like The Onion Router 
(Tor) (Unterfingher, 2019). Tor offers anonymity to the 
user and obscures their Internet Protocol address by 
sending it through the Tor relay network (Nastula, 
2018), bouncing the user’s data around multiple times, 
before delivering it to the intended destination. This 
provides the user with protection when browsing the 
dark web (Aldridge & Décary-Hétu, 2014; Lane, et al, 
2018). As a result of this anonymity and extra 
protection, the majority of cryptomarkets are only 
accessible on the dark web. These online markets allow 
vendors and buyers to trade without any in-person 
interactions when buying illicit goods and services, 
decreasing the risk of physical violence.  

These markets are not permanent, nor do they 
remain active for a long time. New cryptomarkets 
appear and shut down regularly, without greatly 
affecting the number of vendors and buyers in the 
cryptomarket ecosystem (Bradley, 2019). The majority 
of cryptomarkets last a few months to a couple of years 
before they exit scam, shut down, or are seized by law 
enforcement (Branwen, 2018), and are rapidly replaced 
by new cryptomarkets. There have been at least 171 
cryptomarkets that appeared between 2011 to 2022 
(Branwen et al., 2015; Dark Web Link, 2021; Dark.link, 
2022). Some cryptomarkets exit scam and steal all the 
remaining funds on the market when they disappear, 
others announce they will shut down and give their users 
the opportunity to withdraw their funds, while some are 
forcefully shut down, either being seized by law 
enforcement or hacked and unable to recover.  

There are a few exceptions to the trend of short 
lived cryptomarkets, such as Dream market. It appeared 
in November 2013 and announced their shutdown in 
April 2019 (Madore, 2019). Many cryptomarkets are 
short lived, yet some are able to facilitate hundreds of 
millions of dollars’ worth of drug trades (Aldridge & 
Décary-Hétu, 2014; Zhou, et al, 2020).  
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This study intends to examine the cryptomarket 
ecosystem as close to one time as possible to allow for 
a better understanding of the cryptomarket ecosystem. 
This simultaneous holistic approach would allow for a 
more accurate estimation of the number of transactions, 
revenue, trends and patterns of drug products, and how 
the characteristics of drug products may influence the 
vendor’s willingness to ship a product globally.  

Vendors do not personally deliver these drugs, they 
package the product, then deliver the package using a 
postal service. To reduce the odds of the package being 
seized, vendors use stealth methods when shipping the 
product. For example, vendors will use mylar bags, 
vacuum seals, and printed shipping labels during 
packaging to prevent the package from being flagged 
and to allow buyers peace of mind. Vendors will also 
rotate mailboxes when they drop off packages to try and 
hide their location (Aldridge & Askew, 2016; Smith & 
Frank, 2020).  

Not all products can be shipped globally, there is a 
large percentage of products that only offer domestic or 
limited shipping to specific countries, likely because 
postal services tend to only search packages which are 
shipped across borders. Identifying and seizing 
packages may reduce the number of drug shipments by 
increasing the risk vendors face, thus, deterring them. 
Vendors appear to be rational, seeking profit and 
avoiding risk, allowing for the application of Rational 
Choice (Clarke & Cornish, 1985). It is hypothesized 
there are package characteristics which reduce the risk 
of package seizure or maximize profit, thus, influencing 
whether vendors are willing to ship the product globally. 
Characteristics examined will include products with a 
smaller quantity (hypothesis A), smaller common dose 
(hypothesis B), and less expensive products (hypothesis 
C). If policymakers can craft policy that targets 
packages which share many characteristics with global 
drug packages, the number of seized packages may 
increase, and the vendors may be deterred. 

1.1. Trust to trade 

Cryptomarket administrators run a business by 
being trustworthy, often using safety and security 
features to reduce the risks of scams so that anonymous 
parties are willing to trade with each other. The purpose 
of a cryptomarket is not to personally sell products, but 
to connect vendors and buyers for the sale of goods and 
services (Bradley, 2019; Barratt, 2012; Christin, 2012; 
Martin, 2014). In exchange for facilitating trades and 
offering a platform with safety features to trade on, 
cryptomarkets will take a percentage of each transaction 
(Christin, 2012; Martin, 2014). The cryptomarket 
administrators, vendors, and buyers are rational actors 

who have deemed the potential benefit of trading on 
cryptomarkets to be worth the risk. 

Cryptomarkets use a feature called escrow to 
prevent scams between buyers and vendors. The 
cryptomarket would have control of the money and 
retains control until the transaction is complete. Buyers 
will pay for a product and send the money to escrow, 
where the money is held until the product is delivered or 
the timer runs out and the deal is automatically finalized. 
Once the product is delivered, the buyer is expected to 
finalize the deal and release the money to the vendor. If 
the buyer is unsatisfied or the vendor did not send the 
product, the buyer can stop the automatic release on 
escrow to gain more time or attempt to obtain a refund. 
The cryptomarket will facilitate disputes and determine 
if the money should be released to the vendor or 
refunded to the buyer. With the market facilitating and 
ensuring fair deals, the need for trust between the vendor 
and buyer is diminished. So long as the buyer and 
vendor trust the cryptomarket, they can continue to trade 
with anonymous parties in exchange for a small fee.  

The majority of cryptomarkets are global markets, 
however, there has been an increase in the number of 
vendors and small cryptomarkets that exclusively caters 
to a single country (Harviainen et al., 2021). The trust 
for vendors on country specific cryptomarkets may have 
differing considerations and values for trust compared 
to global vendors, such as drug quality, buyer ethnicity, 
and vendor reputation (Harviainen et al., 2021). 

1.2. Revenue 

The amount of revenue cryptomarkets and their 
users generate is increasing. To show the growth of 
cryptomarkets, this study used Monk and Frank’s 
(2019) method to compare the revenue of Silk Road in 
2013, Dream market in 2018, and White House Market 
WHM in 2021, the three largest cryptomarkets of their 
time. Silk Road’s total revenue was estimated to be 
$113.9 million USD in 2013, having grown over 6 times 
in just over a year (Aldridge & Décary-Hétu, 2014). It 
was calculated by the number of monthly reviews 
multiplied by its listing price. Drug products contributed 
to 90% of all products (Aldridge & Décary-Hétu, 2014), 
providing an estimated $80.7 million of drug products 
from Silk Road in 2013. Dream market and its vendors 
generated a conservative estimated revenue of $168 
million, in 2018 (Zhou et al, 2020). The amount of 
money flowing through the largest cryptomarkets 
between 2013 to 2018 nearly doubled. WHM’s revenue 
can be examined and compared to Silk Road and Dream 
market to study the cryptomarket ecosystem’s growth. 
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1.3. Drug products 

Cryptomarkets often allow a large range of 
products to be sold on their site. Commonly sold items 
include drugs, forgery, credit card and bank 
information, tutorials on various subjects, and databases 
from hacked sites. The majority of cryptomarkets will 
ban certain products to reduce the risk that law 
enforcement will target their cryptomarket, such as 
fentanyl (Bradley, 2019; Lane et al., 2018; Morselli et 
al., 2007). Other markets may allow those products 
specifically so interested buyers and vendors would 
have a platform to trade on, securing a client population. 

Drug products are the most common listings 
available on cryptomarkets. It is estimated that between 
63-80% of listings were drugs, or drug related products
(Barratt, 2012; Christin, 2012; Baravalle et al, 2016;
Broséus et al., 2017). There are certain product and
package characteristics that are expected to affect the
successful delivery of a product. Vendors are rational
and will research cryptomarkets and weigh the benefits
against the risks when making decisions (Hout &
Bingham, 2014; Martin et al., 2020). It would not be odd
for them to decide against shipping certain packages
globally due to the risk.

As the most common product type, there are a great 
variety of drug products for sale. The specific drug types 
within the drug section will greatly differ between and 
even within markets (Hout & Hearne, 2017), because 
there can be many novel substances that are not easily 
classified within existing categories. Some novel 
substances include synthetic opioids or fentanyl analogs 
(Lamy et al., 2020). Despite the ban on the sale of 
fentanyl in most markets, there are listings that still offer 
fentanyl (Lamy et al., 2020). Lamy et al. (2020) found 
that the average price per gram of non-pharmaceutical 
fentanyl was $1,494 for listings under 5 grams and $139 
for wholesale listings with 5 grams or more. This shows 
a significant discount for wholesale listings, potentially 
encouraging buyers to buy more fentanyl. Canada, for 
example, had a significant increase in the number of 
opioid overdose deaths from 2019 to 2020 (United 
Nations Office on Drugs and Crime, 2021a). 

1.4. Wholesale 

There are different definitions of wholesale drug 
products. Lamy et al. (2020) defined wholesale fentanyl 
products as 5 grams or more to acknowledge the potency 
of synthetic opioids. That definition is specific to 
opioids and would not apply well to other substances 
such as cannabis. Aldridge and Décary-Hétu (2016) set 
a conservative estimate of $1,000 because they expected 
that the majority of products costing over $1,000 would 
be for resale or social use rather than personal use. This 

study will use Aldridge and Décary-Hétu’s (2016) 
$1,000 as the threshold for a product to be considered a 
wholesale product.  

1.5. This study 

Most of the literature surrounding cryptomarkets 
has focused on individual cryptomarkets rather than the 
overall ecosystem. A broad overall perspective can 
negate some of the individual cryptomarket differences 
that affect the types of products available. This study 
examines eight individual cryptomarkets within a year 
of each market to form a more holistic perspective of the 
products available on the cryptomarket drug ecosystem, 
and the drug revenue cryptomarkets are estimated to 
make. There will be: 1) an estimate of the total amount 
of currency flowing through the drug ecosystem based 
on the average price and number of sales in a month; 2) 
an analysis of the drug products and trends in the 
cryptomarket ecosystem; 3) examination of product 
characteristics that increase or decrease the likelihood of 
products having the option to ship globally or not.  

2. Methods

2.1. Equipment 

A web crawler created by the International 
CyberCrime Research Centre, called The Dark Crawler 
(TDC) was used to collect data from cryptomarkets. 
TDC contained six crawlers that would access 
cryptomarkets and collect pages of the market by 
searching each page for links to other pages and adding 
them to a queue for data collection. The entire 
cryptomarket was thus systematically collected, with 
each product page visited, and stored for analysis. 

2.2. Cryptomarket selection 

To represent the cryptomarket ecosystem, large 
cryptomarkets and markets that allowed the sale of high-
risk products such as fentanyl or firearms were 
collected. A list of cryptomarkets was compiled in 
January and February 2021 from dark web forums, a 
spreadsheet from law enforcement, and dark web sites 
that listed cryptomarkets. The cryptomarkets were 
accessed using newly created accounts, to identify the 
number of products and users, and if the market allowed 
the sale of fentanyl or firearms. All cryptomarkets were 
examined twice, once when it was initially added to the 
cryptomarket list, then reviewed in March 2021 for any 
changes. If the cryptomarket was inaccessible from 
January to March 2021, it was reviewed in September 
2021 to determine if the market was large or had notable 
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products to justify the time cost of crawling. There were 
32 cryptomarkets identified.  

Only English speaking cryptomarkets were 
considered for data collection because the language 
barrier would hinder the understanding of non-English 
cryptomarkets. Four of the cryptomarkets with the 
greatest number of products in March 2021 were 
collected; WHM, Dark0de Reborn (Dark0de), World 
market, and Versus. Two accessible cryptomarkets that 
sold firearms were collected: Yakuza and Babylon. 
After reviewing the inaccessible cryptomarkets, two 
cryptomarkets were identified as larger markets: 
DarkFox and ToRReZ. ToRReZ was scheduled to be 
collected because it was a larger market. DarkFox could 
not be collected because there were technical issues 
relating to the interaction between the site and TDC. 
Finally, WeTheNorth (WTN) was selected as the last 
cryptomarket to be collected. WTN was a Canadian 
cryptomarket that appeared in July 2021, after Canadian 
Headquarters (CanadaHQ) was seized. Data collection 
spanned eight months, from June 2021 to January 2022. 

2.3. Procedure 

The selected market would be examined for 
features and sections that were not relevant to the study, 
including the logout button, links leading the crawlers 
onto other sites, or any messaging features that would 
result in the crawler interacting with vendors or the 
administrator. Six accounts were created on each 
market, one per crawler. The crawlers were manually 
logged onto the selected cryptomarket and set to collect 
pages. If they ran into a Completely Automated Public 
Turing test to tell Computers and Humans Apart 
(CAPTCHA)s, the CAPTCHAs would be manually 
solved. The TDC was set to collect data until it ran out 
of new links in the queue. Once the data collection for 
one market was completed, the crawlers would be set 
onto another market to collect data, then repeat until all 
cryptomarkets had been collected. This form of data 
collection provides a delayed snapshot of each market.  

After data collection was completed, rules were 
created to extract data such as products, vendors, and 
reviews. The data was cleaned and coded. Data was 
sorted into three spreadsheets in Excel; vendors, 
products, and reviews. The products and reviews were 
examined for duplicates by the product name, 
description, price, shipping information, if the payment 
was in escrow, vendor name, and review, date, and 
reviewer – when it was available. Excel was used to 
search and delete duplicate product listings and reviews. 
Reviews were used to indicate sales, similar to the 
methodology used by other studies to estimate sales 
(Aldridge & Décary-Hétu, 2014; Zhou et al, 2020). All 

currency in this study, unless stated otherwise, will be 
in USD.  

2.4. Coding 

Drug products were the most common products 
found in multiple studies and there has been no 
consensus on the specific drug categories used across 
studies (Hout & Hearne, 2017; Tzanetakis, 2018; 
Buskirk et al., 2016). There were drugs commonly 
available on cryptomarkets: benzodiazepines, cannabis, 
dissociatives, steroids, ecstasy, opioids, tobacco, weight 
loss, prescription, psychedelics, stimulants, and other. 
Drug products were examined for the quantity and 
number of units offered by using two python programs. 
The programs would search the product name and the 
quantity would be multiplied by the number of the form 
offered. For example, “Xanax 2mg Alprazolam 100 
Bars” would output 0.2 grams because 0.002 grams is 
multiplied by 100 (the number of bars). “1g of top shelf 
strains” would output 1 gram because no other unit or 
quantity was found. Any listings over 100 grams would 
be manually examined to ensure the quantity was 
correct and to reduce potential skew. To test the 
accuracy, 242 listings were randomly selected from 
Dark0de and manually coded. The programs had an 
accuracy rate of 95%.  

To examine the locations where products originated 
from and could be delivered to, only the first location 
the product ships to would be used. When examining if 
a product could be shipped globally or not, a binary 
variable was created where the product could either be 
shipped anywhere in the world or could not be.  

Finally, the common dose variable was created 
from three sites to estimate the quantity required for the 
average user to experience the desired effect. TripSit 
was the first site used because it was a harm reduction 
site and may have more accurate information on the 
amount consumed by drug users (About, 2022). If 
TripSit did not contain the common dose, 
PsychonautWiki was used. PsychonautWiki created 
their dosage information from users’ experiences and 
research or harm reduction sites when there were no 
entries in the user experience (Unity, 2022). If neither 
site contained the common dose, Medscape was used. 
Medscape is intended for healthcare professionals and 
focuses on prescription medication for patients rather 
than drug users (About Medscape, 2022). The common 
dosage will likely be smaller because harm reduction 
sites encourage users to start with a smaller dose (About, 
2022; Unity, 2022) and medical sites’ target audience 
are not drug users (About Medscape, 2022).  

The common dose will only be used to compare 
drug products to each other; therefore, a smaller 
common dose will not have harmful effects on the 
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analysis. Drug products with a small common dose 
would often use less space to package compared to 
products with a larger common dose. For example, 1 
gram of LSD can contain 8,000 doses while 1 gram of 
cocaine may only contain 13-14 doses. 

3. Results

This study found 474,778 unique drug product 
reviews which shipped at least 4.5 tons, costing $74.9 
million in Versus, WHM, ToRReZ, Babylon, Yakuza, 
Dark0de, World market, and WTN. This does not 
consider any other factors, such as the number of sales 
that result in a review or the number of listings and 
reviews removed by the time of data collection. Not all 
listings contained a price or quantity, there were 473,478 
reviews with a price and 395,326 reviews with a quantity 
over 0 grams. The average price was $158, and the 
average quantity was 11.3 grams.  

3.1. Drug revenue estimation 

Across all cryptomarkets, $74.9 million was the 
observed amount of revenue for drug purchases 
identified. There are likely a number of sales that did not 
leave a review. To increase the accuracy of the estimate, 
cryptomarkets that contained both the number of sales 
and reviews were examined (Versus, ToRReZ, World 
market and WTN) to create a sale to review ratio. It was 
found that 55.0% of sales resulted in a review.  

WHM, ToRReZ, World market, Babylon and WTN 
had the date each review was posted. Estimating the 
sales per month controls for listings and cryptomarkets 
leaving the ecosystem to an extent, however, it does not 
fully control for it. June 2021 was used to calculate the 
revenue of drug products on the drug cryptomarket 
ecosystem because it was before data collection started 
on any cryptomarket that contained a review date. It was 
found that 11.5% of reviews were posted in June 2021. 
The delayed time when data was collected may have an 
impact on the number of purchases identified. To 
expand the estimate to include other cryptomarkets, it 
was assumed that the percentage of sales that occurred 
in June 2021 was similar across all other cryptomarkets. 
All cryptomarkets had 11.5% of their total reviews 
included as the number of reviews made in June 2021. 

To account for the number of reviews removed, 
WHM was examined because it had the reviews 
available on the vendor’s profile, allowing the reviews 
to remain after a listing was removed. These reviews 
only contain the vendor’s name, review date, and 
product name. It did not have the price, description, 
shipment information, or if it was a drug product. All 
reviews were sorted into two categories, the reviews 
with the listings available and the reviews with listings 

taken down. Multiple reviews for one product listing 
were removed to isolate the product listing. The number 
of available product listings was compared to the 
listings that had been removed. The difference was 
examined in each month to account for the number of 
accessible to removed listings across time. It was found 
that after four months, there would be more listings that 
were removed than listings still available.  

WHM, ToRReZ, World, and Babylon completed 
data collection between September 22 to November 18, 
2021. Some of the reviews will be missing, likely 
between 25% to 50% of all reviews because roughly half 
of the listings from four months prior were expected to 
have been removed. Increasing the estimate by a 
conservative 25%, eight cryptomarkets facilitated an 
estimated 16.8 tons of drugs for $234.7 million. 

It is estimated that there were 13.4 tons of drugs 
trafficked annually for $188.3 million when accounting 
for the sales to review ratio, the reviews in the month of 
June 2021, and the average number of grams for listings 
with a quantity. This does not fully represent the drug 
product ecosystem on cryptomarkets because of two 
considerations, the estimate only includes English 
speaking cryptomarkets and not all large cryptomarkets 
could be collected. 

WHM was the largest cryptomarket of its time in 
2021. Accounting for the sales to review ratio and the 
number of missing products in June 2021, it is estimated 
that WHM had an annual income of $145.6 million from 
drug transactions. There were another two large 
cryptomarkets on par or greater than the number of 
listings on ToRReZ which were not collected, DarkFox 
and CanadaHQ. Including those two markets and the 
number of likely missing data, the annual income for the 
cryptomarket ecosystem of drug products likely was in 
the range of 2.2 million drug purchases totalling 25.2 
tons for $354.3 million. 

3.2. Favorite drug types 

Stimulants were the most often purchased (29.8% of 
all purchases), generated the greatest amount of revenue 
(39.9% of the total revenue), and shipped the largest 
quantity (43.2% of all grams shipped) of all drug 
products. This was followed by cannabis, second in 
purchases (20.3%), revenue (14.9%) and quantity 
(31.6%). Opioids was third in the number of purchases 
(11.3%) and revenue (14.9%), yet only fifth in the 
quantity shipped (3.8%). The stimulant drug type 
primarily contained amphetamines, methamphetamine, 
and cocaine, contributing to 96.2% of all stimulants 
shipped. The amphetamines contained many speed paste 
products sold at low prices for large quantities. Cannabis 
listings primarily contained large quantities of the buds 
and flowers of marijuana. Finally, opioid type products 
were often heroin and codeine. 
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3.3. Wholesale purchases 

Across all cryptomarkets, 98.5% of drug purchases 
were not wholesale, costing $1,000 or more, however, 
they contributed to 19.3% of vendors’ income. Over 
75% of all purchases contained 5 grams or less while 
wholesale purchases averaged 116.4 grams or more for 
a sum of 672.3 kilograms of drugs. Wholesale drug 
products were 32 times more likely to be custom listings 
than non-wholesale products. Custom listings appear 
when the vendor and an individual buyer come to an 
agreement about what is sold at what price. The vendor 
posts the listing, stating the product is a custom listing 
and either adds part of the buyer’s username or 
sufficient detail about what is contained within the 
listing to inform the buyer that it is for them. Once the 
buyer pays using escrow and receives the product, they 
complete the transaction by releasing the payment to the 
vendor. The listing can be removed once the transaction 
is complete, reducing the vendor’s digital footprint. Half 
of the top 10 most expensive products were customized. 
There are likely more wholesale products unaccounted 
for than non-wholesale products.  

3.4. Characteristics for global shipping 

Not all drug products are available globally. Only 
30.2% (n=91,738) of drug products offered global 
shipping. Some countries primarily avoided shipping 
globally such as the United States only shipping 4.7% 
(n=4,989) and Australia shipping 6.1% (n=1,369) of 
products globally. Other countries often had products 
that could be shipped globally, such as Europe with 
85.6% (n=4,919) and the Netherlands with 83.4% 
(n=16,292) of products available to the global market. 
Finally, there were average countries such as Canada 
with 36.3% (n=1,878) of products available globally. 

The majority of products from certain countries 
were limited in where they can be delivered. Many 
products from countries such as the United States or 

Australia would not offer global shipment, preferring to 
ship the products domestically. The characteristics of 
drug products will be examined for what influences the 
willingness of a vendor to ship drug products globally, 
however, some products still offer global shipment. 
There may be characteristics that influence if a product 
can be shipped globally, such as: the common dose, the 
quantity ordered, and the price. The larger the common 
dose and quantity, the larger or more numerous the 
packages necessary to ship the product, potentially 
increasing the risk. The price of the product is the value 
that would be lost if the package is seized, which can 
increase the perceived risk. A binary logistic regression 
was conducted to examine the impact of these three drug 
product characteristics on the odds the package can be 
shipped globally. The t-tests in Table 1 show that the 
common dose, product price, and quantity of products 
that can be shipped globally and those that cannot are 
significantly different.  

Only 237,576 cases were included in the analysis 
because they contained the common dose, product price, 
and quantity. The model was significant; however, the 
Hosmer Lemeshow test was significant so the model 
was not well specified. There was a significant 
difference between the predicted and observed values. 
This could be due to the violation of the assumption of 
linearity, as found by the Box Tidwell test. The 
relationship between the independent variables and the 
log odds of global shipping will be underestimated. The 
null model of the logistic regression in Table 2 could 
predict if a product offered global shipment with 68.3% 
accuracy. Including the independent variables, the 
accuracy increased to 68.5%, a difference of 0.2%. 
Nagelkerke R2 is 0.059 and the Area under the Curve 
value is 0.700, (p<0.001), which is a moderate 
benchmark for criminology (Rice & Harris, 1995). 

All variables were significant. The common dose 
had no effect on whether a product offered global 
shipping or not. A one dollar increase in the price of the 
product decreased the odds that a product would offer 

Table 1. T-Test of drug product characteristics and global shipping options. 

Characteristics Global M (SD) Not Global M (SD) T-Test Results

Common Dose* 86.34 (297.75) 129.77 (448.64) t (236013.09) = -25.71, p < 0.001, d = 43.42 
Product Price* 220.45 (436.91) 126.06 (527.37) t (150916.35) = -47.83, p < 0.001, d = 94.39 
Quantity (grams)* 12.14 (77.07) 9.43 (52.30) t (117172.45) = 9.22, p < 0.001, d = 2.72 
Notes. *Levene’s test is significant 

Table 2. Binary logistic regression of product characteristics to odds of having a global shipment option. 
Characteristics B S.E. Wald Df Exp(B) 

Common Dose 0.000 0.000 786.44 1 1.000* 
Product Price -0.002 0.000 5874.90 1 0.998* 
Product quantity (g) 0.006 0.000 1594.95 1 1.006* 
Notes. *p<0.001. 
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global shipping by 0.2%. A one-gram increase in the 
quantity shipped increased the likelihood that the 
product would offer global shipping by 0.6%.  

3.4.1. Variables and global shipment 

 All variables and global shipping were non-linear, 
therefore, examining the common dose, quantity, and 
price in groupings may provide specific insight into 
what products are often able to ship globally. Table 3 
contains the percentage of products able to ship across 
the world based off groupings of their characteristics. It 
was found that while a general increase in the price 
decreased the odds it is available to be shipped globally, 
products costing between $10-$50 were most likely to 
be shipped globally, followed by a steep decrease in the 
likelihood of products costing $200 or more being 
shipped globally. For quantity, it was found that the 
larger the quantity, the more likely it was to be shipped 
globally. Products that contained 200 grams or more 
were more likely to be shipped globally, however, those 
products were skewed by speed paste products. 

3.5. Cryptomarket and street prices in Canada 

The prices of drug types on cryptomarkets and the 
street prices in Canada were compared to determine how 
expensive the price on cryptomarkets were. The street 
price for drug products in Canada was created using data 

from the most recent year available, 2018, by the United 
Nations Office on Drugs and Crime (2021b). As shown 
in Table 4, the products available on cryptomarkets were 
uniformly less expensive than street products in Canada 
and across the globe.  

The cryptomarket price for products shipped within 
Canada differs from the price of products in the rest of 
the world. Domestic products that were shipped were 
more often expensive than the average price found on 
cryptomarkets. Amphetamine, heroin, ketamine, and 
oxycodone within Canada were more expensive than 
their counterparts around the world. The amphetamine 
subcategory within Canada primarily contained pills 
rather than speed paste like other places around the 
world. Some products were similar in cost between 
Canada and the rest of the world, such as ecstasy. 
Finally, there were products that were sold in Canada 
for significantly lower prices than the average price for 
the rest of the world: cocaine, magic mushrooms, and 
methamphetamine.  

4. Discussion and conclusion

Eight cryptomarkets were collected, and there were 
474,778 unique product reviews which shipped at least 
4.5 tons, costing $74.9 million on those markets. There 
were a few limits to the data in this study. Data was 
collected consecutively between June 2021 to January 
2022, one cryptomarket at a time, by using the data in 

Table 3. Percentage of price, common dose, and quantity product characteristics able to ship globally. 
Characteristics Groupings No Global Option % 

(n) 
Global Option % (n) Total % (n) 

Price (USD) < $10 59.92% (13,543) 40.08% (9,057) 7.40% (22,600) 
$10 ≤ x < $50 55.01% (49,950) 44.99% (40,859) 29.73% (90,809) 
$50 ≤ x < $200 74.35% (100,423) 25.65% (34,653) 44.23% (135,076) 
$200 ≤ x < $500 86.38% (36,779) 13.62% (5,799) 13.94% (42,578) 
$500 ≤ x < $1,000 82.28% (8,076) 17.72% (1,739) 3.21% (9,815) 
$1,000 ≤ x (Wholesale) 82.59% (3,747) 17.41% (790) 1.49% (4,537) 

Total: 69.58% (212,518) 30.42% (92,897) 100.00% (305,415) 
Common Dose 
(mg) 

x < 1mg 54.45% (11,591) 45.55% (9,698) 7.90% (21,289) 

1mg ≤ x < 10mg 65.63% (18,752) 34.37% (9,822) 10.60% (28,574) 
10mg ≤ x < 50mg 72.52% (94,149) 27.48% (35,679) 48.16% (129,828) 
50mg ≤ x < 200mg 67.54% (51,792) 32.46% (24,891) 28.45% (76,683) 
200mg ≤ x < 2000mg 38.02% (2,162) 61.98% (3,525) 2.11% (5,687) 
2000mg ≤ x 84.13% (6,324) 15.87% (1,193) 2.79% (7,517) 

Total: 68.54% (184,770) 31.46% (84,808) 100.00% (269,578) 
Quantity (g) x < 1g 66.53% (61,042) 33.47% (30,703) 36.49% (91,745) 

1g ≤ x < 5g 74.39% (65,568) 25.61% (22,570) 35.05% (88,138) 
5g ≤ x < 20g 70.88% (32,453) 29.12% (13,333) 18.21% (45,786) 
20g ≤ x < 50g 78.79% (12,160) 21.21% (3,274) 6.14% (15,434) 
50g ≤ x < 200g 53.53% (4,364) 46.47% (3,789) 3.24% (8,153) 
200g ≤ x < 500g 71.43% (1,100) 28.57% (440) 0.61% (1,540) 
500g ≤ x 42.05% (267) 57.95% (368) 0.25% (635) 

Total: 70.38% (176,954) 29.62% (74,477) 100.00% (251,431) 
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the starting pages to find new pages. When there were 
no links to certain pages or sections from the product 
home page, such as an inactive vendor with no product 
listings or buyer profile pages, the pages could not be 
collected. Custom listings may have also been 
accessible for a shorter period of time, making them less 
likely to be identified during this crawl and 
underrepresenting them in the data.  

There was an estimated 16.8 tons of drug products 
trafficked for $234.7 million across eight 
cryptomarkets. WHM drug products contributed a 
conservative estimate of $145.6 million. Silk Road 
contributed an estimated $80.7 million annually 
(Aldridge & Décary-Hétu, 2014). From 2013 to 2021, 
the revenue generated from drug products on 
cryptomarkets increased by 80.4% and is likely to 
continue growing.  

The most popular drug products across eight 
cryptomarkets were stimulants, cannabis, opioids and 
benzodiazepines. Cryptomarkets can be used as an 
alternative method to access these products. Buyers of 
wholesale products likely requested more custom 
products because each purchase would cost a significant 
sum. Wholesale listings were 32 times more likely to be 
purchased as a custom listing, with the potential to 
disappear quickly after the transaction has been 
completed. There are likely more wholesale products 
that could not be found compared to non-wholesale. If 
the custom listing is removed and no review is left, it 
would be difficult to identify it in the estimate. 

Some products were only shipped domestically, 
likely because of the perceived increase in risk 
associated with global delivery. Drug products from 
certain countries have a high percentage of products that 
cannot ship globally, such as Australia and the United 
States. Other countries have most of their drug products 
capable of shipping globally, including Europe and the 
Netherlands. There are shipping policies and regulations 
that discourage drug trafficking using cryptomarkets. 
Vendors have gotten more cautious in recent years and 

are less willing to take risks to ship globally compared 
to before (Buskirk et al, 2016; Christin, 2012). The 
hypothesis argued that vendors believed certain drug 
package characteristics were safer and more profitable 
to ship, such as a smaller quantity (hypothesis A), 
smaller common dose (hypothesis B), and less 
expensive products (hypothesis C).  

Partial support was found for the hypothesis. The 
greater the number of grams shipped, and smaller the 
price, the more likely the product would offer global 
shipping. The nature of the relationship between the 
independent variables and the log odds of the global 
shipping option. Wholesale products were less likely to 
offer global shipping than non-wholesale products, with 
only 17.4% of wholesale products offering shipping 
globally compared to the 30.4% of non-wholesale 
products. Products costing between $10-$50 were most 
commonly able to ship globally. Buyers likely desire a 
sufficient supply to last until their next purchase and 
vendors were less willing to risk the loss of expensive 
products that could cause a large deficit in their 
operations. If they offer half a refund when a package is 
seized, expensive packages are a greater financial risk to 
their business. If they do not offer some opportunities 
for a refund when other vendors do, the vendors 
unwilling to offer refunds become less competitive (Xu 
et al., 2017).  

Products that contained 200 grams or more were 
more likely to be shipped globally, however, those 
products were skewed by speed paste products. If those 
products are excluded, then products that contained 
large amounts between 50 grams to 200 grams were 
most likely to be shipped globally. Cryptomarket drugs 
are less expensive than street drug prices (United 
Nations Office on Drugs and Crime, 2021b), yet also 
have fewer reports of products with low purity (Barratt 
et al., 2016). The drug vendors in Canada primarily sold 
cocaine and methamphetamine within Canada. The low 
prices within Canada from a few vendors may push 

Table 4. Drug price index global, Canada specific, and street prices in Canada. 
Drug Price (grams) (All) Price (grams) (Canada) Street Price (grams) (Canada) N 

Amphetamine $13 $1,101 36,304 
Buds and Flowers $6 $8-16 47,935 
Cocaine $71 $44 $78.74 59,290 
Fentanyl $106 811 
Heroin $58 $101 $110-472 26,416 
Ketamine $24 $43 12,918 
Magic Mushrooms $5 $3 10,270 
MDMA $14 $15 25,310 
Methamphetamine $20 $17 $24-118 23,905 
Oxycodone $306 $450 6,689 
Notes. This table only contains 10 drug products out of 232 drug products. The full index is available upon request. 
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other vendors to reduce the price of their products until 
they are competitive, driving the price down.  

The differences in price between countries often 
shows the products and the ability of vendors within a 
country to obtain the product. If the product is less 
expensive, it may be a more commonly found product 
that can be created or obtained easier than in other 
countries. There was a large difference in the price of 
amphetamines in Canada when compared to the rest of 
the world because Canada did not have speed paste that 
sold exclusively to Canada. Canada’s amphetamines 
were primarily pills. Location, form, and vendor access 
to products may all influence the price.  

The country drugs originated from likely affects the 
product’s price and if a product can be shipped globally. 
To reduce global drug trafficking, the shipping policies 
and regulations of countries that can hinder drug 
trafficking should be examined and compared to 
countries where drug trafficking is not hindered. Future 
research may explore if there are any limits to drug 
products within Australia or the United States to be 
shipped to different states of the same country. 

Vendors tend to privately communicate with 
individual buyers and personalize wholesale listings 
with the specifics requested by the buyer. These custom 
listings leave a smaller digital footprint because once the 
transaction is completed, the listing is taken down and 
becomes inaccessible. A one-time crawl of a market is 
insufficient to accurately estimate wholesale drug 
products. Cryptomarkets must be studied longitudinally 
to gain a clearer understanding of the number and 
quantity of wholesale products trafficked as custom 
listings. Such a longitudinal data collection would also 
allow for the more accurate understanding of custom 
listings, as with a single swath of data collection there 
are likely a number of products missed.  

To longitudinally monitor cryptomarkets, a web 
crawler such as TDC is needed. Initial crawl would take 
longer because the cryptomarket must be fully crawled. 
The vendor profiles and number of reviews for products 
must be able to update every time the crawlers need to 
collect new information from the cryptomarket. One 
possible way to do this is to use the vendor profile pages 
as an index to identify if there have been changes to their 
products, either in the products available or the reviews 
on their products. Ensure there is a timestamp to state 
when the data was collected. Finally, have crawlers log 
onto cryptomarkets once a day and start data collection 
by sorting for the most recently added products. New 
vendors will be added to the vendor list once they post 
a product listing. When the crawlers run out of new 
product listings and begin to rediscover products they 
had already collected, the crawlers can move on to 
updating the vendor’s information. By selectively 
crawling sections of the cryptomarket, the amount of 

time necessary for each update would be reduced. This 
would provide an up-to-date picture of each market, 
allowing for law enforcement to efficiently prioritize 
their resources, and better attack this problem. 

Cryptomarkets are proving themselves to be 
attractive alternatives to traditional in-person drug 
dealing, with lower prices, contactless, and a large 
variety of drug products in varying quantities available 
for the buyer's perusal. The drug revenue for 
cryptomarkets and its vendors increased by 80% from 
2013 on Silk Road (Aldridge & Décary-Hétu, 2014) to 
2021 on WHM, showing a significant amount of growth 
in the ecosystem. The cryptomarket ecosystem is 
expected to facilitate an increasing amount of illicit 
goods and continue growing in the coming years. 
Machine learning may become a solution to better 
search and identify drug packages during the shipping 
process, based on the characteristics of drug packages. 
With more packages being seized vendors may avoid 
shipping globally because of the heightened risk and 
potential for financial loss.  
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