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Abstract
The internet has become a popular marketplace for the sale of illicit products, 
including stolen personal information, drugs, and firearms. Many of these products 
are acquired using cryptocurrencies, which are generally defined as forms of digital 
currency that is traceable through blockchain ledger technology. These currencies 
are thought to be more secure than other forms of digital payment, though law 
enforcement and financial service providers have found ways to investigate account 
holders and their transactions. Consequently, several service providers have begun 
to offer cryptomixing services, which effectively launders payments to circumvent 
detection and investigation tools. Few have explored the practices of cryptomixing 
services, or the ways in which they are marketed on the Open and Dark Web. 
This inductive qualitative analysis will examine a sample of 18 cryptomixing services 
advertised on both the Open and Dark Web to better understand cryptomixing and 
its role in facilitating illicit transactions across the internet.
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Research exploring the operations of online illicit markets has grown substantially 
over the last two decades (Hutchings & Holt, 2017; Tzanetakis et al., 2016). There has 
been particular emphasis among researchers on economically motivated offenses, 
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including the sale of stolen credit card data (Holt & Lampke, 2010; Hutchings & Holt, 
2015) and cybercrime-as-service tools (Holt et al., 2022; Hutchings & Clayton, 2016; 
Leukfeldt et al., 2017). Over the last decade, research has grown considering the prac-
tices of illicit online markets selling various physical products, including drugs 
(Aldridge & Askew, 2017; Demant et al., 2018; Munksgaard & Tzanetakis, 2022), 
firearms (Copeland et al., 2020; Holt & Lee, 2022a; Lee et al., 2022), and passports 
(Holt & Lee, 2022b).

These studies illustrate the critical role and impact online payment platforms have 
in the completion of illicit economic exchanges through online markets. Research has 
documented the unique transitions observed in payment platforms used by cybercrimi-
nals over time (Holt et al., 2016; Kruisbergen et al., 2019; Trautman, 2014). Digital 
currency platforms such as e-gold were initially serviced in the mid-2000s by indi-
viduals who sought to open payment accounts and convert traditional currencies into 
separately valued currency (Holt et al., 2016). This system was eventually supplanted 
by other platforms such as Liberty Reserve and WebMoney, which were frequently 
serviced by hackers and other cybercriminals (Holt & Lampke, 2010; Hutchings & 
Holt, 2015; Trautman, 2014). Both the frequency and visibility with which these plat-
forms were used in illicit online economies eventually led to their takedown by law 
enforcement agencies (Hutchings & Holt, 2017; Trautman, 2014).

Over the last decade, the rise and emergence of cryptocurrencies like Bitcoin have 
once again changed the way online economic transactions occur. Cryptocurrencies 
operate through blockchain technology, which logs transaction details between par-
ticipants in a publicly accessible, verifiable, but de-identified manner (Fanusie & 
Robinson, 2018; Martin, 2014). While this system enables users to follow the path of 
payment between two parties, they are unable to connect the account holders with an 
offline identity. The anonymity afforded by these payment systems has led to their 
common use by actors in all manner of illicit markets to acquire goods and services 
(Aldridge & Askew, 2017; Copeland et al., 2020; Kruisbergen et al., 2019).

Given cryptocurrency’s increased visibility among cybercriminals, both law 
enforcement and industry stakeholders have developed tools to better trace the 
accounts (also known as “wallets”) associated with a given vendor or customer 
(Goldsmith et al., 2020; Zagaris, 2021). As these tools improve the capacity of agen-
cies to investigate cryptocurrency-related crimes, new services have emerged to mini-
mize these risks (Desmond et al., 2019; Goldsmith et al., 2020; Zagaris, 2021). 
Specifically, a new form of money laundering has emerged to obfuscate the paths of 
transactions, which is colloquially known as cryptomixing (Fanusie & Robinson, 
2018; Pakki et al., 2021). Cryptomixing services enable individuals to obscure crypto-
currency transactions by sending different currencies to a designated account.

Despite its frequent use and employment within the online illicit marketplace, lim-
ited research has explored the practices of cryptomixing services, or the ways in which 
they are marketed by online illicit vendors (see Desmond et al., 2019; Fanusie & 
Robinson, 2018). While accurate estimates of its scale, cost, and consequences  
are limited, money laundering through cryptocurrency is a burgeoning problem that 
needs further research. Such insights are essential for law enforcement, anti-money 
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laundering professionals, and financial providers seeking to develop robust detection, 
prevention, and mitigation strategies. Given this gap in the literature, the current study 
examined a sample of 18 cryptomixing services hosted on both the Open and Dark 
Web to better understand its role in facilitating online illicit transactions. The findings 
of this inductive qualitative analysis provide direction for criminological theory and 
intervention by service providers, financial regulators, and law enforcement.

Money Laundering and Cryptocurrency

Money laundering is generally understood as the process of moving illegally acquired 
funds into the traditional financial system (Villanyi, 2021). Common examples of ille-
gally acquired funds include proceeds from an illicit drug sale, payment for an illegal 
service, or even stolen cash itself (Villanyi, 2021). Several methods can be employed 
to redirect illegally acquired funds into the traditional financial system so that it can be 
used without raising suspicion. Smaller amounts may be spent directly with little con-
cern of suspicious activity given its monetary value and size. However, for larger 
amounts, there is a somewhat consistent process of rerouting the funds to obfuscate the 
path of movement. The first step in the money laundering process is placement, which 
involves the illegally acquired funds being carefully brought into the traditional finan-
cial system. Common methods for placement involve depositing the money in several 
smaller transactions and from as many different people as possible. Identities may 
even be stolen to place the money into the financial system. The objective of this first 
step is to ensure the funds are brought into the traditional financial system without 
raising suspicion or concern.

The next step in the process involves layering the funds, which often involves wir-
ing the funds through several foreign countries and shell companies owned by other 
organizations. In essence, a massive network of individuals are transferring money in 
a way that only the perpetrator can keep track and follow. The final step in the money 
laundering process is the integration stage, which is where the money is used to fund 
legal transactions. The source of where the funds originated from is often falsely 
reported to conceal the truth. For example, the money launderer may own a restaurant 
or bar and report the funds as being cash left by customers over time (Brenig et al., 
2015). After integration, the proceeds can be spent on any usual transaction such as 
purchasing real estate or making other financial investments.

A new and recent development in money laundering has been the mixing of cryp-
tocurrencies (Pakki et al., 2021; Rysin & Rysin, 2020). Cryptocurrencies are based on 
blockchain technology where every individual verifies that a transaction has occurred 
rather than that determination being made by a central authority such as a bank or 
financial institution (Campbell-Verduyn, 2018). Moving away from centralization 
means that financial transactions are published with only individuals’ wallet numbers 
(e.g., account numbers) and not with the real names or offline identities of the indi-
viduals involved.

Given its added layer of anonymity, cryptocurrencies have become a popular choice 
to replace bank wire transactions, which are subject to money laundering investigation 
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in many countries, or physical transfer of cash or valuable goods, which is both  
expensive and time-consuming (Brenig et al., 2015; Rysin & Rysin, 2020). In fact, 
researchers have noted the rise of cryptocurrencies as a form of payment for various 
illicit goods and services sold online (e.g., Aldridge & Askew, 2017; Copeland et al., 
2020; Holt & Lee, 2022b). The only prevention mechanism available is at the level of 
the exchange, where individuals convert traditional offline currency (e.g., dollars) into 
cryptocurrency or vice versa. Once the exchange is accomplished, financial transac-
tions can be difficult to trace and can take significantly more effort to follow the money 
than it takes to launder it (Desmond et al., 2019).

The unique features of cryptocurrency can provide additional incentives for indi-
viduals interested in laundering money. For example, the global accessibility and 
speed of cryptocurrency transactions provide individuals with a faster and more effi-
cient way to move funds compared with a traditional wire transfer or traveling in-
person with cash (Brenig et al., 2015). The main hindrances for money launderers 
using cryptocurrency are its limited uses for purchases among the general public (i.e., 
few offline shops and vendors accept payment in cryptocurrency) and the volatility of 
its worth and value (Rysin & Rysin, 2020). These factors are important for launderers 
to consider as their objective is to have a spendable amount that is as close as possible 
to what they initially started with.

These factors have led cryptomixers to become a useful resource for criminals who 
employ cryptocurrencies. Cryptomixers typically begin when a customer sends a spe-
cific amount of cryptocurrency to a service provider’s cryptowallet with directions to 
what third-party wallet it should be sent to (Fanusie & Robinson, 2018; Robinson, 
2020). The cryptomixing service provider then inserts that currency into a larger pool 
of cryptocurrency they own. Finally, the service provider transfers the amount speci-
fied by the customer to the designated third party and retains a small percentage of the 
amount as fee for their involvement (Fanusie & Robinson, 2018). This process obfus-
cates the original source of the transfer, as the funds appear to come from a different 
originating wallet (Robinson, 2020).

Though preventing money laundering activities involving cryptocurrencies has 
been difficult for various stakeholders, particularly law enforcement and financial 
organizations, several methods have been developed to identify cryptocurrency trans-
actions that may be connected to money laundering schemes. For one, the use of 
machine learning tools to analyze large volumes of cryptocurrency transactions has 
allowed for some forward movement in this space (Hu et al., 2019; Pakki et al., 2021). 
Global regulatory bodies have also identified strategies to detect money laundering 
and other problematic uses of cryptocurrencies which can be implemented by partner 
nations (FATF, 2020; Rysin & Rysin, 2020). Nation-state entities, such as The U.S. 
Department of Treasury, have also become more familiar with the technologies 
involved in laundering cryptocurrencies, as seen in their new rules requiring crypto-
currency exchanges to have the same level of identification available for customers as 
centralized banks in case of an investigation (Financial Crimes Enforcement Network, 
2020). In addition, U.S. law requires individuals to report their cryptocurrency buying 
and selling activities to the Internal Revenue Service when filing their annual income 
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tax (Vega, 2022). Additional regulatory proposals in the United States involve  
updating the Bank Secrecy Act and other anti-money laundering provisions to require 
the reporting of large transactions and the identification of involved participants when-
ever possible.

Although progress in research and regulation is being made in this burgeoning area 
(e.g., Pakki et al., 2021), some argue that cryptocurrency users will continue to develop 
innovative ways to circumvent existing regulation (Rysin & Rysin, 2020). In turn, this 
will escalate the number of regulatory procedures that will be symbolically followed 
until the regulation is more complicated and costly than the crimes being prevented 
(Dupuis & Gleason, 2020). Although some have claimed great success in identifying 
money laundering transactions, the continually growing transaction volume has pre-
vented any reliable identification of how many cryptocurrency transactions may be 
considered money laundering.

There is also an absence of widely agreed-upon estimates of the scope and scale of 
the problem. Cryptocurrency supporters are eager to note that only a fraction of total 
money laundering incidents involves cryptocurrency. In fact, of the US$2 trillion laun-
dered each year, only around US$8 to US$10 billion are reported as having involved 
cryptocurrency (Chainalysis, 2022). While this amount is still concerning, more 
research exploring money laundering behaviors involving cryptocurrency is needed to 
develop comprehensive prevention and intervention strategies (Pakki et al., 2021).

Present Study

The limited body of research on the practices of cryptomixing services requires deeper 
investigation to better understand how illegal activities may be disrupted. The current 
study attempted to address these issues through an exploration of 18 cryptomixing 
service providers operating on both the Open and Dark Web. This qualitative study 
considered the ways in which cryptomixing services are advertised to customers to 
understand the ways in which vendors operate their services. The findings generated 
from this analysis will be used to identify potential disruption strategies to affect the 
illicit operations of both money launderers and cybercriminals.

Data and Methods

The current study utilized a sample of 18 shops offering cryptomixing services on the 
Open (n = 3) and Dark Web (n = 15) between 2018 and 2020 (see Table 1 for detail). 
Data collection ensued for 18 months (August 2018–February 2020) to capture an 
overall range of cryptomixing services (see also Holt & Lee, 2022b; Hutchings & 
Holt, 2015). Sites were identified using keywords on both Open and Dark Web search 
engines, including phrases such as “cryptocurrency mixer service.” The research team 
also examined various Dark Web indexes, such as the Hidden Wiki, to identify online 
vendors that had been observed in the past (Copeland et al., 2020; Flamand & Décary-
Hétu, 2019). As such, the current study provides a purposive sample of various online 
environments where individuals can purchase and acquire cryptomixing services.
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To generate the data for this analysis, the contents from each site were saved as 
HyperText Markup Language (HTML) files for subsequent examination. All text and 
images from these HTML files were then read and coded by hand to assess the prac-
tices of both vendors and their customers (see also Aldridge & Askew, 2017; Copeland 
et al., 2020; Hutchings & Holt, 2015). The three-step coding process of open, axial, 
and selective coding used in grounded theory analysis was applied in the current anal-
ysis (see Corbin & Strauss, 1990), which mirrors prior cybercrime-focused qualitative 
studies (e.g., Blevins & Holt, 2009; Holt & Lampke, 2010). This analysis focused on 
information provided directly by vendors on both their websites and customer inter-
faces to better understand cryptomixing and its role in facilitating online illicit transac-
tions. Specifically, the researchers examined all details provided by vendors as to their 
process for “mixing” or concealing cryptocurrency transactions, as well as any fees 
noted for their services. Comments regarding customer privacy or vendors’ awareness 
of regulation (e.g., compliance with existing financial regulations and criminal laws) 
were also explored.

Findings

Four concepts related to cryptomixing as a facilitator for online illicit transactions 
emerged from the data: (a) the benefits of cryptomixing, (b) the mixing process,  
(c) vendor legitimacy, and (d) the costs and procedures of mixing. Direct quotes were 
presented with all spelling and grammar intact where appropriate. Similar to previous 
studies exploring online illicit market operations, all vendors in the current study were 

Table 1. Descriptive Information.

Vendor identification Hosting location

 1 Dark Web
 2 Dark Web
 3 Dark Web
 4 Open Web
 5 Dark Web
 6 Open Web
 7 Dark Web
 8 Dark Web
 9 Dark Web
10 Dark Web
11 Dark Web
12 Open Web
13 Dark Web
14 Dark Web
15 Dark Web
16 Dark Web
17 Dark Web
18 Dark Web
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assigned pseudonyms to ensure anonymity (see Aldridge & Décary-Hétu, 2016; Holt 
& Lampke, 2010; Hutchings & Holt, 2015).

The Benefits of Cryptomixing

Several cryptomixing services couched the benefits of using their platform in the 
notion of protecting individuals’ anonymity. For instance, Vendor 4 stated that their 
service “helps you to obfuscate your Bitcoin (BTC) transactions using unique algo-
rithms and to secure your identity. Trusted crypto mixer dissociates your identity from 
your transactions by adding an extra layer of privacy.” Similarly, Vendor 3 stated:

A very impressive service if you want to maintain your anonymity when you make 
purchases online. It can also be useful if you want to do p2p [Peer-To-Peer] payments and 
donations. The service is used to mix a person’s funds and give this person some fresh 
bitcoins. The focus here is on making sure that the blender has the ability to confuse the 
trail as somebody could try to figure out the source. The best mixer is that one that keeps 
your anonymity at a max. You want each bitcoin transaction to be very hard to trace. This 
is where using our bitcoin mixing service makes a lot of sense. Protect your income and 
personal information becomes much easier. The reason why you want to use our service 
is because you want to hide your coins from hackers and third-parties. They can do a 
blockchain analysis, they may be able to track your personal data to steal your bitcoins. 
With our bitcoin tumbler, you don’t have to worry about that anymore.

The use of cryptomixing services to evade tracking tools and financial regulation 
was emphasized by several vendors. For instance, Vendor 17 used similar phrasing, 
stating:

The main purpose of our Service is protect your transactions of cryptocurrencies from 
bad guys . . . We offer our clients best privacy they can get from mixer and they can stop 
bothering about possible ways to identify source of funds after using of our service . . . 
our main goal is make you as much anonymous as possible while using cryptocurrencies 
. . . We proudly can say that ChainAnalysis can’t analyse our transactions and find real 
source of funds.

Vendor 11 similarly stated: “Mixer helps you make your Cryptos unidentifiable and, 
thus, allows you to rest easy knowing that neither crypto-hackers nor security agencies 
can keep track of your financial activities.” Vendor 18 specifically noted the ability of 
their services to bypass legal regulations related to cryptocurrencies:

Launder your Bitcoins without any fees, all we charge is the network fee we pay to bit-
coins miners. For mixing your Bitcoins, or washing them, it is best to use a Tor hidden 
service like [Vendor 18] because all mixers operating a clearnet website, including [name 
removed], are subject to government control. And with more and more exchanges and 
other services following AML [Anti-Money Laundering] and KYC [Know Your Customer] 
policies, its getting really hard to stay anonymous to government agencys [SIC] when 
dealing with bitcoins . . . no one knows who we are, we do not have to follow any AML 
and KYC policies, so we cannot be forced to give out any of our users information.
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Though multiple vendors noted the benefits of using their services to circumvent 
tracing and legal risks, they also indicated that their operations were legal. For exam-
ple, Vendor 1 stated: “there are no laws against mixing bitcoins and it is actually 
encouraged to always mix your bitcoins from many privacy advocates. For extra pri-
vacy use TOR and use our onion [Dark Web] btc mixer.”

The Mixing Process

The ways in which cryptomixing vendors operated their services were explained 
somewhat consistently across vendors’ advertisements. For instance, two vendors 
noted that they provided customers with newly mined cryptocurrencies rather than 
moving coins across existing accounts. For instance, Vendor 1 stated:

If you want to hide your spending habits and how much Bitcoin you control, it is 
recommended to always mix or blend your bitcoins with [Vendor 1]. We have a rotating 
supply of fresh bitcoins daily and can usually swap up to around 50 bitcoins per 
transaction.

Similarly, Vendor 13 wrote:

With us you can buy freshly mined new virgin bitcoins. Simply buy them in our shop and 
12-24 hours later we will transfer them to the addresses you give us at checkout. You can give 
us as many bitcoin addresses as you want, and tell us how much bitcoins you want on each of 
them. We will mine the coins directly to your addresses, which means the input will be a 
coinbase [a primary cryptocurrency exchange] transaction from a [cryptocurrency] miner!.

Freshly mined Bitcoins, also known as “Virgin Bitcoins,” are untainted cryptocurren-
cies that have not been used in any transaction. This means they have no previous 
transaction history linked to it on the blockchain ledger. Since newly mined coins are 
void of any prior transaction history, there is less risk for users who are concerned that 
their cryptocurrency may be associated with both unknown and/or unwanted transac-
tions (Stevens, 2022). In other words, not having a prior record means there is enhanced 
privacy and confidence with its employment and ownership. Given these affordances, 
freshly mined cryptocurrencies are highly favored within the cryptocurrency market-
place. In fact, fresh coins are often traded at higher costs with mark ups between 10% 
and 30% across different cryptocurrency markets (see Vertex Marketplace, 2019).

Vendors who used preexisting pools of cryptocurrency to mix customers’ funds had 
different processes. This was explained clearly in an advertisement from Vendor 11 
that stated:

Your Cryptos will go through a process with three steps

Step 1: Assigning coins to a Pool.

We use three different pools (STANDARD POOL, SMART POOL, and STEALTH 
POOL) with cryptocurrencies of different combinations of sources. You can assign 



Holt et al. 9

your cryptocurrencies to one of the three pools with setting the mixing strength to 
the respective range. The higher the strength the cleaner the cryptocurrencies inside 
the pool.

Step 2: Mixing in the Pool.

After your cryptocurrencies have been assigned to a pool, they will be mixed with 
other cryptocurrencies from the sources mentioned above. In doing so, [Vendor 11] 
breaks all connections between the real sender and the receiver. In the end, you get 
coins that are not traceable to you.

Step 3: Sending out the Coins to the Provided Receiver Address.
After making your cryptocurrencies anonymous using our mixing process, we send 
it to the receiver addresses you provide. You are at liberty to provide a receiver 
address of any person or company you want to pay, or you can provide your per-
sonal addresses if your concern is to clear the history of your cryptocurrency 
transactions.

Customers were, however, required to carefully manage their account details and 
information to minimize the risk of error or financial loss.

Vendor Legitimacy

A portion of vendors also made claims regarding their ability to be trusted with large 
sums of money. For instance, Vendor 11 stated:

We do not profit by running away with your coins but by rather running longer in the 
business. If you feel insecure sending large amount of coins, you have the choice of 
sending money over a longer period of time in a number of transactions instead. The code 
within the mixer ensure your coins are never mixed with your own coin and sent back. 
This ensures security, transparency and anonymity.

Similarly, Vendor 6 stated: “you can mix small coins portions if you have any doubts, 
to ensure step by step that everything is crystal clear. Our mixed code guarantees that 
your past coins will not be mixed with the new ones.” Several vendors also noted that 
they had large reserves of cryptocurrencies that could be validated on the blockchain 
to reinforce their legitimacy. For instance, Vendor 2 wrote: “The fact that we hold over 
5000 BTC should stand testimony to the amount of skin we have in the game. Our 
reserves are publicly proven on [website name removed].”

In addition, virtually all vendors noted that they did not retain customer logs of 
transactions. For example, Vendor 9 wrote: “we do not store any logs so we cannot 
help any organization or individual with their questions about users activity. We do 
this for system storage optimisation and for users anonymity.” Despite these claims, 
there was some inherent risk of detection depending on where the cryptomixing ser-
vice was advertised. Specifically, sites operating on the Open Web could be subject to 
requests for server logs from law enforcement. Dark Web vendors, however, cannot be 
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forced to provide this information as they operate on a different portion of the internet. 
This was explained in detail by Vendor 2:

The Clearnet bitcoin tumblers and mixer KEEP LOGS. They are forced to keep laws by 
law enforcement. Because the websites on the clear net have domain names ending in 
.com, .net, .org, .eu, they have a public whois record and hosting IPs . . . Law enforcement 
gets a subpoena and pay the company a visit, as well as to the hosting company, asking 
for access to the server and logs to track the criminal who cleaned bitcoin through their 
service. If the company refuses to give logs, or if the company doesn’t keep logs, law 
enforcement can accuse them of accessory to the crime that the criminal is doing, and can 
charge them with obstruction of justice and other legal accusations. Law enforcement can 
even close the company that runs the bitcoin mixer if they don’t keep logs and don’t help 
with tracking criminals . . . All clean net bitcoin mixers ARE NOT SAFE and can be 
tracked down to their owners, and the owners will give information about the users to 
save their asses . . . Always use bitcoins mixers on the dark web. Try our mixer. If you 
don’t like it use another mixer on the dark web. But always on dark web. And it not ok if 
a bitcoin on the dark web has also an address on clear net. Police can find them with the 
clear net address and ask about their dark web site and ask for logs.

This language explicitly conveys the risk customers may face when using Open Web 
cryptomixing services, which may not be evident to all users. As such, there may be 
greater value in the use of Dark Web cryptomixing services for those who are particu-
larly concerned about their safety and preserving anonymity.

Costs and Procedures of Mixing

The fee structure for employing cryptomixing services was variable with multiple 
vendors conditioning the price based on the total amount mixed. For instance, Vendor 
9 charged .05% of the total for mixing smaller amounts. Another vendor had a fee 
structure dependent on the total transaction. For instance, Vendor 14 explained:

We don’t charge any fees for the online wallet except for the transaction fees on the 
bitcoin network which is currently set to 0.001 ฿ . For our mixing service we charge 
between 0.5% and 1.2%. Payouts from the mixer will allways [SIC] be splitted [SIC] to 
2 random amounts if only one address is given. So fees are 0.5-1.2% + 2 x 0.001 BTC 
transaction fees.

Similarly, Vendor 13, which would mine new coins to users’ accounts, noted a propor-
tional cost, stating: “We mine bitcoins worth $250 to your addresses 262.5 
USD=0.00544BTC . . . We mine bitcoins worth $2500 to your addresses 2540 
USD=0.05267BTC.” Vendor 12 was one of the few to offer a flat fee, stating: “Unlike 
other services that charge a volume based fee—meaning the more you mix the more 
you pay—[Vendor 12] charges a flat fee—meaning you end up paying less the more 
you mix!”
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Vendors 1 and 7 noted that they would allow customers to set their own fee, which 
they argued was a security feature. Vendor 1 explained:

Unlike . . . other BTC mixers who charge a flat static fee, [Vendor 1] allows you to set a 
custom one with every bitcoin mix. If attacker knows service fee, he can analyse 
blockchain to find exact sum transferred and discover your destination account. For 
example if you send 1 BTC with a fixed fee 0.5%, you should receive 0.9995 BTC. It is 
not so difficult to check blockchain after 24 hours and find all exact transactions. Even if 
you use several forward addresses it is quite easy. That is why our system allows you to 
set custom fee, combined with several forward addresses and time delay.

Vendors 2 and 4 noted they had a variable fee structure, as with Vendor 4 who simply 
stated: “We charge random commission 2-5% for every transaction.” Vendor 2 noted 
that their fees were less than 1%, but randomized the final amount. They were very 
specific in their rationale, stating it was for the protection of their customer and their 
anonymity, stating:

Because transactions with fixed fees can be easily detected by law enforcement and 
fornesic [SIC] software. Example, say you want to mix 1 Bitcoin. You will send 1 Bitcoin 
to an external mixer, and you receive exactly 0.99 btc back. It doesn’t matter what the 
mixer does to mix your bitcoin, an law enforcement agent can see the amount you send 
and the look for exactly that amount minus the mixer fixed fee on the block chain. When 
he sees the transaction that match the mixer fee coming back to an other [SIC] address, 
they will know is yours. With random fee this cannot be traced. You send 1 Bitcoin from 
your address to our mixing address. Then we send back to you clean bitcoin of mining 
farms 0.9982938 or some similar amount. Because there are many similar transactions on 
the blockchain, they can’t know which transaction went to you or what is your address.

Cryptomixing services also communicated clear operational boundaries to their users, 
including the amount of cryptocurrency they could process for customers. For instance, 
Vendor 2 stated: “Minimum amount to be mixed: 0.001 BTC (~US$8) Maximum 
amount to be mixed: 100 BTC (~ 800 000 USD).” Several vendors noted their mini-
mum mixing amount was .001 Bitcoin, though maximum values were variable to the 
vendor. For instance, Vendor 6 noted:

What is the largest deal amount [to mix]? It depends on the current amount of coins we 
have in our reserve and the amount you previously sent to the service. We will not send 
back your previous coins to you (in case you’ve used the mixing code). You will be 
informed about the maximum amount of coins available for mixing.

Discussion and Conclusion

Although research examining the operations of online illicit markets has increased 
over the last two decades (see Hutchings & Holt, 2017; Tzanetakis et al., 2016), few 
have explored the practices of cryptomixing services, or the ways in which they are 
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marketed online (Pakki et al., 2021). Given this gap in the extant literature, the current 
study conducted an inductive exploratory analysis of cryptomixing services hosted on 
both the Open and Dark Web to better understand cryptomixing and its role in facilitat-
ing online illicit transactions. Four concepts related to cryptomixing and its involve-
ment in facilitating online illicit transactions emerged from the data, including the 
benefits of cryptomixing, the mixing process, vendor legitimacy, and the costs and 
procedures of mixing.

The current analysis demonstrated that cryptomixing vendors were aware of the 
benefits associated with using their services—namely, to enhance the security of 
financial transactions involving cryptocurrencies (see also Desmond et al., 2019; 
Pakki et al., 2021). Vendors were cognizant of the various tracking tools and legal 
regulations imposed on their services by different organizations and emphasized their 
ability to bypass existing financial regulations. Despite acknowledging the presence of 
formal sanctions, several vendors explicitly noted that their services were legal and not 
in violation of any specific financial rules.

To that end, cryptomixing services may not always be used for illegal or nefarious 
purposes, as there may be individuals who employ cryptomixing services to anony-
mize their legal financial transactions (Desmond et al., 2019; Pakki et al., 2021). The 
reasons behind wanting to anonymize legal transactions may range from a desire to 
shield a particular purchase or simply for economic privacy. Though not all crypto-
mixing users are criminally motivated, vendors acknowledged the general demand for 
mixing funds and were aware of what their services provided.

Similar to other online illicit markets, cryptomixing vendors took considerable 
effort to explain how their services worked and operated (Aldridge & Askew, 2017; 
Copeland et al., 2020; Holt & Lee, 2022b). The analysis revealed several different 
methods used by vendors to mix cryptocurrency (Pakki et al., 2021). Some vendors 
specified that they provided customers with newly mined cryptocurrencies, whereas 
other services explained they moved preexisting coins across existing accounts. 
There was even variation among those who used preexisting pools of cryptocurrency 
to mix customers’ funds. Regardless of the mixing method employed, vendors were 
keen to note the precise methods taken to obfuscate the path of transactions (Pakki 
et al., 2021). The variations in method may suggest different levels of trust, reliabil-
ity, and security based on the techniques employed, as customers may prefer one 
mode over another based on how comprehensive and secure the mixing process is 
described (see also Copeland et al., 2020; Holt & Lee, 2022b). In fact, detailed 
descriptions of the mixing process could be a strategy used by vendors to generate 
comfort and confidence in prospective customers (see also Copeland et al., 2020; 
Hutchings & Holt, 2015).

Cryptomixing vendors also reinforced their reliability and trustworthiness in vari-
ous ways. First, vendors noted they had large reserves of cryptocurrencies that could 
be validated on the blockchain. Vendors were intentional in conveying their ability to 
safely move large sums of money, demonstrating their care and preoccupation with 
security, reliability, and efficiency in service. Similar to other cybercrime-as-service 
vendors (e.g., booter and stresser operators), most cryptomixing services also stated 
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that they did not retain customer logs of transactions, which is done to protect  
customers in the event law enforcement investigations and takedowns occur (see also 
Holt et al., 2022; Hutchings & Clayton, 2016). In addition, vendors operating on the 
Dark Web mentioned the security features inherent with functioning on the Dark Web 
which were not possible for Open Web operators. In effect, vendors may be practicing 
some level of restrictive deterrence as they recognize the inherent risks of operating 
their services on the Open Web, similar to other illicit market operations (Aldridge & 
Askew, 2017; Holt & Dupont, 2019).

The emphasis on operating a secure and reliable service was also evident in ven-
dors’ cost structures. Some vendors priced their services based on the total amount 
being mixed, while others allowed customers to set their own fee, which was pur-
posely implemented as an added security feature. Allowing customers to set their own 
price meant vendors could avoid establishing patterns and routines that would make 
detection easier for law enforcement. In fact, several vendors directly stated that they 
randomized the cost of their services to avoid law enforcement detection and circum-
vent tracking tools (see also Pakki et al., 2021). The reasons were specifically stated as 
protecting their customers and the anonymity of the vendor.

Overall, the findings of this study provide multiple insights for our understanding 
of cybercrime specifically and criminality generally. For one, cryptomixing services 
appear to operate as legitimate services that are effectively legal, making them useful 
facilitatory services that simplify aspects of criminal operations (Clarke, 1997; Ekblom 
& Tilley, 2000). Their existence also creates opportunities for investigation and pros-
ecution under money laundering charges or violations of financial transaction laws 
(FBI, 2020). Similarly, investigating cryptomixing providers may generate informa-
tion about their customers, who could be pursued for criminal charges related to illicit 
narcotics or other illicit services as have been observed in other arrests of cybercrime 
service providers (see Holt et al., 2022; Hutchings & Holt, 2015). Such efforts may 
deter some mixer operators, or cause their customers to displace to other payment 
platforms which could have a general destabilizing effect on the illicit use of crypto-
currencies generally (see also Holt et al., 2022; Hutchings & Holt, 2017). Analyses of 
any law enforcement strategies would be vital to improve our understanding of the 
ways in which economic cybercrime can be affected by formal and informal mecha-
nisms of social control and the degree of displacement that may occur (e.g., Newman 
& Clarke, 2003).

Despite the study’s contributions, there are several limitations that may affect the 
generalizability of the study. For one, the behaviors and market practices noted in this 
study may not be representative of vendors’ current operations as the sampling strat-
egy used in the current study was limited to data collected between 2018 and 2020. In 
fact, various aspects of the mixing process, the costs of mixing, and how vendors 
demonstrate legitimacy may have changed with the evolution of the cryptomixing 
marketplace (see also Demant et al., 2018; Munksgaard et al., 2016).

In addition, this study focused on the direct language used by vendors within their 
sites and advertisements, which may not reflect their actual practices and operations 
(Copeland et al., 2020; Hutchings & Holt, 2015). Since the researchers did not interact 
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with vendors, it is plausible that vendors’ true practices may differ from their sites and 
service advertisements (Holt et al., 2016; Hutchings & Holt, 2015; Smirnova & Holt, 
2017). Finally, this study was unable to determine whether service advertisements 
were generated by actual sellers or other interested stakeholders, such as law enforce-
ment or cybercrime researchers (see Holt et al., 2016). Future research would benefit 
from extending this line of inquiry using more comprehensive samples and method-
ological techniques to better understand the behaviors influencing illicit online market 
operations (see also Pakki et al., 2021). Given the scarcity of research on cryptomixing 
services, there is an intrinsic need for more robust datasets and multidisciplinary 
approaches to improve our understanding of cryptomixing services and their involve-
ment in online money laundering behaviors (see also Wu et al., 2021).
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