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Unﬁed States Diétric; Court

Northern District of Florida
PENSACOLA DIVISION

o — o —

UNITED STATES OF AMERICA
WARRANT FOR ARREST

DANIEL CASTLEMAN CASE NUMBER: <° l
5:08-m4- 031

TO: The United States Marshal '

and any Authorized United States Officer

YOU ARE HEREBY COMMANDED to arrest DANIEL CASTLEMAN

and bring him or her forthwith to the nearest magistrate to answer a(n)

O Indictment O Information XM Complaint I Violation Notice [IProbation Violation Petition

charging him or her with engaging in a child exploitation enterprise and conspiring to advertise,
transport, ship and receive child pomography in violation of Title 18, Unuted States Code,
Section(s) 2252A(g) and 2252A(a)(1) and (2).

WJIM_

Elizabeth M. Timothy
United States Magistrate Judge

2-29-0% @ f’w Fo

Date Location

Bail Fixed at $__me—s by & pwwww - £ M»af‘k,(
Name of Judicial Officer

_?{ETURN

This warrant was received and executed with the arrest of the above-named defendant at

Date Receive Name and Title of Arresting Signature of Arresting Officer

Date of Arrest
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AQ (Rev. 5/85) Criminal Complaint

UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF FLORIDA
PENSACOLA DIVISION

UNITED STATES OF AMERICA CRIMINAL COMPLAINT
‘\ ad

Vs, .
CASE NUMBER: 2°Q 3™
DANIEL CASTLEMAN

I, the undersigned complainant, being duly sworn, state the following is true and correct
to the best of my knowledge and belief. From on or about August 31, 2008, in Walton County,
in the Northern District of Florida, and elsewhere, defendant(s) did, engage in a child
exploitation enterprise and conspire to advertise, transport, ship and receive child pornography
in violation of Title 18, United States Code, Section(s) 2262A(g) and 2252A(a)(1) and (2). |
further state that | am a(n) Special Agent with the Federal Bureau of Investigation, and that this
Complaint is based on the following facts:

SEE ATTACHED AFFIDAVIT

Continued on the attached sheet and made a part hereof: B Yes O No

WC@Q\

Slgnature of Camplainant

Robert Cochran
Sworn to before me and subscribed in my presence,
February 29, 2008 at Pensacola Florida.
Unntis /1. T, ,._,/vx;
Elizabeth M. Timothy
U.S. Magistrate Judge :_
CERTIFIED A TRUE COPY -
W - FILED JOY
; (Date
0 : NORTHERN DISTRICT OF FLORIDA
Peputy Clerls - U.S. MAGISTRATE JUDGE
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IN THE UNITED STATES DISTRICT COURT FOR THE
NORTHERN DISTRICT OF FLORIDA

AFFIDAVIT

I, Robert R. Cochran, being duly sworn, depose and say thatI am a Special Agentwith

the Federal Bureau of Investigation ("FBI"), duly appointed according to law and acting as

such,
BACKGROUND OF AFFIANT
1. I am a Special Agent for the FBI and have been so since 2002, I am currently

assigned to The Jacksonville Division, Pensacola Resident Agency. As such, I am currently
assigned to investigations relating to crimes against children, including the trafficking and
possession of child pomography.

2 Thave received specialized training in the mvestigation of child pornography and the
sexual exploitation of children. I have obéerved and reviewed numerous examples of child
pornography in various media formats, including computer-based formats, I have received
particularized training in the investigation of computer-related crimes, Usenet, peer-to-peer
computer networking, and online (i.e. Internet based) crimes against children.

3. As a federal agent, I am authorized to investigate the violation of United States law
and have the authority to arrest individuals under the authority of the United States.

FACTS AND CIRCUMSTANCES

4. The statements in this affidavit are based in part on information provided by other
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Special Agents of the FBI, other law enforcement officers, and on my own investigation,
experience, training and background as a Special Agent of the FBI, Since this affidavit is
being submitted for the limited purpose of securing a criminal complaint, I have not included
each and every fact known to me concerning this investigation. I have set forth only the facts
that I believe are necessary to establish probable cause to believe that criminal violations of
Title 18, United States Code, §§ 2252A(a)(1), 2252A(a)(2), and 2252A(g) have taken place.

STATUTORY AUTHORITY

5. This investigation concerns alleged violations of Title 18 U.S.C. § 2252A, relating to
the sexual exploitation of minors. Title 18 U.S.C. § 2252A(a)(1) prohibits a person from
knowingly mailing, transporting, or shipping child pornography in interstate or foreign -
commerce by any means, including by computer. Title 18 U.S.C. § 2252A(a)(2) prohibits
a person from knowingly receiving or distributing any child pornography that has been
mailed or shipped or transported in interstate or foreign commerce by any means, including
by computer. Title 18 U.S.C. § 2252A(g) prohibits a person from engaging in a child
exploitation enterprise where the enterprise is a part of a seties of felony violations
constituting three or more separate incidents and involving more than one victim and the
offense is committed in concert with three or more other persons.
DEFINITIONS
6. The following definitions apply to this Affidavit and Attachment B to this Affidavit:

a. “Child Pornography,” is defined in Title 18 U.S.C. § 2256(8) as any visual
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depiction of sexually explicit conduct where (a) the production of the visual depiction
involved the use of a minor engaged in sexually explicit conduct, (b) the visual depiction is
adigital image, computer image, or computer-generated image that is, or is indistinguishable
from, that of a minor engaged in sexually explicit conduct, or (c) the visual depiction has
been created, adapted, or modified to appear that an identifiable minor is engaged in sexually
explicit conduct, as well as any visual depiction, the production of which involves the use
of a minor engaged in sexually explicit conduct.

b. Title 18 U.S.C. § 2256(5) states: “visual depiction’ includes undeveloped film
and videotape, and data stored on computer disk or by electronic means, which is capable of
conversion into a visual imége.”

C. Title 18 U.S.C. § 2256(2) defines “sexually explicit conduct” as actual or
simulated (2) sexual intercourse, including genital-genital, oral-genital, or oral-anal, whether
between persons of the same or opposite sex; (b) bestiality; (c) masturbation; (d) sadistic or
masochistic abuse; or (e) lascivious exhibition of the genitals or pubic area of any persons,
See Title 18 U.S.C. § 2256(2).

d. “Computer,” as used herein, is defined pursuant to Title 18 U.S.C. §
1030(e)(1), as “an electronic, magnetic, optical, electrochemical, or other high speed data
processing device performing logical or storage functions, and includes any data storage
facility or communications facility directly related to or operating in conjunction with such

device.”
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€. “Computer hardware,” as used hereiﬁ, consists of all equipment which can
receive, capture, collect, analyze, create, display, convert, store, conceal, or transmit
electronic, digital, magnetic, or similar computer impulses or data. Computer hardware
mcludes any data-processing deviceé (including, but not limited to, central processing units,
internal and peripheral storage devices such as fixed disks, external hard drives, floppy disk
drives and diskettes, compact disks, flash/thumb drives, and other memory storage devices),
peripheral input/output devices (including, but not limited to, keyboards, printers, video
display monitors, and related communications devices such as cables and connections), as
well as any devices, mechanisms, or parts that can be used to restrict access to computer
hardware (including, but not limited to, physical keys and locks).

f “Computer software,” as used herein, is digital information which can be
interpreted by a computer and any of its related components to direct the way they work.
Computer software is stored in electronic, magnetic, or other digital form. It commonly
includes programs to run operating systems, applications, and utilities.

g. “Computer-related documentation,” as used herein, consists of written,
recorded, printed, or electronically stored material which explains or illustrates how to
configure or use computer hardware, éomputer software, or other related items.

h. “Computer passwords and data security devices,” as used herein, consist of
information oritems designed torestrictaccess to or hide computer software, documentatior,

or data. Data security devices may consist of hardware, software, or other programming
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code. A password (a string of alpha-numeric characters) usually operates as a sort of digital
key to “unlock” particular data security devices or to access/open files resident on a
computer. Data security hardware may include encryption devices, chips, and circuit boards.
Data security software of digital code may include pro gramniin g code that creates “test” keys
or “hot” keys, which preform certain pre-set security functions when touched. Data security
software or code may also encrypt, compress, hide, or “booby-trap” protected data to make
it inaccessible or unusable, as well as reverse the process to restore it.

1 The “Internet” js a collection of computers and computer networks which are
connected to one another via high-speed data links and telephone, cable, fiber optic, wireless
and satellite communications for the purpose of sharing information, Connections berwéen
Internet computers exist across state and international borders and information sent between
computers connected to the Internet frequently crosses state and international borders, even
if those computers are in the same state, A network is al series of devices, including
computers, servers, and telecommunication devices, connected by communication channels.

J. An Internet Service Provider (ISP) is a commercial service that provides
Internet connectivity to its subscribers. In addition to providing access to the Internet via
telephone lines or other telecommunications lines/cables, ISPs may also provide Internet e-
mail accounts and other services unique to each particular ISP such as Usenet (newsgroups)
and chat/messaging functions. ISPs maintain records pertaining to the individuals or

companies that have subscriber accounts with it. Those records could include tdentifying and
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billing information, account access information in the form of Jog files, e-mail transaction
information, posting information, account application information, customer service

information and other information, both in computer data format and in written record

format.

k. A “server” is a centralized computer that provides services for other computers
connected to it via a network. The éomputers that use the server's services are sometimes
called "clients."

1. “Usenet” is a service on the Internet which utilizes a network of computers to
facilitate the posting of messages, also referred to as articles, in public virtual locations
known as “newsgroups.” Usenet began as a simple discussion forum for exchanging text
messages, but has grown into a hugely distributed file sharing network where software,
music, pictures, and videos can be easily traded and shared. These files are posted and
retrieved from newsgroups by attaching them to newsgroup messages/articles. Usenet hosts
more than 150,000 newsgroups that are organized by topic. To use this service, an individual
must use a client application (software), commonly referred to as a news reader, to post
and/or read messages to/from a Usenet server. Through the Internet, the server then passes
the message on to other servers until it has been rephicated or propagated on Usenet servers
worldwide. Other individuals can then download the message by accessing their respective
Usenet server via their personal (chent) computers. To participate in a newsgroup, an

individual must either access a Usenet server operated by their ISP, or subscribe to a separate
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Usenet service, commonly referred to as a News Service Provider (NSP), which 1s typically
a commercial entity or organization that provides Usenet news as its primary or sole activity.,
m.  Newsgroups follow a particular naming convention which provides the user
with an id¢a of what type of group; or what type of material or discussion é‘ person would
expect to find in that specific newsgroup location. ’Ma‘ny Usenet newsgroups have abranch
from the root alt. category (i.e. alt.binaries) where hundréds of newsgroups exist that are
solely for the purpose of transferring binary files, rather than readable text messages.
Newsgroups are categorized by one of approximately eight different Usenet categories:
Alt,* = alternative material
Misc.* = misc. topics (e.g. education, items for sale, etc.)
News.* = discussions about news material
Rec.* = recreation and entertainment topics
Sci.* = science related topics
Soc.* = social issues and topics
Rel.* = religious related topics
Humanities.* = fine asts, literature and philosophy
. An example of the newsgroup “alt.binaries.pictures.erotica.pre-teen" would
breakdown as follows:
“alt” ... “alternative™ - not yet formally accepted material.

“binaries” ... a file of some kind: image, sound, program, etc. (typically
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means ‘not just text’).
“erotica” and “pre-teen” ... more than likely discusses or depicts images
of erotic or pre-teen material,

0. There are generally two types of files uploaded to newsgroup locations: text
or binary. A text file is just that, it includes readablc words (i.e. amessage/article). A binary
file is comprised of digits rather than text, and can be a music file, picture/video file, a
software program, etc.

p. A newsgroup message is preceded by header lines which contain specific or
unique information associated with that particular posting. Through the use of this header
information, it is possible to identify an individual that posted the newsgroup message. The
header contains at least the following header lines:

"From" - contains the electronic mail address and/or a self created
nickname of the person who sent the message;

"Date" - the date and time stamp when the meésage was originally
posted to the network;

"Subject” - a short summary of the content of the message to enable a
reader to make a decision based on the subject whether to read the message;

"Message ID" - the message's unique identifier. To ensure the
uniqueness of the Message ID, it may not be reused during the lifetime of the message;

"Path" - the network path the message took to reach the current system.
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