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Abstract

Recently, blockchain trustless properties started to be investigated to design cooperation enforcement mechanisms in
many systems. This paper presents a comprehensive and detailed review of works on blockchain-enabled data forwarding
incentives for multi-hop MANETs. We contextualize the problem of selfish misbehavior in networks composed of routers
that are property of different participants: community, D2D, and vehicular networks, including DTN alternatives.
We discuss how uncooperative behavior from multiple device owners leads to unreliable communication affecting trust
in MANETs. We summarize pre-blockchain incentive mechanisms for data forwarding, classified as credit-based and
reputation-based, and outline game-theoretic approaches. We discuss blockchain features useful for data forwarding
incentives in multi-hop MANETs, detailing off-chain mechanisms that have been applied in the state-of-the-art. We
describe the critical points in the state-of-the-art based on research papers, patents, and products. Finally, we discuss
and summarize existing strategies and challenges for further research.
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1. Introduction

Specific mobile ad hoc networks (MANET) have been
proposed to expand network coverage to regions that
conventional networks cannot reach. Some examples
of MANETs are community networks, device-to-device
(D2D) networks, and vehicular networks (VANET). The
main goal of community networks [1, 2, 3] is to provide
Internet access to low-income and remote areas, where
commercial service providers and public policies do not
reach. D2D networks [4] enable wireless communication
among personal devices and the Internet of Things (IoT)
as a complement to infrastructured networks. VANETs [5]
allow communication along roads using vehicles as relays.
D2D and VANET could also be designed as Delay-Tolerant
Networks (DTN) [6] that admit long communication de-
lays.

Those MANETs require cooperative sharing of resources
to enable reliable data forwarding. However, misbehaved
nodes could undermine network reliability by acting self-
ishly, taking advantage of cooperation from other devices,
and avoiding making their resources available. This be-
havior is also known as free-riding.

There is plenty of research in mechanisms that aim to
prevent free-riding as shown in the survey from Jedari
et al. [7]. Most of them adopt credit-based incentives
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or trust-building reputation mechanisms. Game-theoretic
modeling has also been investigated in order to maxi-
mize data delivery ratio among participants. Credit-based
mechanisms require tamper-resistant hardware modules or
trusted third-parties. Reputation-based mechanisms are
prone to second-order free-riding [8], which consists of de-
vices that avoid contributing to the reputation mechanism.

Recently, blockchains started to be adopted to pro-
vide financial compensation for collaborative participants
in MANETs. Blockchains have trustless properties (i.e.,
they achieve dependable and secure properties without the
need for trusted third-parties) [9] that apply to incentive
mechanisms in MANETs. These properties could allow
collaborative nodes to join and leave MANETs without
prior trust assumptions and to be rewarded according to
their cooperation. This work aims to gather the state-
of-the-art in multi-hop incentivized MANETs that adopt
blockchains for incentives in data forwarding, outline their
strategies, and discuss their challenges. Our contributions
are: an overview of the state-of-the-art in blockchain-based
mechanisms for incentives in data forwarding in multi-hop
MANETs; outline their strategies and challenges; discuss
directions for further research to advance in this topic.

After this introduction, we organize this paper as shown
in the roadmap of Figure 1. Section 2 contextualizes reli-
ability and trust issues due to the free-riding problem in
data forwarding in multi-hop MANETs. Section 3 shows
pre-blockchain incentive mechanisms for this problem pro-
posed in the literature. Section 4 presents an overview of
blockchain concepts. Section 5 is a review of the state-
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Figure 1: Roadmap of this paper

of-the-art consisting of research papers, products, and
patents. Section 6 is a discussion of the incentive strategies
found in the state-of-the-art and open challenges. Finally,
Section 7 presents our conclusion.

2. Ownership, Reliability and Trust in MANETs

Other works review the problem of cooperation in
MANETs in a user-centric (or human-centric) perspec-
tive [10, 7]. We consider the ownership of devices and
their relationship with reliability in a more general and
precise viewpoint. We analyze the selfish misbehavior in
MANETs according to how participants (economic agents
as individuals or organizations) allocate their network re-
sources to cooperate ith other participants.

This section characterizes network elements that present
selfish misbehavior and how their conduct compromises
reliable communication. First, we present a misbehav-
ior classification for MANETs to distinguish selfish mis-
behavior from malicious activity. Later, in order to con-
textualize the problem of network router’s selfish misbe-
havior in multi-hop MANETs, we describe the expected
consequences of selfish misbehavior in MANETs network
elements. Moreover, we discuss how router ownership af-
fects data forwarding reliability and, consequently, their
trustworthiness. Finally, we describe well-known types of
MANETs that are prone to such selfish misbehavior.

2.1. Misbehavior in MANETs

Misbehavior in MANETs can be classified according to
the intention of the participants, as shown in Figure 2. Un-
intentional misbehavior appears independently of a partic-
ipant’s will, such as node mobility and transmission errors.
Intentional misbehavior can be subdivided into malicious
and selfish. Malicious misbehavior consists of attacks such
as vandalism, denial of service, and exploration of proto-
col vulnerabilities. Selfish misbehavior consists in refusal

to cooperate in the network operation providing compu-
tational, network and energetic resources because this im-
plies an opportunity cost.

MANET misbehavior

Unintentional Intentional

SelfishMalicious

Figure 2: MANET misbehavior

A MANET assumed to be cooperative in order to guar-
antee its sustainability may have its resources depleted by
a lack of cooperation and excessive or uncoordinated de-
mand. The most direct effects of selfish misbehavior in the
reliability of packet-switched MANETs are packet loss and
delivery delays. These effects are due to selfish routers that
drop or delay packets, and avoid to cooperate, overloading
other cooperative routers. Applications that rely on proto-
cols with confirmation, such as those over TCP/IP, could
be affected by packet loss. Real-time applications such as
voice calls, videoconferences, or control loops, could be af-
fected by high latency and jitter. To better contextualize
the problem that this survey focuses, we illustrate exam-
ples of selfish misbehavior in the lower network OSI layers:
physical layer, link layer, and network layer.

2.1.1. Physical Layer

Disputes for channel allocation in unlicensed radio fre-
quencies is an example of selfish misbehavior in the phys-
ical layer [11]. Nodes competing for selfishly using a non-
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regulated radio spectrum in the same area could lead to
inefficient spectrum allocation and interference. Cogni-
tive radios [12, 13] deal with this problem sensing envi-
ronment spectrum usage and dynamically changing signal
frequency, bandwidth, waveform, and power.

Figure 2 illustrates access points disputing channel al-
location over time in IEEE 802.11 unlicensed spectrum.
In this example, access points A, B, C, and D have ra-
dio signals in overlapping areas, as shown in Figure 2a.
Thus, they need to cooperate to avoid interference, ad-
justing radio frequency, bandwidth, and power. Figure 2b
shows channel allocation changes of each access point over
time. In case of interference, node B does not cooperate
because it never changes channels or decreases power to
reduce coverage. Also, node B allocates channels 3 and 4
simultaneously, and it does not reduce its bandwidth when
nodes C and D try to use channel 3.

2.1.2. Link Layer

IEEE 802.11 CSMA/CA MAC protocol design relies on
random contention times for the wireless channel shared
among multiple active nodes. The protocol assumes co-
operative behavior and operates efficiently if nodes follow
random times strictly [14]. However, with the emergence
of programmable network adapters, firmware can be over-
written to maximize individual nodes’ performance self-
ishly [15].

In this situation, instead of respecting the protocol bi-
nary exponential backoff process before starting a trans-
mission to avoid traffic congestion in the network, selfish
nodes could reduce contention window sizes to increase
their chance of gaining media access to communicate. Fig-
ure 4 illustrates the backoff slots from the contention win-
dow that could be reduced to increase the chance of gain-
ing media access. If this behavior is widespread in the
local link, then the number of collisions would deplete its
capacity.

2.1.3. Network Layer

Multi-hop networks composed of routers that are prop-
erty of different owners are prone to the free-riding prob-
lem. In this context, a free-rider is a router that con-
sumes more than contributes to the network, i.e., produces
messages that are rightly forwarded by other routers, but
do not relay messages from other devices reciprocally. In
other words, a free-rider router takes advantage of coop-
eration from other routers and selectively avoids using its
resources (energy, processor, memory, storage, and band-
width) to contribute with the routing protocol and to for-
ward messages from other devices. From an individual
perspective, discarding messages may be advantageous to
a router than relaying them to the next-hop. This al-
lows the router to prioritize its own traffic, tasks and to
preserve battery lifetime. However, when free-riding be-
havior is widespread, it degrades network dependability
and performance. This survey focuses on the problem of
free-riding applied to multi-hop MANETs [16] [17].

Figure 5 illustrates a MANET with messages repre-
sented by MSD, where S is the source node and D is the
destination node. Each message MSD has only one source
and one destination, though this problem description can
easily be extended to the cases that the message has one
source and multiple destinations. The path of message
MAF includes node B, which is a selfish node that char-
acterizes a free-rider. Node B discards message MAF to
prioritize its own traffic. Though, node B still takes advan-
tage of the cooperation of other nodes and keeps producing
messages that are relayed rightly by them.

2.2. Reliability affects Trust

In a general definition derived from social sciences, trust
is the degree of subjective belief about a particular en-
tity’s behavior. In this context, the reputation of an en-
tity is established from its previously performed actions.
Due to the unique characteristics of MANET environments
and the inherent unreliability of wireless channels, partic-
ularly collaborative MANETs, composed of routers that
are property of distinct owners, the concept of trust in
MANETs should be carefully defined [18]. We adopt the
trust definition from Li and Singhal [19], who states that
trust is the belief that an entity is capable of performing
reliably, dependably, and securely in a particular case. The
particular case here is the data forwarding in MANETs.

Trust management systems intend to improve network
reliability and usually are based on monitoring, directly
and indirectly, nodes’ behavior. The rationale is to trust
on the most reliable nodes, i.e., nodes with a higher proba-
bility of forwarding packets or contributing to the routing
protocol. A series of works use reputation mechanisms
to evaluate nodes’ trustworthiness for reliable and secure
packet forwarding [20, 21, 22, 23].

2.3. Ownership affects Reliability

This subsection describes how ownership affects nodes’
reliability and, in consequence (Section 2.2), trust in
MANETs. Multi-hop MANETs composed of devices that
are property of distinct participants are prone to the free-
riding problem illustrated in Figure 5. In such scenar-
ios, selfish users tend to give preference to their own traf-
fic in detriment of others’ traffic [16] [17]. Selfish users
avoid sharing capital expenditure (CAPEX: routers, an-
tennas, cabling, and licensing) and operational expendi-
ture (OPEX: backhaul contracts, electric energy, working
hours, and maintenance) to forward traffic that is not use-
ful to them. From a selfish perspective, traffic from other
users is not useful. Selfish nodes tend to lower others’
traffic preference or even to reject forwarding because al-
locating resources to forward others’ traffic is an oppor-
tunity cost. This selfish behavior affects MANET nodes’
reliability and, thus, their trustworthiness (Section 2.2).

Some works [24] also argue that in networks without
a central authority, nodes tend to act selfishly. In con-
trast, selfish misbehavior does not affect networks com-
posed of routers that are property of institutions such as
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universities, companies, and government offices. In such
situations, network devices are configured by the same au-
thority and do not present the free-riding behavior in data
forwarding and routing protocols. Similarly, in networks
for military or rescue operations, nodes cooperate for the
critical purpose of the network because they are generally
under the control of a single authority, even when com-
posed of devices of different owners. Categorically, owners
of devices concede authority for central coordinators that
operate the network to manage devices for a common goal,
so that conflicts of interest related to the property of re-
sources cease. Thus, ownership, instead of authority, is
the determining factor for selfish behavior.

2.4. MANETs prone to free-riding

This work focuses on blockchain solutions that could
found incentive mechanisms to expand and support multi-
hop MANETs. The systems of interest cope primarily
with the free-riding problem in data forwarding for multi-
hop networks complementary to the Internet that could
attend underserved areas. Figure 6 illustrates the types of
MANETs with routers that are property of different par-
ticipants and prone to selfish and uncooperative misbehav-
ior: community networks, device-to-device networks, and
vehicular networks, including corresponding delay-tolerant
variations.

Due to the extensive research on methods for mitigat-
ing selfish misbehavior in systems, we outline examples
of systems that also have advancements on this issue but
are outside of the scope of our study: incentivized over-
lay and P2P networks; protocols of OSI layers that are
not specific for multi-hop networks, such as physical and
link layers; network access services such as paid hotspots;
crowdsensing systems; data trading systems. This sepa-
ration is essential to contextualize our focus on incentives
for data forwarding discussed in Section 3. Furthermore,
Section 4.3 presents a series of works to contextualize how
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Figure 6: MANETs composed of routers that are property of different participants.

blockchains have been applied for incentives in services
other than data forwarding. The following subsections de-
tail the types of networks illustrated in Figure 6, prone to
the free-riding problem in data forwarding.

2.4.1. Community networks

Community networks [1, 2, 3] are a type of wireless mesh
network [25] that aims to provide last-mile infrastructure
for Internet access in underserved or underdeveloped ar-
eas. They are typically deployed in areas where market or
public policies failed to deliver service, such as rural areas,
shantytowns, including indigenous and nomadic popula-
tions. Community networks are composed of shared low-
cost off-the-shelf routers that form a cooperative multi-
hop network that interconnects user devices to an ISP.
These networks are more static than typical MANETs and
can also adopt wired communication between hops. Com-
pared to other MANETs, trust in community networks
is easier to achieve due to more fixed and stable nodes.
However, they still are more ad hoc than well-established
Internet autonomous systems. Additionally, these net-
works allow deploying local services for communities to
save ISP bandwidth and enable more efficient, dependable,
and secure services. Many economic sustainability mod-
els have been proposed for community networks, including
new blockchain-enabled incentive mechanisms.

2.4.2. D2D networks

In contrast to community networks, device-to-device
(D2D) networks [26] (or even client wireless mesh net-
works) [27] are inherently more dynamic and ephemeral
than community networks. Routers are personal mobile
devices such as notebooks, smartphones, tablets, and other

devices with WiFi, Bluetooth, NFC, or other short-range
wireless technology. Nodes can join and leave the network
using and contributing to the operation of the network
while active. Additionally, some devices can share Internet
access through 3GPP connectivity or WiFi Access Points
(AP). It is harder to establish trust between nodes because
the neighborhood is constantly changing, and reputation
information becomes obsolete quickly. There is a challenge
in managing trust for identifying misbehavior when nodes
migrate from one network to another. Routing protocols
should address those trust and dynamicity characteristics
in their path discovery. It is essential to notice the differ-
ence between this category of network from the Internet
of Things (IoT). In D2D networks, we address only de-
vices from different owners. The IoT could also comprise
whole networks from the same owner (individual or insti-
tutional) that do not present conflicts of interest in the
network operation. Moreover, D2D networks could serve
as infrastructure for IoT devices.

2.4.3. Vehicular ad hoc networks

A vehicular ad hoc network (VANET) [5] is a MANET
type that vehicles work as routers that relay data. Usually,
they serve for vehicle coordination, traffic information, and
road services (emergency, gas stations, restaurants), but
they can also provide last-mile Internet access as in other
wireless mesh networks. VANETs have specific protocol
stacks over radio and infrared technologies [28] that con-
sider mobility patterns and vehicle orientation along roads.
Communication is typically classified as V2V (between
vehicles) or V2I (between vehicles and infrastructure de-
vices). Roadside units (RSU) are arranged along the road
to enable V2I communication. VANETs also present simi-
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lar challenges for managing trust as in D2D networks [29].
Flying ad hoc networks (FANET) [30] is a particular case
of vehicular network specific for unmanned aerial vehicles
(UAV) that present distinct requirements.

2.4.4. Delay-Tolerant Networks

Delay-tolerant networks (DTN) [6] are also known as
disruption-tolerant networks or opportunistic networks.
The objective of DTNs is to enable communication in
MANETs that are constantly partitioned. This type of
network follows the store-carry-forward paradigm that
consists of extending the store-and-forward principle with
the physical mobility of devices. Instead of immediately
forwarding received data, routers carry data until they find
an opportunity to forward them to another router toward
the destination. This process increases latency and jit-
ter significantly but enables communication for classes of
applications that are not sensitive to such delays.

D2D networks [31] and VANETs [32] can also be de-
signed as DTNs, as illustrated in Figure 6. In the exam-
ple of the D2D networks, a participant (icon with dashed
contour lines) migrates from a D2D network with no In-
ternet connectivity and opportunistically carries data from
that network to another D2D network with Internet access
through a participant’s 3GPP connection. In the VANET
example, a car (icon with dashed contour lines) detects
a landslide on the road and sends road condition infor-
mation to a car crossing nearby in the opposite direction
using V2V communication. This car is able to opportunis-
tically disseminate this information to other cars directly
(V2V) or indirectly (V2I and I2I), distributing it to RSUs
alongside the road.

Typical MANETs trust and reputation mechanisms can-
not be readily applied to DTNs because behavior mon-
itoring is not straightforward since such deployments are
prone to frequent partitions and exhibit high mobility [33].
Moreover, there is a particular class of DTN that merges
social awareness in routing decisions [34] [35]. The ra-
tionale behind social-aware networks (SAN) is to increase
data delivery reliability by trusting devices from owners
who have more interaction with other participants or en-
gage in specific communities. Generally, they gather in-
formation from social networks to find relations between
participants that could serve as metrics for routing deci-
sions.

3. Incentive mechanisms in MANETs

An incentive mechanism can be defined as a system rule
whose goal is to induce participants to act in a specific way.
Collaboration could be achieved with rewards to stimu-
late cooperation or punishments to discourage misbehav-
ior. For instance, in a market, a payment could serve as
an incentive, working as a reward, whenever a participant
offers a service or sells a good, and as a punishment, every
time a participant consumes a good or service.

In order to mitigate selfish misbehavior in MANETs,
many works have been proposed in an incentive perspec-
tive [10, 36, 7]. On the one hand, a trust-based view-
point relies on past interactions between nodes to estab-
lish their trustworthiness, classifying nodes accordingly to
their reliability. On the other hand, incentives focus on
consequences from cooperative or uncooperative behavior.
Some of these mechanisms are classified predominantly
as trust management-based by some works [20] and as
incentive-based by others [37]. The classification depends
on the author’s viewpoint. For example, a selfish node
marked as untrusted could be incentivized to change its be-
havior by sanctions such as traffic shaping or isolation. For
the sake of clarity, we understand that pre-blockchain in-
centive mechanisms are a manner of building trust among
participants. Additionally, we use the term incentive in-
distinctly from cooperation enforcement [38].

Incentive mechanisms assume that participants act ra-
tionally, from an economic perspective. In fact, there are
cases that participants contribute without economic in-
centives, such as in altruistic and community spirit-driven
behavior that motivates volunteering [39]. Those subtler
and subjective motivations, such as social status, influ-
ence, and affection, are beyond this work scope. We believe
that depending on participants’ subjective characteristics
is not enough for sustaining MANETs because even vol-
unteering requires economic investment for CAPEX and
OPEX [40, 41]. In other words, volunteering tends to cease
when volunteer resources are scarce or get depleted.

Furthermore, Félegyházi et al. [24] indicated that coop-
eration solely based on nodes’ self-interest could exist in
theory. Although, their simulation results indicate that,
in practice, the conditions of cooperation is unlikely to
happen in the absence of incentive mechanisms.

Nevertheless, incentive mechanisms do not necessarily
provide strong authentication of entities. Instead, they
contribute to identifying the trustworthiness of peers and
enforce cooperation using mutual incentives [42].

3.1. Classification of Incentive Mechanisms

There is a large amount of literature on incentive mech-
anisms for data forwarding in MANETs. Reported mech-
anisms fall into two categories illustrated in Figure 7:
reputation-based and credit-based mechanisms. Most of
these mechanisms adopt security protocols schemes with
cryptographic tools to punish misbehaved nodes or enforce
payment to contributing nodes. Other classifications in-
clude game-theoretic approaches that could even result in
reputation-based or credit-based mechanisms [43].

Credit-based mechanisms. Credit-based mechanisms, il-
lustrated in Figure 8, model the data-forwarding task as
a service that can be valuated and charged. These mod-
els incorporate a form of virtual currency to regulate the
dealings between the various nodes for data forwarding in
multi-hop networks. Virtual currency is used by source
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and destination nodes to pay forwarder nodes. Also, for-
warder nodes are incentivized to relay messages to earn
credit because they need credit when they assume the role
of source or destination of messages to pay other forwarder
nodes. Those mechanisms deploy different distributed
algorithms and cryptographic techniques for secure pay-
ment and traffic accounting to ensure fair rewards. Two
approaches have been widely adopted for secure credit-
based mechanisms: tamper-resistant hardware that se-
cures credit accounting with dedicated hardware modules
attached to the network interfaces; virtual banks that de-
pend on a trusted third-party service responsible for cen-
tralized accounting. SMART [44] is a virtual bank ex-
ample for DTNs, and FRAME [45] is a tamper-resistant
hardware example to incentivized VANETs.

Furthermore, credit-based mechanisms present reci-
procity limitation, i.e., a participant credit is bound to
its contribution in data forwarding. Consequently, if there
is no traffic demand to be forwarded by other participants,
a high demanding node cannot acquire enough credits to
pay other nodes to forward its data. Some credit-based
mechanisms solve this issue by introducing an external cur-
rency [46]. Moreover, conventional payment methods for
wireless and mobile applications [47] also require trust in
third-parties and are not network protocol-aware, such as
credit-based incentives solutions.

Bogliolo et al. [10] were the first to suggest using
blockchains for credit-based incentives in MANETs in
order to eliminate the need for trusted third-parties or
tamper-resistant hardware. Figure 8 also illustrates a hy-
pothetical incentive mechanism that relies on a blockchain
for distributed secure methods for traffic accounting and
respective payments. This figure depicts a typical P2P
overlay network that distributes blockchain transactions.
Blockchain-based approaches are described in Section 5.

Reputation-based mechanisms. Reputation-based mecha-
nisms [20, 21, 22, 23] evaluate the reputation of nodes
to forward packets through the most reliable nodes. The
reputation of a node increases when it carries out rightly
the task of forwarding data sent by its neighbors. Mech-
anisms in this category measure the reputation of other
network nodes and incorporate techniques that isolate or
shape traffic of misbehaving nodes, that is, those that show
a low reputation value. Likewise, reputation mechanisms
can prioritize the traffic of well-behaved nodes. CONFI-
DANT protocol [20] is an example of a reputation-based
mechanism for MANETs. ICARUS [48] is an example of a

hybrid incentive mechanism that combines reputation and
credit techniques.

A well-known challenge of reputation mechanisms is the
second-order free-riding problem [8], i.e., participants who
do not spend resources detecting and punishing free-riders.
Nodes with such behavior take advantage of other’s efforts
in reputation management similarly to simple free-riding.
Efforts to mitigate higher-order free-riders still present the
dilemma in the next order. For instance, a reputation
mechanism that prevents up to second-order free-riders
still suffers from misbehavior from third-order free-riders.

Furthermore, a series of works also implement reputa-
tion mechanisms on top of blockchains to handle misbehav-
ior in MANETs [49, 50, 51, 52, 53]. They adapt existing
pre-blockchain mechanisms to store reputation informa-
tion on-chain to detect malicious misbehavior. However,
they are outside of the scope of this survey because they
are prone to the second-order free-riding and cannot han-
dle selfish misbehavior efficiently.

Game-theoretic approaches. Game theory [54] models sit-
uations in which multiple participants select strategies
that have mutual consequences. A game consists of a
set of n players, 1, 2, . . . , n. Each player i has its own
set of strategies Si. To play the game, each player i

chooses a strategy si ∈ Si. Let s = (s1, . . . , sn) de-
note the vector of strategies selected by the players and
S = S1 × S2 × . . . × Sn represents the set of all possi-
ble ways in which players can pick strategies. The vec-
tor of strategies s ∈ S selected by players determines
the outcome for each player. Suppose a player always
achieves a better outcome by using a unique strategy than
using other strategies, independent of the strategies the
other participants played. In that case, we say that the
strategy is the player’s dominant strategy. If players se-
lect strategies such that no one can unilaterally change
its strategy to gain more payoff, we say that the game
reaches a Nash equilibrium. The game theory subareas
can be classified into cooperative/non-cooperative games,
dynamic/static games, repeated/one-interaction games, fi-
nite/infinite games, and n-person/two-person games.
Algorithmic game theory design [55] is a subarea of game

theory that deals with the design of games. It studies op-
timization problems where the underlying data is a priori
unknown to the algorithm designer and must be, implicitly
or explicitly, extracted from selfish participants, e.g., via a
bid. The high-level goal is to design a protocol, i.e., an in-
centive or cooperation enforcement mechanism, that inter-
acts with participants so that even selfish non-cooperative
behavior yields a desirable outcome. Notably, when truth-
telling is the dominant strategy of all participants, we say
the mechanism is incentive compatible.
The book Game Theory in Wireless and Communica-

tion Networks [56] presents a comprehensive compilation
of game-theoretic works for multi-hop MANETs, including
games to incentivize data forwarding. For example, data
forwarding in a non-cooperative MANET can be modeled
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as a repeated-game that consists in the same game re-
peated over time. Players (nodes) become aware of other
players’ past behaviors and change their strategies accord-
ingly, allowing reputation evaluation, punishment, and ret-
ribution. Han et al. [57] model a self-learning repeated-
game that each node iteratively adjusts its forwarding
probability to avoid being punished by other nodes. DAR-
WIN [58] is another example of a game theory-based rep-
utation mechanism for MANET data forwarding. Stackel-
berg games involve a hierarchical decision-making process
and divide players into leaders and followers. Leaders are
players that hold stronger positions and could impose their
strategies upon the others. Followers are limited to react
to leaders’ strategies. Ileri et al. [59] model a credit-based
incentive for multi-hop MANETs as a Stackelberg game in
which leaders are Access Points (AP) and followers are de-
vices that forward data toward the AP. Evolutionary game
theory (EGT) is a biological-inspired approach that mod-
els the evolution of strategies through pairwise interactions
between individuals. In EGT, the payoff of a strategy can
be interpreted as its fitness, and strategies with higher
fitness have more chances to reproduce. Tang et al. [60]
proposed an EGT game MANETs based on indirect reci-
procity and incomplete information.

3.2. Indirect effects of incentivized MANETs

Besides the potential of deploying sustainable networks
in areas not covered by conventional services, incentivized
MANETs could also minimize nonessential and undesired
traffic. For instance, in a credit-based incentive mecha-
nism, mitigation of DDoS from IoT botnets [61] can be
achieved allocating credits enough for no more than reg-
ular operation of this class of devices. Any attempt to
execute a DDoS attack would consume credits and deter

it [62, 63]. Similarly, spammers could be hampered, requir-
ing payment for traffic in order to send messages. Further-
more, from an Internet-wide perspective, the addition of
credits could also reduce spurious and unwarranted traf-
fic, including malicious traffic [64], that consumes network
resources [65, 66].

4. Overview of blockchains

Blockchains are distributed databases organized as se-
quential chains of blocks that store transactions, as illus-
trated in Figure 9. The figure exemplifies transactions
secured by a Merkle tree in each block. Nodes achieve con-
sensus for new block contents in a trustless approach [9],
eliminating the need to trust in third-parties. Once a new
block of transactions is appended to the blockchain, it has
a very low probability of being invalidated.

Nonce Hash

Hash AB

TX Root

Hash CD

TX A TX B TX C TX D

Hash A Hash B Hash C Hash D

Nonce Hash

TX RootTimestamp Timestamp

... ...

Block N Block N + 1

Figure 9: Typical blockchain structure, with transactions (TX) se-
cured by a Merkle tree in each block.

Bitcoin was the pioneer blockchain that proposed a se-
cure and trustless P2P system for payments over the In-
ternet [67]. It secures the most used and valuable cryp-
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tocurrency (BTC) today and inspired many other systems
for innovations other than financial transactions over the
Internet.

Scripts and Smart Contracts. Blockchains such as Bit-
coin also allow encoding rules and scripts for processing
transactions. This feature evolved to the point that sup-
ports programs called smart contracts [68, 69]. The con-
sensus protocol automatically enforces the trusted execu-
tion of these programs in a traceable and irreversible way.
Ethereum [70], for example, transforms blockchains in fi-
nite state machines, which state transitions are equivalent
to cryptocurrency transactions, and enable secure and de-
centralized applications.

Transactions. Each transaction in Bitcoin, say Alice pay-
ing Bob 10 BTC, has one or more transaction out-
puts (TXO), which serve as sums of spendable BTC.
These unspent sums are called unspent transaction outputs
(UTXO). They remain UTXOs until the owner (Bob, for
example) redeems them to pay someone else. After that,
they are referred to as spent TXOs. In a UTXO based
blockchain, there are no accounts or wallets at the protocol
layer. Instead, coins are stored as a list of unspent trans-
action outputs or UTXOs. Transactions are created by
consuming existing UTXOs and producing new UTXOs in
their place. Rather than following in Bitcoin’s principles,
smart contract-based blockchains have chosen to employ
an account strategy. Instead of having each coin uniquely
referenced, coins are represented as a balance within an
account. Accounts can either be controlled by a private
key or a smart contract.

Consensus. Consensus algorithms are the core of
blockchains and serve to establish agreement of the con-
tent and ordering of transactions among nodes [71]. Initial
systems adopted CPU-bound [67] and memory-bound [72]
algorithms known as Proof-of-Work (PoW). In such con-
sensus algorithms, nodes are incentivized to calculate time-
consuming challenges based on the data of new transaction
blocks. The challenges results are verifiable hashes that
chain the previous block with the new one. Nodes that exe-
cute such tasks are known as miners and are rewarded with
cryptocurrency when they successfully create a new secure
block. The reward could be a fee for transactions stored in
the new block or even the creation of new cryptocurrency,
also called mining. The trustless property comes from the
possibility of any node validating the integrity of blocks
independently, eliminating the need for prior trust estab-
lishment with third-parties. The mining reward is also an
incentive for potential attackers to contribute to the re-
liability of the system instead of using their resources to
attack it. In Bitcoin, for example, the condition for trust
in the network is that most of the computational power
from participants execute honest mining [67].

Permissionless and permissioned blockchains. Blockchain
can be classified according to the participation of nodes.
Zheng et al. [71] taxonomy characterizes blockchains as
public when they are permissionless, i.e., they allow any
node in the world to participate in the consensus proto-
col. In opposition, consortium or private blockchains are
permissioned, i.e., they require authentication of nodes.
Typically, public blockchains present trustless properties,
i.e., they do not need to establish trust among nodes to
provide dependable properties such as data integrity and
availability.

Scalability solutions. Blockchains systems present scala-
bility issues that limit their practical use for many appli-
cations: low throughput, that can be expressed in transac-
tions per second (tps) capacity; high financial costs, that
involves the amount of cryptocurrency spent in transaction
fees; and high storage costs, that relates to the size of the
blockchain file. Transaction confirmation time is another
issue related to the frequency that new blocks are created.
Several works have been proposed to mitigate these limita-
tions [73, 74]. They can be classified as on-chain (layer-1)
or off-chain (layer-2) scalability solutions.

On-chain approaches try to change aspects from con-
sensus algorithms to achieve slightly better scalability:
MAST [75] allows a Merkle tree to encode mutually ex-
clusive branches in a script reducing the size of a block;
in Sharding techniques [76], nodes are grouped forming a
shard, and each shard processes different blocks, improv-
ing throughput by parallel processing; SegWit [77] is a
technique that solves transaction malleability and allows
Bitcoin to process 1.7 times to 4 times more transactions;
in IOTA [78], there is no block, miner or transaction fee in-
volved, and every node can create transactions freely after
solving a specific computational task and choose two pre-
vious transactions to validate and approve them if valid;
Bitcoin-NG [79] consists in the election of a leader that is
allowed to create multiple consecutive blocks, increasing
tps.

Off-chain mechanisms are decoupled from the main
chain consensus protocol and could achieve high scalability
improvements. In Sections 4.1 and 4.2, we highlight off-
chain mechanisms for scalability known as channels and
childchains that have been explored in many incentivized
MANETs systems for data forwarding presented in Sec-
tion 5.

Furthermore, there are specific scalability solutions in
the context of fog and edge computing systems to en-
able the participation of resource-constrained devices in
blockchains. The paper from Xiong et al. [80] introduces
mobile devices that buy edge computing services for min-
ing tasks, and the equilibrium of reward sharing is achieved
using a Stackelberg game. Chen et al. [81] formulate an
offloading problem in a multi-hop perspective so that in-
termediate nodes are incentivized to forward mining tasks
from mobile devices to edge servers. A similar offloading
scheme was proposed [82] for cloud/fog computing using
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auction mechanisms. Wu and Ansari [83] described a fog
computing system that uses a simplified blockchain with
size limited to a fixed number of blocks and a cooperative
heuristic algorithm to reduce mining time.

4.1. Micropayment Channels

Blockchain channels have been proposed to enable the
secure exchange of transactions among parties outside of
the blockchain (named off-chain). These transactions act
as an escrow or promissory notes and are settled later
on the blockchain. A channel represents the relationship
among parties, outside of the blockchain, and can be clas-
sified as micropayment channels and state channels. The
former represents mechanisms that serve only for cryp-
tocurrency transfer transactions [84, 85], and the latter
is a generalization that intends to support state transi-
tions for smart contracts [86]. In this survey, we focus
on micropayment channels that can support credit-based
incentives.

Micropayment channels exchange transactions, i. e., the
altered balance of cryptocurrency. To set up the micropay-
ment channel between two parties, they should establish a
2-of-2 multi-signature address, with each of them holding
one of the keys. Multi-signature addresses require signa-
tures of at least n of a total of m participants (e.g., 2 of
2) to complete transactions and are typically implemented
using aggregated signatures [87] to minimize overhead.

The creation of a micropayment channel requires a
blockchain transaction, called funding transaction, and in-
volves regular transaction times and cryptocurrency fees
costs (Figure 10). The funding transaction represents
the deposit of an amount of cryptocurrency in the multi-
signature address of the channel. In this case, the funding
transaction sets the maximum amount that can be trans-
mitted on this channel.

Parties exchange signed transactions, called commit-
ment transactions, that alter the initial balance value (Fig-
ure 10). These transactions are valid transactions in that
they could be submitted for settlement by either party but
instead are held off-chain by each party pending the chan-
nel closure. Off-chain transactions enable minimal costs
and delays. The settlement transaction represents the fi-
nal state of the channel and is settled on the blockchain
by any of the parties (Figure 10).

In the end, only two transactions are recorded on the
blockchain: the funding transaction that established the
channel and a settlement transaction that allocated the fi-
nal balance correctly between the participants. The settle-
ment transaction must be signed among parties (for exam-
ple, multi-signature 2-of-2 address). The end of the chan-
nel can be cooperatively agreed or closed unilaterally by
broadcasting a commitment transaction on the blockchain.

Micropayment channel operation. Figure 10 illustrates a
simplified version of Bitcoin Lightning [88] micropayments
with two participants. Alice and Bob establish a micro-
payment channel with an escrow that holds 4 Bitcoin from

each party while the channel is active. Thus, transac-
tions are limited to a value up to the escrow. The first
transaction setups the channel on-chain. The following
transactions are exchanged between Alice and Bob and
held off-chain. Each commitment transaction represents
an agreement for a new balance. Even though the fig-
ure shows each commitment transaction with the signa-
tures of both parties, each party actually needs to keep
the transaction off-chain only with the other’s party sig-
nature. Each party adds its signature in the commitment
transaction only to send the transaction on-chain. Once
the commitment transaction goes on-chain, the balance
cannot be repudiated because it has signatures from both
parties. For example, in commitment transaction 1, Alice
pays 1 Bitcoin to Bob sending a new signed balance of 3
to Alice and 5 to Bob. Bob does not need to sign and
send the commitment transaction back to Alice because it
is only in Bob’s interest to maintain the new transaction
that gives him 1 Bitcoin more. If Alice tries to cheat, Bob
can sign the received commitment transaction signed by
Alice and send it on-chain to redeem the balance. The
correct finalization of the channel should use an on-chain
settlement transaction that must be signed by both parties
to redeem the balance.

There are many problems to maintain micropayment
channels correct operation. If one party disappears be-
fore establishing at least one commitment transaction, the
other party will lose the funds, since there is no commit-
ment performed. Besides, if one party broadcasts a com-
mitment transaction in his/her favor, the other party could
be wrongly paid for a service provided. For example, sup-
pose one malicious party should pay a value of 6 Bitcoins
to the other party for the whole service provided for 30
minutes. In that case, he/she could try to broadcast a
commitment transaction created in the first 15 minutes
and try to pay only 3 Bitcoins. Several strategies, not
detailed here, are used to prevent these malicious behav-
iors in micropayment channels [88]: time-locks, revocation
keys, and Hashed Time Lock Contracts (HTLC).

4.2. Childchains

Childchains are an off-chain mechanism that builds a
hierarchical tree of blockchains with a parent-child rela-
tionship, as illustrated in Figure 11. Transactions are pro-
cessed within childchains faster than consensus used in the
main chain, enabling more transactions per second.

Sidechains. At the higher level, a childchain operates sim-
ilarly to a sidechain [89]. A sidechain is a blockchain with
its own independently secured consensus algorithm and
is pegged to another blockchain. Value can be transferred
from one blockchain to another by relaying simple payment
verification (SPV) [67] proofs. An SVP proof allows us to
verify that an event in blockchain A has indeed occurred
in blockchain B. The purpose of sidechains is to add new
functionalities, improve privacy, and secure conventional
blockchains.
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Plasma. An example of childchain can be found in
Ethereum Plasma [90]. The first Plasma describes a
mechanism that enables connecting blockchains to a base
blockchain, often referred to as the rootchain or the main-
chain. Disputes that happen due to fraud in the leaves are
escalated to parentchains towards the mainchain. Thus,
the mainchain acts as the final arbitrator in the case of un-
resolved disputes. In this system, childchains are funded in
the mainchain (Figure 11), and for each of them, a smart
contract locks a cryptocurrency deposit pegged with to-
kens valid in the new childchains. These childchains can
create other childchains, becoming parent chains.

The created childchains behave like ordinary
blockchains, and the proofs of the transactions pro-
cessed there are stored in the parentchains with Merkle
root hashes of the plasma blocks. The responsible for
inserting the hashes in parentchains is known as the
operator. The operator could be a random node chosen
by an agreement protocol such as Proof-of-Stake or just
a centralized node. Authors argue that Plasma hierarchic
structure can be used not only for payments but also
for computation of smart contracts through MapReduce
operations. Furthermore, several variations of Plasma
have been proposed [91] [92], using different data models,
though all of them still present significant unresolved
issues for safety or liveness. Most issues are related to the
management of fraudulent users or operators, and require
onerous monitoring and challenge mechanisms.

4.3. Blockchain-incentivized services

Besides data forwarding for communication purposes,
blockchain features have been investigated to encourage
cooperative support for a variety of other services. Be-
fore presenting data forwarding incentives in Section 5,
we outline here a series of works that propose blockchain-
enabled incentives for other services. Incentives adopted
by those works could present common characteristics with
the state-of-the-art that deserve to be investigated in the
future.

Useful mining. PoW consensus algorithms use resource-
intensive tasks as challenges that should be solved by
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independent participants to receive financial compensa-
tion. Despite scalability concerns, PoW consensus algo-
rithms still efficiently support cryptocurrencies with fi-
nancially incentivized volunteers and without the need for
trusted third-parties. Nevertheless, some efforts [93] pro-
posed to combine useful calculations in resource-intensive
PoW challenges. Miners that solve those challenges implic-
itly provide a service and are rewarded similarly to tradi-
tional PoW. Preliminary groundwork has been proposed
in: Primecoin [94], which calculates prime numbers us-
ing Cunningan chains; NooShare [95], that executes Monte
Carlo simulations; Proof-of-eXercise [96], which solves ma-
trices for scientific problems.

Data storage. Alternatives have been proposed to provide
blockchain-incentivized distributed storage services [97].
For example, Permacoin [98] and Retricoin [99] have
consensus algorithms that reward nodes that contribute
with storage space using Proofs-of-Retrievability (PoR).
Filecoin is a blockchain-based digital payment system,
which supports digital storage and data retrieval for IPFS
users [100]. It proposes the Expected Consensus, which in-
cludes Proofs-of-Replication (PoRep) and Proofs-of-Space-
Time (PoSt) from nodes that store users’ data. In each
round of the consensus process, those proofs produce data
that randomly chooses a node that defines the next block
of the blockchain.

Data trading. Data trading platforms [101] facilitate the
exchange of datasets, bridging sellers and buyers. Upon re-
ceiving the buyer’s payment, the data exchange platform
will transmit the purchased data to the buyer and pay
the seller (after deducting the management fees or com-
mission). Chen et al. [102] proposed a blockchain-based
data trading framework for IoV that implements a double
auction mechanism to achieve the desired economic ben-
efit and protect the privacy of buyers and sellers. Dai
et al. [103] also propose a data trading platform where
both data exchange and buyers cannot obtain access to
the seller’s raw data, i.e., they get access only to the data
analysis findings.

Energy trading. Advances in renewable energy such as so-
lar panels and wind turbines enabled energy production in
end-consumers, often called prosumers, that can sell sur-
plus energy. In this context, blockchains can coordinate
local energy markets and incentivize the participation of
prosumers [104, 105]. Also, energy coins have been pro-
posed in PETCON [106] and BEST [107] for energy trad-
ing transactions among electric vehicles and microgrids in
blockchain consortiums.

Cloud/fog and edge computing. Many works have been
proposed in the context of cloud/fog and edge comput-
ing to rent unused processing capacity and to offload
tasks from resourced-constrained devices. The work from
Taghavi et al. [108] present a collaborative federation

of cloud providers that trade processing capacity among
them and deploy a blockchain-based monitoring to detect
service level agreement violations. Xiong et al. [80] con-
ceive resource-constrained mobile devices that buy pro-
cessing capacity from edge servers for mining tasks and
the equilibrium of reward sharing is achieved using a
Stackelberg game. A similar scheme was proposed for
cloud/fog computing using auction mechanisms [82]. Liu
et al. [109] proposed rewards for mobile edge computing
nodes that perform transcoding jobs in distributed video
streaming services. Lin et al. [110] designed a permissioned
blockchain system for secure offloading of bilinear pairings
from IoT nodes to edge servers.

5. Blockchain Incentivized Data Forwarding in

MANETs

MANETs are also starting to adopt cryptocurrencies
to improve network connectivity trust without the need
for trust in third-parties (trustless). Blockchain features
are suitable for scenarios that trust is difficult to estab-
lish or maintain, such as multi-hop MANETs with routers
that are property of different participants. In Section 3.1,
we outlined conventional reputation-based, credit-based,
and game theory-based incentive mechanisms for coop-
eration in multi-hop MANETs and their limitations. In
Section 4, we presented an overview of blockchain con-
cepts, highlighting those more relevant for blockchain-
incentivized services. This section is organized as fol-
lows: first, we discuss blockchain features that are specif-
ically useful for incentives in multi-hop MANETs; finally,
we present the state-of-the-art key points, including re-
search papers, products, and patents. Even though we
found many other works that combine blockchains with
MANETs, we excluded those works that do not relate
to reward incentive mechanisms for data forwarding and,
thus, are outside of the scope of this survey.

A series of blockchain features and concepts are useful
to incentivize data forwarding in multi-hop MANETs. For
instance, the elimination of trusted third-parties could en-
able decentralized and trustless MANET infrastructure.
Unlike the Internet, where autonomous systems (AS) usu-
ally have the bureaucratic and legal framework to establish
long-standing trust between them, MANETs are formed
by participant’s infrastructure with more loose and short-
lived relationships. In this context, blockchains allow par-
ticipating in MANETs without the need for trust in au-
thorities that could abuse of information asymmetry to
take economic and political advantages [111].

Credit-based incentives and blockchain. Most works in the
state-of-the-art are similar to credit-based incentives such
as those shown in Section 3.1 that cope with the free-riding
problem. Typically, credit-based incentives are limited by
reciprocity, i.e., a participant cannot use network services
beyond its contribution. This limitation does not exist
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with financially incentivized MANETs with cryptocurren-
cies. Any participant can use network services, given that
they have enough cryptocurrency to pay for it. Addi-
tionally, secure blockchain payment methods can elimi-
nate or reduce the need for full trust in third-parties and
tamper-resistant hardware used by previous credit-based
approaches (Figure 8). Actually, trustless payment confir-
mation is trivial with blockchain-based cryptocurrencies.

Blockchain systems adopted. Table 1 classifies the state-
of-the-art accordingly to the blockchain adopted in incen-
tive mechanisms: Bitcoin, Ethereum, or Other. Part of the
Ethereum based systems, instead of using ether (Ethereum
coin), implement their ERC-20 tokens [113, 119, 121, 126].
ERC-20 [127] is a protocol standard that defines smart
contract rules for issuing tokens on Ethereum. More-
over, as shown in Table 2, public blockchains based on
Proof-of-Work present performance for transactions per
second, transaction fees, and ledger size requirements that
are challenging for MANET devices and their incentive
mechanisms. For example, transaction fees could be pro-
hibitive for community networks that intend to provide af-
fordable connectivity. Besides, full ledger file size require-
ments are unfeasible for resource-constrained personal mo-
bile devices. Permissioned blockchains, adopted by some
systems [125, 128], allow better performance, though they
are not trustless.

Channels and childchains. Due to scalability limita-
tions (Section 4) to confirm on-chain transactions, many
MANET systems adopted off-chain mechanisms, such as
channels and childchains, to enable faster and cheaper
transactions. Table 3 classifies the state-of-the-art in on-
chain or off-chain mechanisms. Micropayments channels
(Section 4.1) have been widely applied in incentivized
MANETs for implementing ideas similar to conventional
escrows and checks. For instance, establishing a channel
needs an escrow that the parties should deposit as col-
lateral for transactions. Likewise, micropayments can be
compared as checks, because the transaction information
is kept off-chain by the parties until settlement in the main
chain. Childchains (Section 4.2) have a few proposals for
payments in incentivized MANETS but no public imple-
mentation yet. For instance, AMMBR [116] proposes us-
ing childchains in which members are nodes within a local
MANET to enable faster transactions.

Smart contracts. Both channels and childchains are de-
ployed over smart contracts (or simplified scripting, such
as in Bitcoin). Furthermore, there are other subsystems
implemented in smart contracts to support incentivized
MANETs. For instance, MeshDapp [125] deploys smart
contracts to estimate demand and supply of network for-
warding services, and define prices based on estimations.
Another example is Althea [113] that implements subnet-
working addressing and management over smart contracts.

State-of-the-art. In the next subsections, we present
blockchain-enabled data forwarding incentive mechanisms
for multi-hop MANETs found in research papers, patents,
and products. We outline the key points of each work and
classify them according to blockchain features that they
adopt in their incentive mechanism.

5.1. Kadupul

Kadupul [115] is a system that aims to incentivize data
forwarding in low-latency links for D2D DTNs. Nodes cre-
ate alternative local routes to allow low-latency commu-
nication, avoiding using slow or unreliable ISP’s uplinks.
The forwarding with low latency is incentivized with Bit-
coin time-locked puzzles [129].

Time-locked puzzles are mechanisms that hide informa-
tion in the blockchain for a specific time or until certain
conditions are satisfied. Bitcoin’s time-locked puzzle im-
plementation allows us to retain a reward until one of three
conditions is met: until a specific time passes; until a node
solves the puzzle; or until the solution is revealed. Kadupul
incentivizes nodes to forward data as soon as possible so
they can receive a key to decrypt the time-locked puzzle
and reward the forwarding nodes. Kadupul is routing pro-
tocol agnostic and suggests using P2P neighbor discovery
protocols to determine the forwarding path. The authors
propose five time-locked puzzle strategies from which we
highlight three: double incentive, all or nothing, and con-
tract forwarding. Kadupul involves high overhead setting
up puzzles and has no implementations for any strategy.

The double incentive forwarding makes the forwarders
lose their reward unless they forward the data intact to
the next-hop as soon as possible and creates an incentive
for assisting other forwarders. The sender must negotiate
the forwarding fees with forwarders. It then generates and
makes public a chain of rewards using time-locked encryp-
tion. The next step distributes the time-locked puzzle se-
crets and nonces to all forwarding nodes in the path. Each
forwarder n keeps the nonce, and each node n + 1 keeps
the secret. When the node n+1 receives the data, it sends
back an acknowledgment to the forwarder n containing the
respective secret needed to receive the payment.

The all or nothing strategy pays the reward to all nodes
only after the data is delivered to the destination. In-
stead of distributing secrets in advance, the final receiver
acknowledges the data delivery to the sender, and the
sender then unlocks the puzzles for all the forwarders. This
scheme requires more coordination between senders and
receivers but makes it difficult for the forwarders to col-
lude maliciously. It also increases the forwarding risk as
none of the nodes will receive their reward if the packet is
lost or delayed along the way.

The Contract forwarding works without prior establish-
ment of the forwarding path as the two previous strategies.
The sender negotiates a forwarding contract with another
node to bring the data to the recipient. It is then up to the
node that accepted the forwarding contract to deliver the
data as fast as possible. This node may use any number
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Table 1: Blockchain Incentivized MANET Systems

Bitcoin Ethereum Other/Undefined
RouteBazzar [112] Althea [113] Routing Based Blockchain [114]
Kadupul [115] AMMBR [116] Skywire [117]
LOT49 [118] Rightmesh [119]
Post-disaster DTN [120] Blockmesh [121]
VDTN – RSU-to-RSU [122] VDTN – RSU-to-vehicle [123]
Truthful Incentive [124] MeshDapp [125]

Smartmesh [126]

Table 2: Public Proof-of-Work blockchain performance

Bitcoin Ethereum
Transaction time (s) 600 30
Price per transaction (US$) 1.00 0.10
Full ledger size 270GB 350GB

of subcontractors for the packet until the path reaches its
final destination.

5.2. Truthful Incentive

He et al. [124] proposed a credit-based incentive mech-
anism for DTNs that uses Bitcoin for secure transactions.
Message source nodes pay back intermediate collaborative
nodes when they figure out that the messages are success-
fully delivered to the destination.

Basically, the source node produces two random num-
bers R1 and R2, where R1 is used to prove that the next-
hop node received the data correctly, and R2 is used to
prove that the destination got the data successfully. Ev-
ery hop of the data forwarding involves an on-chain pay-
ment commitment from the sender to the receiver at this
hop. The first hop receiver forwards the data to the next-
hop and uses commutative encryption to validate that it
received R1 from the source node and that it received a
confirmation ACK from the subsequent hop. Subsequent
hops validate their contribution in data forwarding with
the ACK sent backward and the ACK received from the
next-hop.

The authors provided experimental results to evaluate
the overhead of their mechanism, calculating the impact
of processing the commutative encryption used in message
delivery verification. They also evaluate the bandwidth
and storage requirements necessary for piggybacked data
introduced in messages and on-chain transactions. Finally,
authors simulate: a) the impact of the number of positive
cooperative nodes and the playing strategies on the utility
of a positive cooperative node; b) the impact of the en-
counter probability and the playing strategies on the util-
ity of the receiver. Both simulations are calculated with 1
to 10 cooperative nodes and different node collusion con-
figurations.

5.3. RouteBazaar

RouteBazaar [112] uses blockchains to build trust be-
tween Internet autonomous systems (AS). Provides ASes
with automatic means to form, establish, and verify end-
to-end connectivity agreements. Even though Route-
Bazaar uses BGP, which is not a mesh specific routing
protocol, we describe their solution here because it could
also be applied in community networks.

In RouteBazaar, a provider is an AS that advertises con-
nectivity over a pathlet that describes path fragments with
cost and quality of service information (e.g., a pathlet with
identifier 0xf48d4c4, from AS234 to AS343, with 5ms of la-
tency and 3Gbps of throughput, and costing $50). A path
is formed by composing pathlets leading from a source to a
destination. A customer in RouteBazaar is an entity pay-
ing for the end-to-end connectivity provided by a path.
Agreements are registered in the blockchain and identified
by an anonymous tag created by parties.

The forwarding proof for a specific pathlet is also written
in the blockchain. It contains an anonymous tag, a hash
of a traffic sample (e.g., every 50th packets), a timestamp,
and the throughput average since the last traffic sample
capture. Clients register payment proof directly in the
blockchain too.

The system allows us to estimate the quality of service
using the forwarding proofs timestamps. It also allows
ISPs to check whether clients are good payers with pay-
ment proofs registered in the blockchain. RouteBazaar
has no implementations, and the need to write in the
blockchain so often would cause considerable overhead.

5.4. Post-disaster DTN

Chakrabarti and Basu’s [120] work is a D2D DTN for
post-disaster communication that uses Bitcoin to incen-
tivize data forwarding. In their proposed scheme, the en-
tire disaster-affected area is virtually divided into several
non-intersecting zones, consisting of several shelters.

The network architecture is composed of four types of
nodes: shelter-nodes for the disaster area shelters that
generate situational messages and broadcasts them to the
forwarder-nodes; control-nodes that represents the emer-
gency operation centers of disaster areas where situa-
tional information from remote shelters are collected, and
the rewards are distributed; forwarder-nodes from volun-
teers that carry smartphones and move around the disas-

14



Table 3: On-chain and Off-chain Blockchain Incentivized MANETs
On-chain Off-chain Unknown/Not applicable
Kadupul [115] Micropayment channels Childchains Routing Based Blockchain [114]
RouteBazaar [112] Althea [113] AMMBR [116] Blockmesh [121]
MeshDapp [125] LOT49 [118] Skywire [117]
Post-disaster DTN-[120] Rightmesh [119]
VDTN – RSU-to-RSU [122] Smartmesh [126]
VDTN – RSY-to-vehicle [123]
Truthful Incentive [124]

ter area opportunistically collecting and forwarding situa-
tional messages towards the control-node; observer-nodes
that collect reward transactions generated by forwarder
nodes and send them to the Bitcoin network. Forwarder-
nodes are assumed not to have Internet connectivity in
the disaster area and depend on observer-nodes to send
on-chain transactions.

A shelter-node belonging to a particular zone sends
a message to the control-node through one or more
forwarder-nodes and gives an equal amount of Bit-
coin incentive to all cooperative forwarder-nodes that
help in forwarding the message and a fixed amount α

for the observer-node. Additionally, every intermediate
forwarder-node pays a certain amount of incentive to the
next-hop forwarder and collects a digitally signed acknowl-
edgment from the next-hop forwarder to which it forwards
the message as a sign of cooperation. A forwarder-node
is considered cooperative if and only if it has a digitally
signed acknowledgment from its successor. It is to be noted
that every reward is actually a commitment, and incentives
could be redeemed by the forwarder-nodes only after the
shelter-node comprehends that the message is successfully
delivered to the control-node. This mechanism prevents
the forwarder-nodes from indulging in dine and dash be-
havior.

5.5. VDTN – RSU-to-RSU

Two works proposed on-chain incentive mechanisms for
VDTNs (VANET DTNs – Sections 2.4.3 and 2.4.4). Both
works aim to incentivize disseminating alerts and adver-
tisements for vehicles on roads with insufficient network
coverage. These proposals limit multi-hop data forward-
ing to two hops. The first hop between the message source
S and an incentivized vehicle Vc responsible for the store-
carry-forward. The second hop between the vehicle Vc and
the message destination D. Both systems also deal with
privacy issues due to sensitive location history of vehicles.
Park et al. [122] propose a Bitcoin-based incentive mech-

anism for communication from a source RSUs to a des-
tination RSUd opportunistically through a vehicle Vc in
a strategy similar to Kadupul [115]. The goal is to en-
able traffic information produced in the area of RSUs to
be sent to RSUd that, in turn, disseminate that informa-
tion to vehicles crossing RSUd. Each vehicle Vc and RSU
participate in the Bitcoin network and have their keys is-
sued by a trusted authority in the system called Service

Manager. These keys generate Bitcoin addresses that en-
able RSUs to pay vehicles when messages are forwarded.
The incentive is done through a multi-signature Bitcoin
transaction that requires signatures from both RSUs and
RSUd. When RSUs creates the message and sends it to Vc

it signs a payment transaction that will be time-locked un-
til RSUd signs it. Also, Vc’s reward is time-locked, i.e., is
if Vc does not forward the message to RSUd or not redeem
its payment until a deadline, then RSUs can withdraw the
payment.

5.6. VDTN – RSU-to-vehicle

Distinctly from Park et al approach (Section 5.5), which
destination of the incentivized forwarding is an RSU that
further disseminates messages locally, Li et al. [123] strat-
egy incentivizes vehicles to opportunistically forward data
to the final destination vehicles. Moreover, they use
Ethereum cryptocurrency for incentives instead of Bit-
coin. In their proposal, an advertiser A delegates to an
RSU the task of distributing a message M to Vc vehicles
crossing RSU’s area. Those vehicles are incentivized to
opportunistically forward data to other vehicles out of the
RSU range. The number of vehicles that message M can
reach depends on the reward for each successful delivery
and the total deposit placed on-chain by A. An Ethereum
smart contract secures the time-locked deposit and the re-
ward management. Anonymous tokens serve as receipts to
secure against repudiation attacks from malicious adver-
tisers that could refuse to pay. Privacy is achieved using
vehicle’s blind signatures. Similarly to Park et al [122] pro-
posal, this work also has a trusted authority responsible for
key generation and management called Register authority.
V2V and V2I communication among vehicles and nearby
RSUs are achieved with the DSRC protocol. The authors
performed simulations in VANETSim to evaluate the off-
chain computational costs. They also evaluated the per-
formance of transactions using a Proof-of-Authority (PoA)
private blockchain with Parity Ethereum.

5.7. Althea

Althea [113] aims to incentivize communities to deploy
last-mile connectivity to the ISP. It uses the Babel proto-
col [130] to determine the routes of infrastructured mesh
networks. The routing protocol also incorporates price
metrics that consider how much each router owner wants
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to receive as payment for data forwarded and mechanisms
to verify announced metrics. Thus, routes are determined
according to traditional cost metrics and the proposed
price metrics. The weight of price metrics is adjustable so
that users can define their link preference between price
and quality.

The forwarding incentive scheme relies on payment for
forwarded data using micropayment channels. The cur-
rent version of Althea uses the Ethereum blockchain with
a low-overhead micropayment channel mechanism called
Guac [131]. Each node that wants to have data forwarded
establishes Guac micropayment channels and VPN tunnels
with its neighbors for payment. VPN tunnels serve as an
accounting mechanism to control data delivery with neigh-
bors. Moreover, nodes pay neighbors only after their data
is forwarded, and forwarders can block or shape the traffic
of bad payers. VPN accounting also serves as a reputation
mechanism to avoid nodes that provide low-quality service.
Additionally, Althea nodes also create VPN tunnels with
exit nodes (servers that provide access to the Internet),
which traffic accounting could serve to audit the traffic
accounting from neighbor tunnels.

5.8. Rightmesh

Rightmesh [119] proposes to incentivize D2D DTNs with
Ethereum micropayments. It has an Android API to build
applications using a proprietary protocol stack that oper-
ates over Bluetooth and WiFi technology.

Data forwarding is incentivized using µRaiden [132] mi-
cropayment channels with their ERC-20 tokens (RMESH).
In Rightmesh’s viewpoint, establishing pairwise micropay-
ment channels between neighbors would be very sensitive
due to frequent changes in topology in MANETs. Thus,
off-chain payments are intermediated by proxy nodes
called superpeers located in cloud service providers and
have stable access to the Internet and the Ethereum net-
work. Also, superpeers intermediate traffic to enable ac-
counting and, consequently, should be trusted by MANET
nodes. Micropayments commitment transactions are pig-
gybacked in data packets and acknowledge packets so that
nodes could forward them toward superpeers with guaran-
tees of payment upon delivery.

Rightmesh identifies devices using their Ethereum pub-
lic address both for routing and payment. Its routing pro-
tocol is based on hop count metric and peer-defined prices
for packet forwarding propagated through a discovery pro-
tocol to all nearby nodes. Rightmesh discovery protocol
has a mechanism to guarantee that sellers charge the cor-
rect prices. Every buyer data packet carries a commitment
indicating how much is being paid for the data wanted to
be forwarded. If the buyer has not received the updated
price yet, the forwarder will drop the packet, waiting for
retransmission with the updated price. Additionally, buy-
ers define the maximum price they are willing to pay in
route selection.

5.9. LOT49

LOT49 [118] proposes D2D networks incentivized with
Bitcoin payments using the Lightning Protocol for chan-
nel micropayments. They also propose a new scheme for
aggregated signatures [133] [87] in micropayment channels
to minimize the incentive protocol overhead and increase
the bandwidth available for data delivery. A prototype
was evaluated using the AODV routing protocol [134] to
estimate the delivery ratio with different node densities.

If a source node wants to send data to a destination
node through a multi-hop path, then every node in the
path should have a micropayment channel established with
its next-hop. Sending data requires an off-chain commit-
ment transaction with a reward from the source node to
the next-hop that can only be completed with a receipt
from the destination node. Every next-hop should make
another commitment transaction with its next-hop, under
the same delivery conditions, to complete the data for-
warding. Each node in the path reduces the reward for
the next forwarder. The difference represents the value
they earn for forwarding the data.

Once the data has been delivered, the destination node
transmits back a payment receipt with a secret value that
has been encrypted in the message delivered. The for-
warder nodes use this payment receipt to update the state
of their payment channels with each other. Any node that
receives the secret can settle their update transaction on-
chain even if their channel partner disappears or becomes
uncooperative. Nodes can observe transactions settled by
other relay nodes involved with the same message deliv-
ery to learn the secret they need to settle their channel
updates.

When a payment channel does not already exist between
two nodes, it must be set up and funded. A transaction
that funds a new channel cannot be confirmed locally be-
tween mesh nodes because it involves a payment that could
have been committed to funding a different channel. Thus,
these transactions must be confirmed directly by the Bit-
coin network to be considered reliable. However, staying
synchronized with the state of the blockchain is impracti-
cal over a low bandwidth network. Thus, LOT49 defines a
witness node that is persistently connected to the Internet,
such as a gateway. The witness node monitors and reports
the current state of transactions of interest to nodes within
the mesh.

5.10. AMMBR

Like Althea, AMMBR [128] aims to disseminate the In-
ternet with blockchain incentivized community networks
in the last mile to the ISP. AMMBR supports the mesh
routing protocol BATMAN-Adv [135] and proposes the de-
velopment of a new one based on BMX7 [136]. AMMBR
launched its cryptocurrency (AMR) and designed its
router hardware. The proposed router is modular and ex-
tensible, supporting modules for blockchain mining, mul-
tiple radio technologies, and IoT-related features.
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In their first white paper [128], they proposed a pay-
ment method for the forwarding services directly in the
blockchain using dedicated hardware that combines Proof-
of-Elapsed-Time [137] with a new algorithm called Proof-
of-Velocity (PoV). The authors described PoV as a vari-
ation of Proof-of-Work with memory-hard [72] charac-
teristics and designed to be calculated efficiently with
proprietary silicon-germanium ASICs with a clock above
20GHz. In the second white paper [116], AMMBR omits
discussions about PoV and proposes using Plasma child-
chains [90] to enable feasible consensus between routers
within local wireless meshes as a means to enable pay-
ments between routers.

5.11. Routing Based Blockchain

Trautmann and Burnell’s patent [114] describes a sys-
tem that introduces a Proof-of-Routing scheme that can
securely implement a blockchain network and provide use-
ful consensus. Their blockchain-based router idea includes
different nodes that process data packets between end-
points. Nodes can include router nodes, which analyze and
route data packets, and block nodes that manage collec-
tions of specially labeled packets and generate new blocks
in the blockchain.

When a router node receives a packet, it signs the packet
using a signature aggregation scheme. The router then
evaluates the packet to determine whether it is a root
packet. Root packets satisfy predetermined criteria (e.g.,
a hash from the packet that is smaller than a given num-
ber, similarly to PoW schemes). The root packet criteria
ensure that only a small amount of the packets in a given
network are root packets. If a packet node is identified, a
copy of that packet is forwarded to a block node.

Block nodes collect root packets from one or more
router nodes and combine them to produce new blockchain
blocks. The block should satisfy criteria such as: a) collect
at least 1000 root packets; and b) each root packet must
have been signed and routed by 100 different routers.

If a block node successfully discovers a group of root
packets that allows it to generate the next block in the
blockchain, that block node and any routers contribut-
ing to that group of root packets is issued cryptocurrency.
Upstream or downstream routers from a root packet at a
given router are also issued cryptocurrency for handling
the packet. This mechanism incentivizes data packets to
be signed and forwarded to their respective destinations
and stimulates router nodes to not adhere to free-riding
behavior.

5.12. MeshDapp

MeshDapp [125, 138] focuses on balancing mesh network
service costs (CAPEX and OPEX) and respective pay-
ments to enable sustainable network infrastructure. Their
approach uses Ethereum smart contracts to automate fair
accounting and money transfers for the network service
provided.

The authors compare the networking service to an elec-
tricity market, assuming the need for a mediator that finds
the optimal retail service prices and optimal connectiv-
ity allocation to balance the infrastructure. In their anal-
ogy, they compare the kWh unit from electricity with the
MBh from forwarding services. They also assume that for-
warding demand is close to supply. Each mesh network is
called a mesh island with its own local Ethereum Proof-
of-Authority (PoA) consensus [139]. Each mesh island’s
mediator executes over smart contracts fed by a monitor-
ing system that accounts network traffic. This accounting
should be reliable to serve as criteria to estimate demand
and supply and define prices. Although, the authors do
not describe how to ensure accounting reliability of the
monitoring system. Additionally, preliminary works pro-
vided experimental results for PoA consensus feasibility in
wireless mesh networks [140].

5.13. Other systems

Here we show systems that advertise themselves as in-
centivized meshes but do not provide minimal public doc-
umentation about incentive mechanisms. Like other ex-
amples, all of them have a cryptocurrency associated.

Blockmesh. Blockmesh [121] aims to introduce their ERC-
20 token (BMH) to serve as reward for the network sup-
porters to incentivize the deployment of community net-
works in underdeveloped and disaster areas. It inherits
a mesh network protocol called Mesh Datagram Proto-
col (MDP) [141] from the Serval Project [142]. In this
protocol, host identifiers are ECDH keys that serve to ci-
pher, sign, and validate transmitted packets. Blockmesh
also proposes dedicated hardware called Mesh Extender
(MeshEx), which serves as an access point and integrates
with the mesh network and blockchain. Blockmesh is lim-
ited to a few applications that execute over MDP proto-
col and currently comprise messaging, voice calls, and file
transfer. Additionally, MDP is a network protocol that
does not provide ordering and confirmation.

Smartmesh. Smartmesh [126] proposal is similar to
Rightmesh using its ERC-20 token (SMT). They adver-
tise that their system incentives will operate with off-chain
transactions using Raiden [85] micropayment channels
and Plasma. Documentation also mentions a Smartmesh
Raiden extension that enables high speed and secure pay-
ment. Moreover, they intend to deploy Android and iOS
mobile devices as MANET routers. Those devices are ex-
pected to run Light Ethereum Subprotocol (LES) [143]
that do not need to keep a full blockchain file.

Skywire. Skywire [117] is the blockchain incentivized net-
work proposed to be part of a blockchain system called
Skycoin. The system aims to develop a smart contract lan-
guage called CX, a blockchain structure called Fiber, and
a consensus algorithm called Obelisk. They advertise that
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Skywire will become an alternative to conventional con-
nectivity to the Internet to circumvent censorship and vigi-
lance and prevent ISP monopolies. The promoted strategy
to achieve such goals is to disseminate the infrastructure
of community networks with mesh routers called Skymin-
ers that are incentivized to operate the network receiving
Skycoin as a reward. However, since their first announce-
ment, there is no specification or public code describing
how consensus protocols, routing algorithms, and incen-
tive mechanisms will work.

6. Strategies and Challenges

In the previous section, we outlined key points of the
state-of-the-art and blockchain features that could be read-
ily be applied to their forwarding incentive mechanisms.
This section analyzes and compares strategies from the
works in the state-of-the-art, their advantages, limitations,
and challenges. Figure 12 classifies the state-of-the-art
works designed to specific MANETs, including DTN al-
ternatives, as shown in Section 2.3.

Figure 13 illustrates the discussion of this section with
an example of a tree-based routing protocol that forms a
loop-free connectivity tree among nodes within a MANET.
In this example, node S has a routing path with node D

to transmit data. Routing protocols could use a series of
metrics to define routes. For instance, latency, bandwidth,
jitter, expected transmission ratio (ETX), and data trans-
fer prices. In an incentivized MANET, forwarder nodes,
such as F1 and F2, should have a method to prove that they
forwarded data. A MANET could also include a malicious
node Y that eavesdrops traffic and blockchain accounting
information from other nodes.

6.1. Payment and forwarding proofs

Most of the works in the state-of-the-art deal with
the free-riding problem similarly to pre-blockchain credit-
based incentive mechanisms. In this context, packet for-
warding is a service rewarded with cryptocurrency. The
method for assuring that a party (e.g., source node S

and/or destination node D, in Figure 13) paid and the
other party (e.g., forwarding nodes F1 and F2, in Fig-
ure 13) performed packet forwarding correctly differs from
one mechanism to another. We separate the system’s com-
ponents into payment and forwarding proofs to cope with
these two problems. However, we understand that some
mechanisms unify them, i.e., the same mechanism provides
both payment and forwarding proofs.

Payment proofs. Secure payment accounting is an inher-
ent feature of blockchains. In Section 4, we discussed
blockchain performance limitations and respective mecha-
nisms that intend to improve scalability. Here we summary
strategies from the state-of-the-art that adapt blockchain
payment accounting mechanisms to the limitations and re-
quirements specific to incentivized MANETs.

Intermittent and low-bandwidth connectivity can affect
MANETs, mainly DTNs. Consequently, devices could
stay out of sync with the blockchain for long periods
and unable to perform on-chain transactions. Off-chain
mechanisms enable transactions to be performed securely
between nodes in a MANET, even when the network is
partitioned and without Internet connectivity. For in-
stance, a micropayment channel allows payments up to a
value equal to the deposit placed in the channel establish-
ment. Each transaction is secure if devices can connect to
the blockchain before commitment transaction time-locks
expire, to manage potential malicious transactions from
other parties (Section 4.1).
Resource-constrained devices in some MANETs (e.g.,

D2D networks) cannot store full blockchain information.
Full blockchain is a requirement for trustless security in
public blockchains. An alternative is to adopt proxy-
based communication to the blockchain via trusted nodes
that have more storage resources [118, 119, 120]. More-
over, both VDTN proposals [122, 123] require a central
authority that issues participants’ keys implying that par-
ticipants should trust in third-parties for payments. Both
proxy-based and key issuer approaches characterize depen-
dence on trusted third-parties that eliminate the trustless
property.

Forwarding proofs. Besides payment proofs, blockchain
incentivized MANETs need forwarding proofs that con-
firm that nodes contributed to data forwarding to enable
fair payments and prevent undue billing. This element
is interesting for infrastructured networks, such as com-
munity networks. However, they can operate similarly to
conventional ISPs, i.e., consumers can change their ISP
if it is not working according to contracted service when
there is available a set of competing neighbors offering net-
working services, such as in GUIFI.net [144]. Furthermore,
this approach is not suitable for more dynamic MANETs
with ephemeral connectivity such as VANET and D2D net-
works. Thus, they need a mechanism incorporated into the
system to securely account node contributions and enable
fair payment. We divide forwarding proofs from the state-
of-the-art according to two criteria: mechanisms (Table 4)
and trust (Table 5).
Mechanisms define how forwarding proofs are imple-

mented. On the one hand, monitoring mechanisms im-
plement traffic metering in the MANET with proxies and
tunnels. RouteBazaar suggests using GRE (Generic Rout-
ing Encapsulation) tunnels to enable accounting of traffic
samples in intermediate ASs [112] and storing information
on-chain. Althea [113] uses Wireguard VPN tunnels to ac-
count traffic among neighbors. Rightmesh [119] uses proxy
servers called superpeers that intermediate traffic. On the
other hand, receipt mechanisms consist of packet deliv-
ery acknowledgments with piggybacked receipts. Those
receipts consist of signatures from the destination of the
original packet or cryptographic information about nodes
in the forwarding path that can be used to redeem their
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Figure 12: State-of-the-art classified accordingly to their application.
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Price: $0.03/MBh

Figure 13: Example of a tree-based routing protocol, a routing path
betweeen two nodes, and link metrics for the routing protocol.

rewards. The ownership of receipts is enough for forward-
ing proofs because the destination already acknowledged
the packet’s delivery. This strategy could be associated
with off-chain channel micropayments [118, 119], confir-
mation of on-chain payment commitments [115, 124], or
other mechanisms, such as anonymous tokens [123].

Table 4: Forwarding proof mechanisms

Traffic monitoring Receipts
Althea [113] LOT49 [118]
RouteBazaar [112] Rightmesh [119]

Kadupul [115]
VDTN – RSU-to-vehicle [123]
Truthful Incentive [124]

In the trust criteria, we divide forwarding proofs in
trusted third-parties and trustless approaches. Trusted

third-parties approaches assume trust in specific elements
of the network architecture to ensure forwarding proofs,
despite trustless payment mechanisms. Althea [113]
needs to trust on neighbor’s tunnel accounting. Route-
Bazaar [112] should rely on intermediate ASs traffic ac-
counting. Rightmesh [119] depends on superpeers. Both
VDTN works [122, 123] should trust on centralized certifi-
cate authorities. Post-disaster DTN [120] should trust on
Control-nodes.

We can consider both cryptocurrency and packet for-
warding as commodities that can be exchanged. There
is plenty of blockchain-enabled trustless mechanisms to
transfer cryptocurrency among parties securely. How-
ever, MANET credit-based incentives cannot be consid-
ered trustless unless they implement forwarding proofs
that do not need to trust in third-parties in the same way
that public blockchains. Up to now, it is an open chal-
lenge for incentivized MANETs. Moreover, distributed
and collaborative accounting techniques to enable forward-
ing proofs could fall into the second-order free-riding prob-
lem that affects reputation mechanisms. In other words,
nodes could act selfishly, avoid performing distributed ac-
counting tasks, and taking advantage of other cooperative
nodes’ work. We believe that efficient solutions for trust-
less forwarding proofs should rely on algorithmic game
theory design to model incentives for distributed account-
ing. The idea presented in the patent from Trautmann
and Burnell [114] seems to follow this approach, though it
needs further investigation.

6.2. Routing protocols

Most systems from the state-of-the-art implement for-
warding incentives on top of existing routing paths. Dif-
ferent routing protocols define those paths as those shown
in Table 6. Additionally, some systems are routing proto-
col agnostic [115, 125, 114]. In the case of DTNs, those
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Table 5: Forwarding proof trust

Trusted third-party Trustless
Althea [113] Routing Based Blockchain [114]
RouteBazaar [112]
Rightmesh [119]
LOT49 [118]
VDTN – RSU-to-RSU [122]
VDTN – RSU-to-vehicle [123]
Post-disaster DTN [120]

paths are unknown beforehand but created opportunisti-
cally hop-by-hop.

Besides forwarding incentives, price-aware routing pro-
tocols have been explored in some works [113, 112]. For ex-
ample, Althea [113] incorporates price costs in link metrics
in addition to typical costs such as link speed and quality
of service, as illustrated in Figure 13. As a result, paths
are determined on a market basis where the price of the
links is taken into account. Similarly, RouteBazaar [112]
implements an on-chain catalog of AS routing paths with
price and quality of service that can be contracted by in-
terested ASs.

Table 6: Routing protocols

Routing protocol Systems
BGP RouteBazaar [112]
Babel Althea [113]
Batman-Adv AMMBR [116]
AODV LOT49 [118]

6.3. Proof-of-Networking

Some works suggest using network service provided as a
basis for proofs in blockchain consensus to produce (mine)
new cryptocurrency [128, 121, 117, 114]. For example, a
router that proves that it contributed to traffic forward-
ing or the convergence of a routing protocol could receive
cryptocurrency as a Proof-of-Networking (PoN) [145] re-
ward likewise Bitcoin’s Proof-of-Work. The idea that is
closer to PoN has been proposed by Trautmann and Bur-
nell [114] in their Proof-of-Routing scheme.

6.4. Quality of Service

One problem that is barely discussed in the state-of-the-
art is how to deal with different network quality of service
(QoS) requirements. Real-time audio and video commu-
nication, online services, and delay-tolerant applications
have distinct network requirements in terms of bandwidth,
latency, and jitter. Systems should deploy some sort of
network resource reservation and queueing policies to ac-
complish strict network requirements. At least, the system
should allow clients to detect whether services are being
provided as advertised or not. These features would re-
quire more complex forwarding proof mechanisms.

Even though RouteBazaar [112] pathlets provide on-
chain path announcements with QoS information, there
is no system enforcement or efficient mechanism to detect
whether the intermediate ASs provide service accordingly.
We found two works in this direction, though they are out-
side of the scope of forwarding incentives: PayFlow [146],
which enables end devices to make pre-paid bandwidth
reservations in a software-defined (SDN) network using
cryptocurrency; the other work proposes an automatized
smart contract SLA compensation system [147].

6.5. Privacy and Anonymity

Incentive mechanisms in MANETs could leak informa-
tion about localization and trajectory of nodes and users
when they create public on-chain transactions for pay-
ments. This security issue could also inhibit users from
using MANET incentivized services. Some works sup-
port privacy mechanisms in order to avoid sensitive in-
formation from being exposed. Park et al. [122] pro-
pose zero-knowledge proof techniques for payments, and
Li et al. [123] supports anonymous payments. Route-
Bazaar [112] proposes anonymized forwarding and pay-
ment proofs. Kadupul [115] all or nothing strategy can
hide forwarder’s identities. To achieve this, Kadupul
assumes using anonymous broadcast and that the final
receiver sends an acknowledge message directly to the
sender. Then, the sender unlocks the puzzles for all the
forwarders.

6.6. Common washing and frauds

Netcommons project [148] advocates community net-
works as commons and raises concerns regarding conflicts
of interest in deploying cryptocurrencies for community
networks incentives. They question whether commercial
projects for blockchain-enabled community networks act
legitimately toward a commons network infrastructure or
mostly by for-profit motivations. Furthermore, they coin
the term common washing that means the appropriation
of the concept and the values of the common in the dom-
inant discourse by private actors. Furthermore, the his-
tory of frauds regarding cryptocurrencies, such as ICO
scams [149], intensifies these concerns.
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7. Conclusion

This paper presented a comprehensive and detailed re-
view of recent works on blockchain-enabled data forward-
ing incentives for multi-hop MANETs, summarized in Ta-
ble 7. First, we contextualized selfish misbehavior in spe-
cific types of MANETs and why it affects data delivery
reliability. We also summarized pre-blockchain incentive
mechanisms that stimulate cooperative behavior and pre-
sented an overview of blockchain features that could sup-
port incentive mechanisms. In the state-of-the-art review,
we described the key points of each work found. The works
in the state-of-the-art consist of research papers, patents,
and products. Finally, we discussed strategies adopted
in the state-of-the-art and challenges for further research.
Blockchains trustless features are in constant evolution
and can potentially foster new forms of connectivity for
future networks. We hope that this survey could be use-
ful for other researchers and network protocol engineers to
encourage them to explore blockchain concepts and sys-
tems to design efficient data forwarding incentive mech-
anisms. Our future works will focus on simulations and
experiments to evaluate the best strategies for blockchain-
enabled incentive mechanisms in data forwarding.
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