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Project duration

TIMESEC is a project that started on August 1996, for a duration of 2 years.

Main objectives

Today, computer and telecommunication securisation is a major issue. Exchanging
information requires several things such as: integrity, identification, non-repudiation,
confidentiality,... which are necessary to each secure protocol to exchange messages.
Time-stamping is of high importance for electronic contracts. It's important for EDI
(Electronic Data Interchange which is essential for electronic trade), IPR (Intellectual
Property Rights), interactive multimedia services (pay-TV, homeshopping, video
online,...), and in general, Internet securisation.

The project is of strategic importance because up to now people who want to certify
their techniques, their products, or their securisation machine in order to market them
must export their products, their knowledge and their know-how to other countries
(competitor). Our proposition will provide an answer to this paradoxical economic
problem.

The method which will be develop during this project will be use to improve future
evaluation; it will play a major role in the standardization and the normalization of
future systems for information securisation. It seems to be essential to improve Belgian
appraisal in this field, and to pave the way to a Belgian evaluation center designed
according to these criteria.

Major expected outputs

The concrete objective of the project is to develop

e a complete system of digital time-stamping and electronic notarization
e as well as security primitives evaluation methods.



Deliverables

e Time and cryptography (Technical Report 1), March 1997

e Evaluation Methodology for Security Primitives (Technical Report 2), December
1997
¢ Design of a Timestamping System (Technical Report 3), 1998

o Specification and Implementation of a Timestamping System (Technical Report
4), 1999

Output documents

Presentation of progress (meeting Feb. 18, 1997)

e Evaluation methodology for security primitives (Bart Van Rompay, K.U.L.)

e Timestamping(Henri Massias, U.C.L.)

US-patent concerning Timestamping

Number Title

5,136,646 |Digital document time-stamping with catenate certificate

5,136,647 Method for secure timestamping of digital documents

5,373,561 Method of extending the validity of a cryptographic certificate

RE. 34,954 Method for secure timestamping of digital documents

5,781,629 |Digital document authentication system
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DESIGN OF A SECURE TIMESTAMPING SERVICE
WITH MINIMAL TRUST REQUIREMENT

H. Massias, X. Serret Avila, J.-J. Quisquater
UCL Crypto group
Place du Levant, 3, B-1348 Louvain-la-Neuve, Belgium

massias, serret, jjq@dice.ucl.ac.be

This paper presents our design of a timestamping system for the Belgian
project TIMESEC. We first introduce the timestamping method used and we
gustify our choice for it. Then we present the design of our implementation
as well as some of the important issues we found and the solutions we gave

to them.
INTRODUCTION

The creation date of digital documents and the times expressed in them are
becoming increasingly important as digital documents are being introduced into
the legal domain.

We define “digital timestamp” as a digital certificate intended to assure the
existence of a generic digital document at a certain time.

In order to produce fully trusted timestamps, very specific designs have been
introduced. We give an overview of the most relevant methods and we introduce
the one we used for the implementation of the Belgian project TIMESEC (see
[PRQ™98]), justifying our choice for it. Then we present the design of the times-
tamping system we made for this project. We separate the different processes that
are: document timestamping, timestamp verification, auditing, system start-up

and system shutdown.
INTRODUCTION OF THE TIMESTAMPING TECHNIQUES

There are two families of timestamping techniques: those that work with a
trusted third party and those that are based on the concept of distributed trust.
Techniques based on a trusted third party rely on the impartiality of the entity
that is in charge of issuing the timestamps. Techniques based on the distributed
trust consist on making documents dated and signed by a large set of people
in order to convince the verifiers that we could not have corrupted all of them.
The trusted third party techniques can also be classified into two different kinds:
those where the third party is completely trusted and those where it is partially



trusted. A detailed study of timestamping techniques can be found in [MQ97].
We believe that techniques based on distributed trust are not really workable in a
professional environment, that is why we concentrate on the trusted third party
approach. Nevertheless, we imposed to ourselves the requirement to lower the
necessary trust on the third party to the maximum extend.

The “easy” solution, which consists on concatenating the document with the
current time and sign the result, has been discarded because it has two main
drawbacks:

1. We must completely trust the third party, called Secure Timestamp Autho-
rity (STA), which can issue undetectable back-dated timestamps.

2. The limited lifetime of cryptographic signatures, which can be shorter than
the document time-to-life.

The timestamping method that we have chosen uses a binary tree structure and
has been described in [HS91] and [HS97|. This method works by rounds. For each
round a binary tree is constructed with the requests filled during it. The rounds
have a fixed duration, which is the result of a trade-off between the timestamps
accuracy and the number of requests submitted. In Figure 1 we can see a graphical

representation of a round constructed using this method.

Figure 1: The binary tree structure

Each of the timestamp requests consists on a hash value of a given document.

The leafs of the tree are each of those hash values. The leaf values are then



concatenated by two and hashed again to obtain the parent value (Ex: Hzy =
H(ys | y4) ). The process is repeated for each level until a single value is obtained.
Finally, the top value of the round tree (H;g), called the “Round Root Value”, is
then concatenated with the value obtained for the preceding round (RH;_;) and
then hashed again to obtain the actual “Round Value” (RH;).

The timestamp of the document contains all the values necessary to rebuilt
the corresponding branch of the tree. For example, the timestamp for y, contains
{(ys, L), (Hi2, L), (Hss, R), (RH;_1,L)}. The verification process consists of re-
building the tree’s branch and the linking chain of “Round Values” until a trusted
(from the verifier point of view) “Round Value” is recomputed. This verification
method is explained in detail in [HS91] and [MQ97].

Periodically, one of the “Round Values” is published on an unmodifiable,
widely witnessed media (Ex: newspaper...). These special “Round Values”, which
we will call “Big Round Values”, are the base of the trust for all the timestamps
issued. All verifiers must trust these “Big Round Values” as well as the time
associated with them. This is a reasonable requirement because those values are
widely witnessed. The absolute time trusted by all the potential verifiers is the
time indicated by the unmodifiable media. We suppose that this time is the same
than the time indicated by the STA for the “Big Round”. Forcing the clients to
check the timestamps as soon as they get them is another requirement. In that
way the process is continuously audited and the STA will not have any margin
to maneuver in an untrusted way.

A very useful method for extending the lifetime of timestamps is described
in [BHS92|. It basically consists on re-timestamping the hash of the document
as well as the original timestamp before the hash function is broken.

We build two trees in parallel for each round using two different hash functions
(SHA-1 and RIPEMD-160). In that way, the system remains secure in the case

of an unexpected break of one of the hash functions used.

DESCRIPTION AND ANALYSIS OF THE TIMESEC TIMESTAMPING IM-
PLEMENTATION

We will now introduce the basic design of the system we have developed,
which is based on the technique introduced above.

Initially, the user designates a document to be timestamped. Two hashes
of it are created using the SHA-1 and RIPEMD-160 algorithms. The request



containing the two hashes is then sent by the client to the STA . Upon request

receipt, the STA creates the corresponding timestamp using the following process.

Main description of the timestamping process

The system design follows a highly decoupled multi-threaded approach. Each
step is assigned to a specific component, which has its own different thread. In
the Figure 2 we present a schematic outline of the process. The multi-thread
approach is justified by the requirement to obtain a highly responsive and load
independent implementation. By isolating the process charges into independent
steps we try to decouple the load between them. Each step has also a working
queue. Those queues are in charge of softening the speed differences between the

different process steps.

Network Listener = Request Timer {Round Queue Coordinator i Timestamp Generator
Round Queue Coordinator i1 Network Answer

Figure 2: Interactions between the components

The “Network Listener” is in charge of continuously listen to the clients’
timestamp requests. The “Request Timer” receives the constructed requests from
the “Network Listener”. Then, it times and forwards them to the actual “Round
Queue Coordinator”. Each round has its own “Round Queue Coordinator”, which
is in charge of compiling and processing into a tree all the requests belonging
to the round. When the round tree has been computed it is forwarded to the
“Timestamp Generator”, which generates the corresponding timestamps. Once a
timestamp is generated, the “Timestamp Generator” forwards it to the “Network

Answer”, which in turn forwards it to the client.

The Network Listener

The “Network Listener” responsibility is to listen the network continuously for
timestamping requests. When it receives a data stream, the “Network Listener”
checks it in order to determine if it is a valid request. In the case it is, it sends
an affirmative contact response to the client, it creates a “Timestamp Request”

object and adds it to the “Request Timer” queue. Then it goes back to listen



to the network. In the case the request message is not correct, it sends an error
message to the client.

We tried to give as few tasks as possible to the “Network Listener” to let it
listen the network, which is its primary task. In order to improve the overall
performance, and to avoid the fact that a slow client connection could affect the
other ones, several copies of the “Network Listener” can be active at the same

time.

The Request Timer

There is only an instance of “The Request Timer” in the system. The “Request
Timer” is in charge of ordering the requests received from the several “Network
Listeners” and timing them accordingly. All delays introduced by the system
before that point (namely, those introduced by the “Network Listener”) are in-
distinguishable from network delays, and thus not taken into account. Once a
request has been timed, the “Request Timer” tries to add it to the current round
queue. As the rounds are closed asynchronously by the corresponding “Round
Queue Coordinator” this operation is not always successful, in that case, the “Re-
quest Timer” re-times the request and retries to queue it until it finds an open
round. In that process the request sequence is preserved in order to provide a
consistent behavior.

Round Queue Coordinator creation: “Round Queue Coordinator” instances
are created by the “Request Timer” upon processing a request corresponding to a
non-existing round. The creation of the rounds that have no requests is delayed
until a request is received. Once created, those empty rounds are immediately

processed, introducing no significant delay into the process.

Round number determination: Round numbers form a non-interrupted in-
creasing integer sequence. Rounds are always in synchronization with the round
duration intervals. In other words, if the round duration is one minute, all rounds
will start in an absolute minute boundary, independently from when the system
has been started. “Big Rounds” are determined by the “Request Timer” using a
similar approach to the one followed to determine the round boundaries. We do
not restrict the duration of the round to a fixed value for the lifetime of the STA.
To achieve this, the information about round and “Big Round” duration is intro-

duced into the system at the start-up phase. If we wish to modify it, we must



first shutdown the system, change the values and then restart the system, which

is the only safe procedure we had foreseen.

The Round Queue Coordinator

The first thing a “Round Queue Coordinator” does is to determine the offset
between the actual time and the round due time. Requests will be accepted
only if the round is still valid (round is open). When requested by the “Request
Timer”, the “Round Queue Coordinator” adds the request to the queue and logs
it. This logged request will be latter used for process auditing purposes.

When the round time is over, it obtains the “Round Values” from the preced-
ing round and it computes the round binary trees (one for each hash algorithm)
to obtain the corresponding “Round Values”. Then it gives the computed trees to
the “Timestamp Generator” and finally adds to the log the “Round Values” and
the “Round Root Values”. Those logged values will be latter used for timestamp
verification and process auditing purposes. If the actual round is a “Big Round”
those values are forwarded to a fixed media as well.

As you may have noticed in the section “Introduction of the timestamping
techniques”, the binary tree is defined for a number of leafs (requests) that is a
power of 2. In general, this is not the case. We could create fake requests to finish
the tree, but this will add a lot of requests (if we have 2™+ 1 requests, then we will
need to add 2" — 1 fake requests). A smarter solution is to add a random value
only when we need it. Then, we add at most n values (one for each level of the
tree). We call these nodes “Special Node”, which will be logged as well. Instead
of random values we could choose to use 0 or another fixed value, this would be
as secure as our choice if the hash functions were “perfect”. As hash functions are
only “presumably perfect”, we though that we could made our design more secure
with really few additional computations.

In our implementation, the STA queues the requests and computes the tree at
the end of the round. At first sight, it could seem a more natural solution to build
the tree as soon as the requests arrive. At the end of the round, the computation
of the tree would then be ended by getting the last “Round Value” and computing
the actual “Round Value”. In fact, this solution is harder to implement, and has
no effect on the security achieved as no one can check that the STA does not

perform any reordering of the requests before it publishes the “Round Value”.



The Timestamp Generator

The “Timestamp Generator” processes the round trees by pairs (one for each hash
algorithm) in order to generate the timestamps for each of the requests contained
in the trees. In order to maximize the system responsiveness, once a timestamp
has been generated it is immediately forwarded to the “Network Answer”. Finally,
when all the timestamps contained in a round tree have been processed the tree

is destroyed.

The Network Answer

The “Network Answer” is in charge of forwarding the processed timestamps to
the clients. It has been specified in such a way that it can run several threads,
in that way the rest of the timestamping process can be isolated from possible

network delay problematic.

The timestamp verification process

First, the verifier designates a document and its corresponding timestamp for
verification. Then, the verifier’s system (his personal computer or a remote com-
puter independent from the STA) generates the two document hashes and checks
if they match with those contained in the timestamp. Afterwards, the “Round
Value” is reconstructed using the data provided in the timestamp. If the com-
puted “Round Value” is consistent with the one contained in the timestamp then
the next step in the verification process is to compare this “Round Value” to the
“Round Value” obtained from the STA repository. Finally, the verifier provides his
system with the two “Big Round Values” that he founds in the “unmodifiable me-
dia”; the verifier’s system gets all the necessary “Round Values” and “Root Round
Values” from the STA and it checks the coherency of the two linking chains (one

for each hash function).

The audit process

The auditor designates two “Big Rounds”, which he fetches from a fixed media.
The system behavior will be checked between these two “Big Round Values”. For
each round, the auditor’s system gets all the hash values (leafs of the tree and
“Special Nodes”) and the “Round Value” from the STA. Then, it constructs the

two trees and checks that the “Round Value” is consistent. These two steps are



repeated until all the considered rounds are checked or until an error has been
found. In that way, all theoretically verifiable system behavior can be verified a

posteriori.

The system start-up process

Here the most sensible issue is to be able to correctly start-up the system when
an unexpected shutdown has occurred. If that is the case, the log will show an
unfinished round; then the system marks all entries after the last complete round
as invalid and publishes that round as a “Big Round”. If the log was consistent,
it accesses the last valid “Round Value” in the log and publishes it as a “Big
Round”. This process insures a fully verifiable behavior; we are able to detect

non fully-processed requests.

The system shutdown process

The administrator signals the system to shutdown. No more timestamping re-
quests are accepted. The system waits until the current round is finished and
this “Round Value” is published as “Big Round”.
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Introduction

We expose here the complete design of a digital timestamping system according to

the previous work ([MQ97, PRQM97]). As it was mentioned in the description of

the project an authority will provide timestamps. We have chosen technics which

lower the trust needed in this authority that we will call STA!. The amount of work

necessary to verify timestamps will be proportional to the trust we have in the STA.
The underlying assumptions for time-stamping are the followings:

1. to establish that a document was created after a given moment in time, it is
necessary to report events which could not have been predicted before they
happened;

2. to establish that a document was created before a given moment in time, it is
necessary to cause an event based on the document, which can be witnessed
by others.

First we will clarify which service the STA will exactly provide and what is
the meaning of the timestamps it will issue. We define which time reference we
have chosen and how we keep an “accurate” time. Then we will expose the general
behavior of the different parties: the client, the STA and the verifier. This part is
common to the two technics that we will present. We have chosen to implement two
different technics for two reasons: firstly because one of the technique is patented
and secondly to be able to compare the implementation of these two methods. The
first method which is the one patented, is the tree method. This method is already
in use and commercialised by its inventors S. Haber and W.-S. Stornetta. The
company selling this service is Surety Technics. The second method uses an object
called accumulators. It has been introduce by J. Benaloh and M. De Mare. The
drawback is that it is slower because it uses modular exponentiations instead of
hash functions. The advantage is that the time certificates are smaller when the
amount of requests is big enough. These two methods are separate and, as well,
the implementation will also be separate. Only one method at a time is necessary
to provide a reliable timestamping service. We will also briefly present a recent
timestamping technique which could be interesting for a future version of our STA.
We will use an ISO standards for the STA’s signatures.

'Secure Time Authority
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1 The time reference

To be useful, the STA must have a time which will be recognized by everybody who
will use it. All the clients and verifiers must have a common reference. For them
the absolute reference will be the STA. The verifier will be able to compare two
documents that have been timestamped at different rounds. If we trust the STA, it
will be possible to compare two documents which have been timestamped with the
tree technic (3) during the same round; but it will not be possible to achieve that
with the accumulator technic. For the tree technique the relative position of two
timestamps issued during the same round can be easely determined by there position
in the tree, if the STA is building it respecting the original request receiving order.
It will be nearly impossible to compare two timestamps issued by two different STA
even if they are using the same technic. To achieve that, it is necessary to define
comparison rules between the two STA’s, but we do not think that it is possible
to define general rules that matches strong security requirements. Nervertheless, to
make easier the task of defining rules to compare timestamps issued by different STA,
we will use the NTP protocol which permits the synchronization of the computers
internal clocks.
Belnet provides the N'TP service.

1.1 The Network Time Protocol (NTP)

NTP enables computers connected to the Internet to know with a mesurable ac-
curacy what time it is (see [Ser]). The time service is offered on the Internet by
workstations and routers covering the whole world. Thanks to the special NTP
software and a link established with a radio receiver and/or an atomic clock, these
machines can keep track of time within an accuracy of a few picoseconds. Radio re-
ceivers pick up the time reference via GPS (” Global Positioning System”) satellites
or approved transmission stations. The NTP software then reads the time value of
the atomic clock or the receiver and distributes it on the Internet by means of the
NTP protocol. These machines are called ”stratum-1 servers”.

BELNET offers affiliated institutions an NTP service with an accuracy of about
100 milliseconds. Within institutions, therefore, the local time service can use this
service to indicate the exact time to all connected machines.

1.2 The type of time used

The times of astronomical and weather phenomena and events that are observed
internationally are often given in “Universal Time” (abbreviated UT) or “Greenwich
Mean Time” (abbreviated GMT). The two terms are often used synonymously to
refer to time kept on the Greenwich meridian (longitude 0).

However, in normal civil usage, UT or GMT refers to a time scale called “Uni-
versal Time Coordinated” (abbreviated UTC), which is the basis for the worldwide
system of civil time. The UTC time is kept by a large number of highly precise
atomic clocks at facilities around the world, and there is international coordina-
tion in maintaining UTC to better than a nanosecond (billionth of second) per day.
The length of a UTC second is defined in terms of a count of radiation cycles of a



1 THE TIME REFERENCE

certain atomic transition of the element cesium, and is not directly related to any
astronomical phenomena.

1.3 The BELNET’s NTP service

BELNET’s NTP service works as follows. The BELNET routers-concentrators lo-
cated in Brussels and Louvain regularly request the exact time from several stratum-
1 servers. At present, this synchronization operates with three NTP servers in West-
ern Europe.

These two routers then communicate this time reference to the other BELNET
routers-concentrators in Antwerp, Mons, Ghent, Louvain, Liége and Louvain-la-
Neuve.

In this way, a hierarchy of NTP servers is created in which the stratum number
increases as one moves down a level. The Louvain and Brussels routers-concentrators
thus correspond to ”stratum” 2, while the other routers-concentrators downstream
are at stratum 3.

Operating through their NTP server, the institutions connected to BELNET can
obtain, if they wish, a time reference from the BELNET stratum-3 servers.

There exist three Internet Time Protocols of the same kind

1. The Time Protocol (RFC 868) provides a simple way for a system to poll for
the current time from a time server.

2. The Network Time Protocol (NTP version 3, RFC 1305), is a much more
sophisticated protocol which allows a system to continuously synchronize its
clock against multiple time servers (to protect against transiently misbehaving
servers), with adjustment for network latency and clock drift. It is targeted
at synchronizing machines with each other and to a common reference, the
Universal Time, Coordinated through the Internet.

3. The Simple Network Time Protocol or SNTP (RFC 1361), is a simplified RFC
1305 implementation for clients. This allows a client to take advantage of some
of the features of an RFC1305 service without a full RFC1305 implementation.

BELNET enables synchronization with its 7 CISCO 7000 routers and its work-
station time.belnet.be:

The first three are peering at Stratum-2 (brussels.belnet.be, leuven.belnet.be and
time.belnet.be) and five others at Stratum-3 (lln.belnet.be, liege.belnet.be, antwer-
pen.belnet.be, mons.belnet.be, gent.belnet.be). Stratum-2 servers are peering with
each other and get their time from Stratum-1 servers which in turn are connected
to a radio or atomic clock.

A typical NTP configuration for the xntpd server in a BELNET institution
involves three or more local NTP servers, peering with each other and getting their
time from the five BELNET Stratum-3 servers. Other machines inside the institution
align their clocks on these 3 servers with NTP clients.
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Hostname layer Protocol
brussels.belnet.be Stratum-2 | RFC1305
leuven.belnet.be Stratum-2 | RFC1305
time.belnet.be Stratum-2 | RFC1305
lin.belnet.be Stratum-3 | RFC1305
antwerpen.belnet.be | Stratum-3 | RFC1305
mons.belnet.be Stratum-3 | RFC1305
gent.belnet.be Stratum-3 | RFC1305
liege.belnet.be Stratum-3 | RFC1305

Table 1: NTP servers

1.4 The security

We assume that the Stratum servers have the accurate time.

Mainly five types of attacks on a time service are possible. An attacker could
cause a non-time server to impersonate a time server (masquerade), an attacker could
modify some or all time messages sent by a time server (modification), an attacker
could resend a time server’s time messages (replay), an attacker could intercept a
time server’s time messages and delete them (denial of service), and an attacker
could delay the time messages by, for example, deliberately flooding the network,
thereby introducing large transmission delays (delay) (see [Bis90]). In NTP version
3, countermeasures against these attacks must have been taken.

The version of NTP actually in use is 3. NTP Version 3 authentication scheme
uses one-way hash functions and private keys, which must be configured in advance.
The NTP Version 4 authentication scheme uses public-key crypto-system and certi-
fied public values to avoid need for key predistribution or pairwise agreement.
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2 The common part of the protocols

We consider the Client-Server situation. The general form of the scheme will be the
same for each solution we will propose. The differences will be in the definition of
the messages between the client and the server as well as the method used by the
server to timestamp the request. The methods developed must permit to everybody
to check that the server is honest.

2.1 The client side

The user has a software at his side for helping him doing a few tasks. The client
chooses the document he wants to timestamp. This document can be every thing
he wants: a concatenation of text files, a sound file, an image, a video, etc... The
software creates then a temporary data stream which consists on the hash value of
the document with SHA-1 followed by the hash value of the same document with
RIPEMD-160 (see [PRQM97, section 6]). By making this mandatory, we are sure
that the requests are “short” and we avoid the question of examining the contains
(privacy). The output (request) is send to the STA which proceeds it and sends a
time certificate as a response (see 2.2). The client must then check the validity of the
certificate he received as well as if he agrees on the time put by the STA. If he does
not agree, he must contact the STA and they should find a solution. If the client
does not contest the timestamp at this moment he would not be able to do it in
the future. The certificate will be signed by the STA for authentification purposes.
So the client will have to give the identity of the STA with the certificate to any
potential verifier. The main purpose of this signature is the authentication of the
STA in front of the client (see [MQ97]). If the client has enough trust on the STA,
he can use the signature and avoid the verification of the certificate consistence.

2.2 The server side

First of all, the server will not examine (check) the identity of the requester. We
will also not examine the problem of checking if the client has the right for using
this service (i.e. if he has paid for). The server will proceed by rounds. All the
rounds will have the same duration (any reasonable time slot up to 1 second) that
will be fixed in advance. He will start to proceed the requests as soon as he receives
them. He will issue a value for each round which is also linked to the value for the
previous round. By conception, it is necessary for the STA to wait the end of the
round to be able to issue any of the timestamps for the documents belonging to
this round. The maximum response time of the STA and the duration time of the
rounds will be defined at the implementation. We will allow the STA to have some
delay in issuing the timestamps, but he absolutely must timestamp the document
in the round corresponding to the time slot covering the time arrival of the request
from the client.

The value for each round will be stored by the STA. It can also be stored by
a third party and available on-line for the verification step. In order to improve
the security and low the trust needed in the STA, we publish some round values
in some unmodifiable media (for example: CDROM, newspaper, ...) to be able to
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completely rely on it. The STA will put all the values for the same day together
and sign the result to limit the number of signature checks for the verifier. This
signatures will be published online. For the current day, the signed round values
will also be published on an online server. These publications on an online server
will be done using a standard protocol (ftp, http, NFS, ...) to allow verification of
certificate issued at the current day.

The identity of the STA must be given with the certificate, because without it,
the certificate has no value anymore. The verifier must know at which online server
he will obtain the value necessary to check the integrity of the STA.

2.3 The verifier side

We suppose that the verifier is able to securely check the signature of the STA (i.e.
he knows his public key). When the verifier will have to check the validity of a
timestamp issued by the STA, he will check the certificate. Then if it is valid, he
will contact the online service to obtain the value for the round corresponding to
the time the certificate has been issued and compare it to the one included in the
certificate. If he doubt that the STA is really honest, he can check the value for the
round at a third party or ask for all the round values in the corresponding interval
between two values published and check that the linking is valid.

2.4 Computer failures

The STA will store the “vital” values at the repository as we will explain in 3.
For a full implementation, it is necessary to protect the server from failures. We
propose to use clusters and backups to achieve that. The purpose is to eliminate any
single point of failure. This method is well known and widely use in much sensitive
applications, so we will not detailed it and not implement it in the demonstrator
because it is a bit outside the goals of TIMESEC and requires a strong computer
infrastructure to be efficient.
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3 Tree method

This method of time-stamping has been developed by S. Haber and W. S. Stor-
netta ([BHS93]). A more detailed explanation and a new application is given in
[HS97]. An implementation of this method is in use at Surety Technologies (see:
http://www.surety.com). It has been analyzed in [MQ97].

3.1 Method

The principal tool used in this digital time-stamping scheme is that of a one-way
hash function. We will now explain what the server will do when he processes the
requests during one round.

The STA builds simultaneously two binary trees as he receives the requests. One
containing the hash value of the document using SHA-1 and the other with the hash
value made using RIPEMD-160. For these trees, we will use the part of the request
containing the hash made using the corresponding hash function. Because it has
no sense to build the two trees using the concatenate of the two hash values of the
client document because if one of these hash function is broken, the corresponding
value and the corresponding tree are obsolete. So we group together the material
using the same hash function.

Let now see in details the building of the binary tree using one of the one-way
hash functions which we wil call H. The procedure is the same for the other hash
function. We call y;; the hash values that are send during the round i, j represents
the request ordinal during the round 7. The leafs of the tree are the hash values
included in the request. The value are concatenated by two and then hashed to give
the parent value. If one stage has an odd number of values, then the last value is
kept and we will proceed it at the next stage (in Figure 1, H; 1, = vi,).

Let see an example with 7 requests (figure 1).

/ \
/¥ zxﬁ'

ANA

| Yiy Yio | Yis Yiy

| Yis | Yis

Figure 1: The binary tree structure
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Then the root value (HV;) will be concatenated with the previous round value
(SHV;_1) to obtain the current round value (see Figure 2).

time t; time ;1
————————————— > > B - --- - - -
SHV; N SHV; _ \_SHVi,
A A
HYV; HV;,

Figure 2: Calculation of round values

The values SHYV; are stored by the STA. The STA will sign them and put on
the online server. We assume that only the STA can write or modify values on
this server. The values are signed to prevent attacks during the communication
from the client or verifier to the online server. For the demonstrator, the round
values will simply be signed and available online. But for a really trusted version
of the timestamping service, at least one round value must be widely published as
explained before (2.2) for each day. The purpose of this is to enable the verifier to
have a value which the STA can not have modified after generation. This value must
be widely witnessed to make it infeasible to change.

3.2 The process

We will explain the process which is graphically illustrated in figure 3.

1. his SHA-1 and A’ is RIPEMD-160. The client sends the request (yf‘j,yg) to
the STA, where yzhj = h(yi;)-

2. The STA computes the tree and the values for the round as explained in 3.1.

3. The STA signs and stores the values HV;, SHV; (corresponding to h) and
HV/! SHV/ (corresponding to h’) for the round binded with the number ¢ and
the time ¢; of the round.

4. The STA publishes the signed values HV;, SHV; and HV;', SHV] together with
its binded information for the round on the online site.

5. The STA sends the certificate C' to the client. In our example, if the request
of the client is number 4 in the round, the certificate is

C:S(iatiaygasH‘/ia((y?‘:pl)v(h’i,llal)a(hi,227'r))7SH‘/ifla
yZ’aSH‘/i,a((ygal)a( ;’,llal)a( ;,227T))7SH‘/1',—1)
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FTP Server Repository

N.
Verifier
113
(9) 12

Figure 3: The process

where S is the signature provided by the STA, ¢; is the time of the beginning
of round 7. This means that the document has been submitted between ¢; and
t;+1. The values yﬁ and yg are not necessary in the certificate because they
can be obtained from the document which is certified but it give redundancy
that will be useful for the implementation.

6. The client checks his certificate. First he checks the signature, then rebuilds
the two trees, compute the round values SHV; and SHV; and compare it to
the values contained in the certificate. Then he can ask the online server to
verify the round values included in the certificate.

7. The client claims to the verifier that he has made this document at the time
corresponding to the round 7. The verifier asks the client for the certificate of
the document.

8. The client sends the requested certificate to the the verifier as well as the
identity of the STA.

9. The verifier makes the verification in the same way as the client in 6.

10. Then the verifier asks the online server for the values of the round i: ¢;, SHV;, SHV/
and all the values necessary to rebuilt the chain between two values published
which contain the round s.

11. The online server sends the round values SHV, SHV' and the values HV, HV"'
necessary to rebuild a chain that will at least begin and end with witnessed

10
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values.

12. The verifier checks that the values for the round 7 matches with the one in the
certificate, and he rebuilds the chain to verify the integrity of the STA.

13. At last, the verifier sends the result of the verification to the client .

The verifier should have the choice of checking only the certificate for one hash
function. We propose that to improve speed and because it is only necessary to check
the part of the certificate using one hash function when the other gets compromised.

3.3 The security

Most of the security aspects has been studied in [MQ97].

We are using in parallel two hash functions because the security relies on the
robustness of the hash functions. If a hash function is broken, anybody is able to
build a tree with values that he has chosen and with a root value equal to an existing
root value. So, in the hypothesis that a hash function has been broken, anybody is
able to generate a valid certificate for a value that has not been issued at the time
of the timestamp. Nevertheless the attacker needs the collaboration of the STA to
have a signature of this certificate.

Another variant of this attack, which is simpler to implement is that the attacker
is able to find another document with the same hash value. So, the certificate for
the first document is also valid for the second one. If we had not made mandatory
the fact for the client to use SHA-1 and RIPEMD-160, a dishonest user could have
use a weak hash function and then find in the future collisions as he wants. To make
the job of the verifier easier (he do not have to check the robustness of the hash
function) and to limit the level of his competence we impose the use of the hash
functions that we know to be secure.

If one hash function is broken, all the evidence using this hash function are
obsolete, so as in the Surety technique, it is more secure to use two hash functions
in parallel in order to have the time to replace a broken one in case we could not
have predict that before.

Another aspect of the security is the confidentiality of the secret key of the STA.
If the signature key of the STA is compromised, then the verifier can’t trust anymore
the signature of the certificate, but he can always check the secure consistency of
the certificate as we have explained earlier.

In case of the breaking of a hash function, the use of another hash function must
be defined. To maintain the validity of the certificates, they must be retimestamp
with the new hash functions before the two initial hash functions used are broken.

In case the signature key of the STA is compromised or has expired, a new key
must be generated, but nothing else must be done from the timestamping process
point of view.

3.4 The renewing process

When one hash function is compromised, all the time certificates must be renewed
before the other hash function is broken too. To achieve that, it is necessary to

11
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retimestamp not only the document submitted at the original time but also the old
certificate. In this way, we will be able to prove that the document has first been
timestamp at the date indicated in the old certificate and that at this time the hash
functions used were not broken. We must also put a new hash of this document
because otherways an attacker could use the certificate for a document which has
the same hash values.

To summarize, for renewing a timestamp, the client will submit to the software
a document containing the initial document and the old certificate. The request
received by the STA will be a hash of this concatenation which will be processed in
the habitual way but using the new hash functions.

12
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4 Accumulators

An alternative method of timestamping was proposed by J. Benaloh and M. de Mare

[BAM91]. A primitive, called one-way accumulator, processes the requests (hash
values) which are sent during one round and computes a root value (as in the tree
technique). The use of a suitable accumulator allows to minimize the storage re-
quirement (size of the certificates). In their more recent article [BAM94] they defined
a one-way accumulator which has the quasi-commutative property. It is a kind of
hash function that can be used to hash several messages whose processing order is
irrelevant. The verification procedure for the timestamping service is based on a
proof of membership of a particular message during a round. The relative position
of requests of the same round cannot be determined.

4.1 The problem

The input is a list of hash values (computed from the requests by the conventional
hash functions SHA-1 and RIPEMD-160, as in the tree method) sent to the STA
during one round: y;,1 < i < m. A one-way accumulator h is used to compute an
output value z,, whose size is comparable to the size of one input value.

The protocol to treat the input values y; is the following:

zi = h(zi—1,vi), 1 <i < m with zy = I'V (initial value).

The final result is z,, = h(h(--- h(z0,y1)," "), Ym)-

To prove that a request belongs to a certain round you must be able to verify
that the corresponding hash value y € {y;,1 <1i < m}.

4.2 One-wayness
The one-way property of an accumulator implies that:
e given a pair (z;_1,¥;), the computation of h(z;_1,y;) must be ‘easy’.
e given a pair (2z;_1,y;) and 3’ # y;, it must be ‘difficult’ to find 2’ # 2, such
that h(z;_1,vy;) = h(Z',y).
4.3 Quasi-commutativity

A one-way accumulator A is said to be quasi-commutative if for all z;_1 and for all
Yir Yi+1,
h(h(zi-1, i), yi+1) = h(h(zi=1, Yit1), yi)-
This property ensures that if one starts with an initial value I'V, and a set of

values y1, Y2, ---, Ym, then the accumulated hash would be unchanged if the order of
the y; were permuted.

13



4 ACCUMULATORS

4.4 Influence of the properties on the proof of membership

The one-way property ensures that no false membership proofs can be made.

To prove that y; belongs to the set {y;,1 <i < m} , we must give ¢ = {z;_1,
Yi,j <1 <m} (we call that the certificate for y;) and recompute zy,.

So we only need to save z;_; and y; for j < i < m (rather than saving all y;).
However, for most y;, this will result in only a small constant factor improvement
in the storage requirements. The amount of storage is linear with respect to the
number of requests m.

But for a quasi-commutative accumulator the processing order of the y; is ir-
relevant and the certificate is only ¢ = {z,y;} with 2z the accumulated hash using
Yly ooy Yj—1,Yj+1s - Ym- Hence the amount of storage is constant with respect to m.

4.5 The proposed accumulator

The function proposed by Benaloh and de Mare is the modular exponentation:
en(z,y) = zYmodn. The output value associated with the input y;,1 < i < m

1S:
Vi
Zm = en(en(' s en(en(en(zo,y1),y2),y3), e ')aym) = Z(%_L_l mod n.

The one-way property of this function is based on the difficulty of finding modular
roots. The function is clearly quasi-commutative: (z§')¥2modn = (z§*)¥* modn.

The certificate necessary to prove the membership of a given y; to the set {y;,1 <
i <m}is

IT vi
i=1
c= z[;# mod n.

The verification phase consists of computing ¢% mod n which must be equal to
Zm- We can remark that we don’t verify that the certificate ¢ is a power of zy because
we have no means for doing that. This can be inconvenient in applications such as
timestamping ([BAM94], [Jus97]).

4.6 Security
If an attacker wants to find a false certificate for y' & {y;,i = 1,---m}, he has to

o search 2’ such that 2/ = z, (mod n),

4

nY
e or search Y’ such that (zg) =2y, (mod n).

Solving the first situation is equivalent to breaking the RSA assumption. The second
situation is equivalent to the discrete logarithm problem.

Benaloh and de Mare propose to use a modulus n = pg with p and ¢ prime
numbers of the form 2r 4+ 1 where r is also a prime number. This is called a rigid
integer. For a closer study of the security of accumulators see [MQ98].

We must notice that if someone knows the factorisation of n, he is able to generate
a certificate for any documents he wants and for the time he chooses. The STA
himself should not know this factorisation or he will be able to issue back-dated
timestamps.

14



4 ACCUMULATORS

4.7 Nyberg’s accumulators

An alternative one-way accumulator, which has no trapdoor and doesn’t have to
be provided by a trusted third party, was proposed by K. Nyberg [Nyb96]. The
drawback is that, to prevent forgery, an output length of about 2.8 Megabits is
required. Nyberg proposes to hash with a conventional hash function and use the
result as a seed for a pseudo-random number generator which can give an output of
the desired length.

15



5 BINARY LINKING SCHEMES

5 Binary Linking Schemes

Recently a new method for timestamping has been introduced ([BLLV]). This tech-
nique is also based on rounds and hash functions. The main guideline is also to be
able to check the work of the STA to allow having limited trust on it. The main
advantage of this method is that we need less values to verify a timestamp. In the
techniqueswe have described, we need all the round values between two published to
verify a timestamp. The work on round values is as costly for the generation as for
the verification, it is proportional to the number of values between two published.
With this new technique it is only proportional to the logarithm of the number of
values. A drawback is that we need a same fixed number of requests during each
round (we can easely override this drawback by self generating requests for exam-
ple). For us it may not be a problem if we just use this technique for the root values
obtained using one of the preceding methods. We can consider two levels of rounds:
one like we have described (root values) and the other that we call meta-round which
proceed with this root values and is limited by two consecutive published values.

We will now give an overview of this method with an example.

The number of requests during a round is 15 in our example. So value 0 and value
15 will be published: we suppose that nobody is able to change it and everybody
can access it securely and accurately. H is a hash function and y; is a request. Let
l; = H(y;, li—1,1 f(i)) where f is a function which enable to have smaller timestamp.

i 112345 (6|78]9|10]|11|12|13 |14 |15
f@Glo(1(0(3(4(3|0|7|8| 7 |10]11|10| 7 | O

Table 2: The function f

On the verifying chain

Other links used for verification

Not used for verification

Figure 4: The timestamp of yy

The certificate for the request y4 (see figure 4) is :

tail(4) = (vi5,l0, Y14, 013, Y7, 10, Y6, 13, Y5, la)
head(4) := (y4,(3,¥3,l2)

It is easy to check that this certificate enables to reconstruct the smallest chain
between the two round values: tail(4) from 15 to 4 and head(4) from 4 to 0.

16



5 BINARY LINKING SCHEMES

We choose not to implement this technique in our present system because it is
to new and it has not been enough studied. But it can be an open issue for the
improvement of our system in the future.

17



6 THE METHOD OF SIGNATURE

6 The method of signature

According to the work done on signature scheme ([PRQM97]), we will use the in-
ternational standard ISO/IEC 9796 part2. We could not use part 1 because the
certificate that will be signed are too big.

18



7 OVERVIEW

7 Overview

We have presented a design of a timestamping system which matches the require-
ments of the project TIMESEC. The originality of this work is all what has been
done on top of the timestamping algorithms (tree technique and accumulator tech-
nic). Our main goal was to be able to put the minimum possible trust on the third
party providing the timestamping service. To achieve that we have chosen times-
tamping technics which allows anyone to check the work done by the STA. Another
requirement was that the service should be as easy to use as possible without loss of
security. For that, we have detailed the required behavior of the user by splitting the
category of user in two parts: the client who ask for a time certificate and the verifier
who will check the correctness of the certificate to be convinced by it. We also tried
to reuse as much as possible of the existing Internet technology and infrastructure.

The system works by rounds, so the reliable accuracy of the timestamp is the
length of a round. The most suitable use of the timestamping service is to be
able to compare two documents in terms of issuing time (i.e. submission to the
STA). With the tree technique it is also possible to compare two timestamps issued
during the same round, but only under the condition that we trust the STA to
process the requests in the same order of their arrival. Each round value depends
on the preceding round values as well as on the requests that have been submitted
during this round. At a fixed time laps that will be chosen for the implementation,
a round value will be published on an unmodifiable media (i.e. every body can
consult this value but nobody, even the STA, can change it). The security of our
system ultimately rely on hash functions, so we use two hash functions in parallel to
prevent the failure of one. The time certificates have a predetermined finite lifetime
(the time after which the two hash functions will be broken), but it is possible to
extend this lifetime by retimestamping the existing timestamp. All the requests will
only contain hash values, so the documents that will be timestamped will never be
known by the STA and their “secrecy” will not be exposed to possible transmissions
issues.

We have defined the significance of the timestamps provided by our STA and how
to generate them. We have been enough general to cover several timestamping needs:
for notarial acts, medicine use, stock exchange ... We have also given indication for
future possible improvements. Finally our job can also be useful for lawyers to define
the status of electronic timestamp in the law, because for the moment, as far as we
know electronic timestamps have no legal signification.
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I INTRODUCTION

1 Introduction

The goal of the TIMESEC project was the development of a complete system for digital times-
tamping, as well as a methodology for the evaluation of security primitives (in particular those
which are used for timestamping). The previous technical reports of the project were:

e Time and cryptography [12] (a study of timestamping schemes);

e Evaluation methodology for security primitives [14] (an analysis of digital signature schemes
and cryptographic hash functions);

e Design of a timestamping system [15] (a general design and overview of different tech-
niques).

The first part of this final technical report is a reminder of this previous work and the conclu-
sions that were drawn.

After analysing the different timestamping schemes (see [12] and [15]), it was decided to de-
velop two seperate systems, based on different techniques: the tree technique and the accumulator
technique. In this technical report we present the work done for the implementation of both these
timestamping systems.



2 REMINDER OF THE PREVIOUS WORK

2 Reminder of the previous work

This is an abstract of the results and the conclusions that have been obtained earlier in the project.
Digital timestamping is a cryptographic technique used to provide temporal information about
electronic documents. It allows other parties to validate the time at which a document has been
created, and to check that the document hasn’t been altered since.
There are two families of timestamping techniques:

e techniques that work with a trusted third party. They rely on the unpartiality of the entity that
is in charge of issuing the timestamps. We can also classify these techniques into two dif-
ferent types: those where the third party is completely trusted and those where it is partially
trusted.

e techniques that are based on the concept of distributed trust. They consist of making doc-
uments dated and signed by a large set of people in order to convince the verifiers that we
could not have corrupted all of them. The main drawback is that it requires a lot of coopera-
tion.

A detailed study of timestamping techniques can be found in the first technical report [12].
Nowadays, all the commercial implementations of timestamping services are based on the first
approach. It is for this reason that we concentrate on this trusted third party approach.

An analysis of security primitives important for timestamping -digital signature schemes and
hash functions- was presented in the second technical report [14]. Several candidates were pro-
posed, which are expected to offer the required security for some years to come.

The design for the timestamping system was described in the third technical report [15]. The
main goal was to minimize the trust required in the third party providing the timestamping service.

The “easy” solution, which consists of concatenating the document with the current time and
signing the result has been discarded because it has two main drawbacks:

1. The first one is that we must completely trust the Secure Timestamp Authority (STA), which
can issue undetectable back-dated timestamps.

2. The second one is related to the limited lifetime of cryptographic signatures, which can be
shorter than the document time-to-life.

The timestamping method that we have chosen works by rounds, as described in [2] and [3].
All the timestamping requests (which contain hash values of particular documents) received by
the STA during a round are accumulated and combined to produce a single round value. Different
methods of accumulation are possible and we have chosen to implement two of them which seem
the most practical (see sections 3 and 4).

The timestamp for an individual request processed during a particular round, consists of infor-
mation which allows one to check that this request was part of the accumulation process which
produced the corresponding round value. The first phase of the verification process consists of
performing this check.

The round values which are calculated in succeeding rounds, are linked to each other by means
of a hash function, thus creating an unforgeable temporal chain. The verification of a timestamp
concludes by rebuilding this chain until a value trusted by the verifier is obtained.

Periodically, one of the round values is published on an unalterable and widely witnessed media
(e.g., a newspaper...). These special round values, which we call “big round values”, are the base
of trust for all the issued timestamps. All verifiers must trust these big round values as well as

5



2 REMINDER OF THE PREVIOUS WORK

the time associated with them. This is a reasonable requirement because those values are widely
witnessed.

The absolute time trusted by all the potential verifiers is the time indicated by the unmodifiable
media. For the following discussions we suppose that this time is the same as the time indicated by
the STA for the big round. Another requirement is to force the clients to check the timestamps as
soon as they get them. In that way the process is continuously audited and the STA will not have
any margin to manoeuver in an untrusted way.

A very useful method for extending the lifetime of timestamps is described in [2]. It basi-
cally consists of re-timestamping the document as well as the original timestamp before the hash
function is broken.

Next we give a detailed description of the two different techniques for the round accumulation
process.



3 ACCUMULATION USING A BINARY TREE.

3 Accumulation using a binary tree.

The first method of accumulation uses a binary tree structure and has been described in [7] and [8].
For each round a binary tree is constructed with the requests received during the round. In Figure
1 we can see a graphical representation of a round constructed using this method.

Figure 1: The binary tree structure

Each of the requests consists of a hash value of a given document. The leafs of the tree are each
of those hash values. The leaf values are then concatenated by two and hashed again to obtain the
parent value (e.g., Hsy = H(ys | y4)). This process is repeated for each level until a single value is
obtained.

The top value of the round tree (Hyg), which is called the “round tree value”, is then concatenated
with the value obtained for the preceeding round (RH;_1), and finally hashed again to obtain the
actual round value (RH;).

The timestamp of a document requested during the current round contains all the values nec-
essary to rebuild the corresponding branch of the tree. For example, the timestamp for y, contains
{(ys, L), (Hi2,L), (Hss,R), RH;_1}. The size of these timestamps increases with the number of
requests processed in a round, on a logarithmic basis.

The verification process consists of rebuilding the tree’s branch and the linking chain of round
values until a trusted (for the verifier) round value is recomputed. This verification method is
explained in detail in [7], [12] and [10].

The security relies on the hash function used: if this function is collision-free (this means that
it is unfeasible to find two inputs which are processed to the same hash value), it is impossible to
forge the binary round tree or the linking chain.

As an additional feature we can build two trees in parallel for each round, using two different
hash functions (SHA-1 and RIPEMD-160, chosen according to the work in [14]). In that way, the
system remains secure in case of an unexpected break of one of these hash functions.
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4 Accumulation using a one-way accumulator

An alternative method of accumulation was proposed in [4]. During a round we collect the requests
y; (1 <7 < m), which are hash values of individual documents. The accumulation is performed
by means of the modular exponentiation operation. Starting from an initial value 7, the “round
accumulation value” 7 is computed as follows:

7 = zH=% o W,

This value is then concatenated with the value obtained for the preceeding round (RH;_1), and
finally hashed to obtain the actual round value (RH,).
To verify the timestamp for a particular request y; we check the following equation:

m
H Yi
i=1

Z =27 mod N, with Z; = Z;”  mod N.

Hence an individual timestamp for request y; consists of the partial value Z; and the round
accumulation value Z (this last value is the same for all requests processed during the same round).
The size of the timestamps is independent of the number of requests processed in the round. The
drawback of this method is that the modular exponentiation operation is less efficient than a hash
function.

The verification process consists of checking the equation above and rebuilding the linking
chain of round values until a round value trusted by the verifier is recomputed.

The security of this method relies (besides on the hash function used) on the well known RSA
problem: to produce a fake timestamp for a value 7', one should find a value Z’ with

7" — Z mod N.

If the factorization of the modulus (N = p X ¢) is unknown this is unfeasible. As an additional
feature we should construct the primes of the modulus as follows: p = 2p' + 1 and ¢ = 2¢' + 1,
where p’ and ¢’ are also primes. The reason for this is that otherwise the repeated application
of the modular exponentiation operation might reduce the size of the image so much that finding
collisions would become feasible. The factorization of the modulus has to be kept secret, it must
be provided by a trusted third party, which can however be off-line. An analysis of one-way
accumulators is presented in [9].
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S A timestamping system based on the tree technique

We present here the specification and implementation of the timestamping system we made for the
project TIMESEC. The methodology used for the specification is object oriented and is inspired
from the ones presented in [13] and [6]. We used the Unified Modeling Language (UML) to
represent this specification (see [5], [6], [13] and [1]). The comments on the implementation are
made when presenting the specification.

First we present the different Use Cases of this system as well as the actors. The different
processes are then described. The attributes and operations of the different classes are given.
Interesting algorithms for the round tree generation and timestamp generation are presented. The
last part is a resume of the most important issues that we solved for the implementation of this
timestamping system.

A brief description of our analysis can be found in [10]. Some issues when building a times-
tamping system as well as when using timestamps are given in [11].
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6 Overview of the global system

A first description of the global system has been done in [15]. We give here more details following
those guidelines.

6.1 The actors

The main actors of our system are the client, the verifier and the administrator. The complementary
actors are the publisher, the accurate time and the auditor. An illustration of the interaction between
this different actors is given in Figure 2.

The role of each of those actors is the following:

Client: the client (User) sends a timestamp request to the STA, waits for the answer and verify the
validity of it as soon as he receives it;

Verifier: the verifier is given a timestamp issued by the STA as well as the document originally
timestamped and wants to verify if this timestamp is valid;

Administrator: the administrator is in charge of maintaining a working timestamping system;
Auditor: the auditor is in charge of verifying the correct behavior of the STA;

Publisher: the publisher is in charge of publishing values associated with a time in one or several
unmodifiable media when asked by the STA;

Accurate time: the accurate time provides an accurate time to the STA.

6.2 The use cases

The use cases are the following:
1. document timestamp,
2. timestamp check,
3. system audit,
4. system start-up, and
5. system shutdown.

The description of each of those use case follows.

6.2.1 Use Case 1: “Document timestamp”

The activity diagram of this use case is represented on Figure 3.
Goal: Timestamp a document in a non-repudiable fully traceable way.
Preconditions: The system is working and “on-time”.

Primary actor: The user.

10
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Figure 2: Use case diagram
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Main scenario
1. User designates a document

2. Two hashes of the document are created.

3. For every one of the hashes: put document hash in round queue.

4. Put the two hashes and arrival time and request ordinal in log.

5. Once round is due (round due is determined by accurate time), generate round value.
6. Put round value in log.

7. Generate document timestamp certificate.

8. Give user, document timestamp certificate.

Extensions
6-A. If round="Big round” (BIG ROUND PUBLISHING)

6-A-i. Publish round value at “Unmodifiable media”.

Success end condition: User have document timestamp, all the timestamping process is traceable.

6.2.2 Use Case 2: “Timestamp check”
The activity diagram of this use case is represented on Figure 4.
Goal: Verify the timestamp of a document.

Preconditions: The system is working and it exists a valid timestamp over a document. It exists
an “unmodifiable media” which publishes big rounds.

Primary actor: The verifier.

Main scenario

1. The verifier designates a document and a “timestamp certificate” (which we will call
simply certificate from now).

2. The system generates the document hash (*2) and checks if it matches with the one in
the certificate.

3. The certificate (*2) structure is checked (including its construction and signature).

4. The result is returned to the verifier.

12
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document
designation
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generation
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Request
timing

log Request
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generate

generate
round value

round value

SHA1 RIPEMD

log round
values

generate and send
document timestamp

®

Figure 3: Document timestamp activity diagram
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Extensions

3-A. The verifier wants to check the certificate against its round value. (CERTIFICATE
ROUND CHECK)

3-A-i. The system access the log to obtain the round values of the certificate.

3-A-ii. The system checks if the round values match.
3-B. The verifier wants to check the round construction (BIG ROUND CHECK).

3-B-i. The verifier provides the system with the two big round values that can be
found in the “unmodifiable media” (provided by the publisher actor).

3-B-ii. The system accesses the log and obtains all the round values between the
two big round values.

3-B-iii. The system checks the coherency of all the rounds values obtained be-
tween the big round values.

Success end condition: All checks are verified to be true.

Failure condition: A check is false.

6.2.3 Use Case 3: “System audit”
The activity diagram of this use case is represented on Figure 5.
Goal: Verify the complete system behavior for a given amounts of rounds.

Preconditions: The system is working and it exists an “unmodifiable media” with published big
round values.

Primary actor: The auditor.

Main scenario

1. The user provides the system with a set of consecutive big round values. System
behavior will be checked between the first and the last big rounds.

2. The system obtains from the log all the hash values and the round values for a given
round.

3. The system constructs the tree and checks that the round values are consistent.

4. Steps 2-3 are repeated until all round between the first and the last big rounds have
been checked.

5. The result is returned to the user.
Success end condition: All checks are verified to be true.
Failure condition: A check is false.

The use of the last step illustrated in Figure 5 is to guarantee that all the round values between
consecutive Big rounds have been checked and that the algorithm do not stop before the next big
round. This step is not useful in our implementation because it is achieved by the main audit
process.

14
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6.2 The use cases
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Figure 4: Timestamp check activity diagram
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Figure 5: System audit activity diagram
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6.2.4 Use Case 4: “System start-up”
The activity diagram of this use case is represented on Figure 6.
Goal: Start-up the system in a consistent and traceable way.

Preconditions: The system is stopped. A protected storage for the private key exists. An accurate
time server exists and is accessible.

Primary actor: The administrator.

Main scenario
1. The system access the private-public keys.
2. The system synchronizes its clock with the accurate time server.
3. The system access the log and obtains the last round value.
4. The system publishes this value as BIG ROUND.

5. The other use cases one enabled.

Extensions
1-A. At first startup (KEY SETUP)
1-A-i. The administrator provides the system with public/private keys.
2-A. At first startup (ACCURATE CLOCK SETUP)
2-A-i1. The system asks the administrator for the source of the accurate clock.
3-A. At first startup (FIRST ROUND GENERATING)
3-A-i. The system generates a hash = zero hash value = 0.
3-B. Incomplete round (ROUND INTEGRITY RECOVER)

3-B-i. The system accesses in the log the last valid round value.

3-B-ii. All entries after this value are marked invalid.

Success end condition: System is working in a consistent way.

6.2.5 Use Case 5: “System shut-down”

The activity diagram of this use case is represented on Figure 7.

Goal: Shut-down the system in a consistent and traceable way.
Preconditions: The system is working in a consistent way.

Primary actor: The administrator.

17



6 OVERVIEW OF THE GLOBAL SYSTEM

6.2 The use cases
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Figure 6: System start-up activity diagram
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6.2 The use cases

Main scenario

1.
2.

The administrator signals the system to shutdown.

No more user requests are accepted.

. The system waits until the current round is finished.

The current round (Final round now) value is published as BIG ROUND.

The log is marked as consistent.

Success end condition: System is correctly shutdown.

no more
request are

accepted

I [end of current round]

current round
value is
published as big
round

mark log as
consistent

@®

Figure 7: System start-up activity diagram
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7 Description of the different processes

The critical process in this system is the timestamping process. The verification process as well as
the audit process mainly reuse primitives of the timestamping process. When designing the com-
ponents we took care of being able to reuse it for the other processes. The system design follows a
highly decoupled multi-threaded approach. Each step is assigned to a specific component, which
has its own different thread. The multi-thread approach is justified by the requirement to obtain a
highly responsive and load independent implementation.

7.1 The timestamping process

When the client asks for a timestamp, a connection is established with the STA and remains open
until the timestamp is send back to the client. In the case where this connection is broken, the
timestamp is lost. This choice has been made for simplicity, but other types of connections (http,
email, ...) can easily be implemented. Our design is independent from the type of connections, it
is just an implementation issue.

By isolating the process charges into independent steps we try to decouple the load between
them. Each step has also a working queue. Those queues are in charge of softening the speed
differences between the different process steps.

The different components are the following:

e the Network Listener,

e the Request Timer,

the Round Queue Coordinator,

the Logger,

the Timestamp Generator and

the Network Answer.

Network Listener[ 2| Request Timer | > Round Queue Coordinator ; | Timestamp Generator

Lo er/ % YL

Round Queue Coordinator 1 Network Answer

Figure 8: Interactions between the components

A schematic outline of the process is given in Figure 8.

Network Listener: The “Network Listener” is in charge of continuously listen to the clients’
timestamp requests.

Request Timer: The “Request Timer” receives the constructed requests from the “Network Lis-
tener”’. Then, it times and forwards them to the actual “Round Queue Coordinator”.

20



7 DESCRIPTION OF THE DIFFERENT PROCESSES 7.1 The timestamping process

Round Queue Coordinator: Each round has its own “Round Queue Coordinator”, which is in
charge of compiling and processing into a tree all the requests belonging to the round.

Timestamp Generator: When the round tree has been computed it is forwarded to the “Times-
tamp Generator”, which generates the corresponding timestamps.

Network Answer: Once a timestamp is generated, the “Timestamp Generator” forwards it to the
“Network Answer”, which in turn forwards it to the client.

A more in depth description of the timestamping process is represented on a sequence diagram
(see Annexe A).

7.1.1 The “Network Listener”

The state diagram of this component is given in Figures 9 and 10.

The “Network Listener” responsibility is to listen the network continuously for timestamping
requests. When it receives a data stream, the “Network Listener” checks it in order to determine if
it is a valid request. In the case it is, it sends an affirmative contact response to the client, it creates
a “Timestamp Request” object and adds it to the “Request Timer” queue. Then it goes back to
listen to the network. In the case the request message is not correct, it sends an error message to
the client.

We tried to give as few tasks as possible to the “Network Listener” to let it listen to the network,
which is its primary task. In order to improve the overall performance, and to avoid the fact that
a slow client connection could affect the other ones, several copies of the “Network Listener” can
be active at the same time.

shutdown”>©

Network signal / Message retrieval

‘ Request processing

Figure 9: Network Listener state diagram
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Syntax Request Request
Verifying [OK] creating queuing O

eturn Error message to
[Not OK]— the sender

Figure 10: Request processing state diagram

7.1.2 The “Request Timer”

The state diagram of this component is given in Figures 11, 12 and 13.

There is only an instance of “The Request Timer” in the system. The “Request Timer” is
in charge of ordering the requests received from the several “Network Listeners” and timing them
accordingly. All delays introduced by the system before that point (namely, those introduced by the
“Network Listener”) are indistinguishable from network delays, and thus not taken into account.
Once a request has been timed, the “Request Timer” tries to add it to the current round queue.
As the rounds are closed asynchronously by the corresponding “Round Queue Coordinator” this
operation is not always successful, in that case, the “Request Timer” re-times the request and retries
to queue it until it finds an open round. In that process the request sequence is preserved in order
to provide a consistent behavior.

Round Queue Coordinator creation: “Round Queue Coordinator” instances are created by the
“Request Timer” upon processing a request corresponding to a non-existing round. The creation of
the rounds that have no requests is delayed until a request is received. Once created, those empty
rounds are immediately processed, introducing no significant delay into the process. The round
tree value used for those empty rounds is a random value.

Round number determination: Round numbers form a non-interrupted increasing integer se-
quence. Rounds are always in synchronization with the round duration intervals. In other words,
if the round duration is one minute, all rounds will start in an absolute minute boundary, inde-
pendently from when the system has been started. “Big Rounds” are determined by the “Request
Timer” using a similar approach to the one followed to determine the round boundaries. We do
not restrict the duration of the round to a fixed value for the lifetime of the STA. To achieve this,
the information about round and “Big Round” duration is introduced into the system at the start-up
phase. If we wish to modify it, we must first shutdown the system, change the values and then
restart the system, which is the only safe procedure we have foreseen.

The time associated with a round is the time at which the round is closed.

When starting the system and creating the Request Timer, it test if the Initial Time for the
system is greater than the actual time. In this case, it waits for this Initial Time. The actual round
number is the round number corresponding to the last round of the previous execution of the system
plus one. To have a monotonic increasing value for the round number (even if the system has been
stopped for a long time, the round number of the round just following round number n is number
n+ 1), we have introduce the variable “Offset Round”. The “Round Due Time” is calculated using
the following formula:
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Round Due Time = Initial Time+ (Round Number+O f f set Round+ 1)« Round Duration.
The “Offset Round” is calculated at the creation of the Request Timer with the following formula:

Of fset Round = (time() — Initial Time)/Round Duration — Round Number.

shutdown

Request Request
waiting queuing

Dequeue 1 item [Queue not empty]
Queue Entry
waiting processing

shutdown [Queue empty]

Figure 11: Request Timer state diagram

7.1.3 The “Round Queue Coordinator”

The state diagram of this component is given in Figure 14.

The first thing a “Round Queue Coordinator” does is to determine the offset between the actual
time and the round due time. Requests will be accepted only if the round is still valid (round is
open). When requested by the “Request Timer”, the “Round Queue Coordinator” adds the request
to the queue and logs it. This logged request will be latter used for process auditing purposes.

When the round time is over, it obtains the “Round Values” from the preceding round and it
computes the round binary trees (one for each hash algorithm) to obtain the corresponding “Round
Values”. Then it gives the computed trees to the “Timestamp Generator” and finally adds to the
log the “round tree values” and the “round values”. Those logged values will be latter used for
timestamp verification and process auditing purposes. If the actual round is a “Big Round” those
values are forwarded to a fixed media as well.

Remark: A slight modification of these specifications has been done in the implementation.
The tree is computed before getting the last round value. After obtaining the last round value, the
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Time | Actual Round
‘ retrieval | determination

[Late Request] [Round exist] [Round does not exist]
Round Request | | Actual Round creation
queueing | |
Due Time

Figure 12: Entry processing state diagram

Create Big Round
Queue Coordinator

Create Round Queue
[Round Type = Standart] Coordinator

Figure 13: Actual round creation state diagram

[Round type = Big Round]

Determine
Round type
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actual round value is immediately computed using the round tree value. This change improve a bit
the system in the un-probable event where the computation of the round 7 — 1 is not finished when
starting the tree calculation for round .

As you may have noticed in the section 2, the binary tree is defined for a number of leafs
(requests) that is a power of 2. In general, this is not the case. We could create fake requests to
finish the tree, but this will add a lot of requests (if we have 2" + 1 requests, then we will need
to add 2™ — 1 fake requests). A smarter solution is to add a random value only when we need it.
Then, we add at most n values (one for each level of the tree). We call these nodes “Special Node”,
which will be logged as well. Instead of random values we could choose to use 0 or another fixed
value, this would be as secure as our choice if the hash functions were “perfect”. As hash functions
are only “presumably perfect”, we though that we could made our design more secure with really
few additional computations.

In our implementation, the STA queues the requests and computes the tree at the end of the
round. At first sight, it could seem a more natural solution to build the tree as soon as the requests
arrive. At the end of the round, the computation of the tree would then be ended by getting the
last “Round Value” and computing the actual “Round Value”. In fact, this solution is harder to
implement, and has no effect on the security achieved as no one can check that the STA does not
perform any reordering of the requests before it publishes the “Round Value”.

7.1.4 The Timestamp Generator

The state diagram of this component is given in Figures 15, 16 and 17.

The “Timestamp Generator” processes the round trees by pairs (one for each hash algorithm)
in order to generate the timestamps for each of the requests contained in the trees. In order to
maximize the system responsiveness, once a timestamp has been generated, it is immediately for-
warded to the “Network Answer”. Finally, when all the timestamps contained in a round tree have
been processed the tree is destroyed.

7.1.5 The Network Answer

The state diagram of this component is given in Figure 18.

The “Network Answer” is in charge of forwarding the processed timestamps to the clients.
It has been specified in such a way that it can run several threads, in that way the rest of the
timestamping process can be isolated from possible network delay problematic.

7.1.6 The Logger

The state diagram of this component is given in Figures 19 and 20.
The logger logs the values when asked. It keeps also an index file that contains the position of
the round values in the log file.

7.2 The timestamp verification process

The activity diagram of this process is given in Figure 4.

First, the verifier designates a document and its corresponding timestamp for verification.
Then, the verifier’s system (his personal computer or a remote computer independent from the
STA) generates the two document hashes and checks if they match with those contained in the
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Figure 14: Round Queue Coordinator state diagram
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Req_gest Round Tree
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[]
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Figure 15: Timestamp Generator state diagram
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Figure 16: Timestamp generation state diagram
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Figure 17: Generate timestamp for leaf state diagram
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shutdown

Request

Request Request
waiting queuing

Dequeue [queue not empty]

Queue Timestamp
waiting sending

shutdown [queue empty]

Figure 18: Network Answer state diagram

Logger
‘ process shutdown [Queue empW]ﬁ@

Figure 19: Logger state diagram
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shutdown

Request waiting

Request

Request
queuing

Queue waiting

shutdown [Queue not empty]

Dequeue [Queue not empt
__—"Deq [ pty]

Entry
processing

Figure 20: Logger process state diagram

timestamp. Afterwards, the “Round Value” is reconstructed using the data provided in the times-
tamp. If the computed “Round Value” is consistent with the one contained in the timestamp then
the next step in the verification process is to compare this “Round Value” to the “Round Value” ob-
tained from the STA repository. Finally, the verifier provides his system with the two “Big Round
Values” that he founds in the “unmodifiable media”; the verifier’s system gets all the necessary
“Round Values” and “Root Round Values” from the STA and it checks the coherency of the two
linking chains (one for each hash function).

This process is done at the client side and is not critical in terms of performances. A process
is continuously working at the STA’s side. It waits for verifications requests and answer with
the round value and round tree value of the asked round. It also indicates if it is or not a Big
round. Three connections are established with the STA. One to get the considered round value.
One to get the preceding round values until the preceding Big round. The last one to get the
next round values until the next Big round. The way to obtain the necessary round values can be
implemented differently. Our concern here was the simplicity of implementation. The verification
of the matching of the Big round values given by the STA compared to the one in the unmodifiable
media has not been done. The forwarding of the Big round values to the unmodifiable media has
also not been implemented.

7.3 The audit process

The auditor designates two “Big Rounds” that he fetches from a fixed media. The system behavior
will be checked between these two “Big Round Values”. For each round, the auditor’s system gets
all the hash values (leafs of the tree and “Special Nodes™) and the “Round Value” from the STA.
Then, it constructs the two trees and checks that the “Round Value” is consistent. These two steps
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are repeated until all the considered rounds are checked or until an error has been found. In that
way, all theoretically verifiable system behavior can be verified a posteriori.

7.4 The system start-up process

Here the most sensible issue is to be able to correctly start-up the system when an unexpected
shutdown has occurred. If that is the case, the log will show an unfinished round; then the system
marks all entries after the last complete round as invalid and publishes that round as a “Big Round”.
If the log was consistent, it accesses the last valid “Round Value” in the log and publishes it as a
“Big Round”. This process insures a fully verifiable behavior; we are able to detect non fully-
processed requests. The recovery of the last round value when the log is not consistent (the last
value in the log is not a valid round value) is not implemented in the actual version of our system.

7.5 The system shutdown process

The administrator signals the system to shutdown. No more timestamping requests are accepted.
The system waits until the current round is finished and this “Round Value” is published as “Big
Round”.
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8 Description of the different classes

The class diagram of our system is represented in Figure 21. The active classes are the one that
have a bold border.

Request logRequest |

«abstract»
Log Request
/\

* Network Listener
«abstract» 1 1 N
Request
= Round value LogRequest |
1 1
Logger
1 1
Timestamp 1 Request Timer
Request R
.
N 1 | Big round publishing |
1 * 1 *
1 *
1 Round queue coordinator
] Big round queue coordinator |
.
1
2
! Leaf First leaf #1 0.1 "Round binary tree Special
I

\V4 Hash_algoritm
Node L — %
next #0..1

parents #0,1

O,ZJ previous #0..1

Timestamp Generator

1 Format algorithm
— Signature L 1

* 1 Private Key

9

Public Key

1 Timestamp

1 Network Answer
[]

Figure 21: Class Diagram

The CRC cards of the active class are the following. It states the responsibility of those classes
as well as the class that implement it.
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Network listener

e listen the network
e convert data stream into request
e add request to Request-timer queue

(Socket)
Request
Request-timer

Request timer

e add Request to queue

e time requests and round determination
e add request to round

e round creation

Round queue coordinator
Round queue coordinator
Round queue coordinator

Round queue coordinator

e kill preceding round and log

e add requests to queue and log

e compute round value and log

e give computed trees to Timestamp generator

Hash tree queue and Logger
Round B. tree and Logger
Timestamp generator

Logger

e add requests to queue
e write queue request to disk

Log request

Timestamp generator

e get Tree

e explore tree to generate timestamp for each request
e (Optional) store timestamps

e send computed request to requester

Round B. tree
Timestamp storer
Network answer

Network answer

e add computed request to queue
e answer queued computed request

Request, (Socket)

The attributes and operations of those classes are detailed in Annexe B.

In the class “Timestamp Request”, the “Process Time” has been mentionned to indicate the

time of arrival but is not used in the actual version of the implementation.
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9 Algorithms

9.1 Construction of the round tree

The two trees are constructed at the same time. We give the algorithm for just one hash function.

Algorithm 1 Tree construction

Begin
construct the leafs with the queued requests
while (number of nodes in the tree level > 1)
process the node by two and construct the higher level
if it remains one node then
compute and hash a random value
compute the node
endif
endwhile
/[The tree round value is then computed
get the preceding round value to obtain the current round value
End

9.2 Generation of the timestamps

Algorithm 2 Timestamp generation

Begin
while all the requests have not been answered
get next leaf
while we are not at the tree round value
if this node position is R then
get the left node value
else
get the right node value
endif
this node=parent node
endwhile
get the preceding round value
put the round time, round number, request sequence in the timestamp
sign the timestamp
send the timestamp to the Network Answer
endwhile
End
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10 A timestamping system based on the accumulator technique

Next we describe an alternative system for timestamping which has also been developped for the
TIMESEC project. This system is similar to the previous one in the dividing of the timestamping
procedure in successive rounds. The main difference is the method used for processing (accumu-
lating) all the timestamp requests of a round and generating the round value (see sections 3 and 4
for a description of both accumulation methods).

34



11 OVERVIEW OF THE GLOBAL SYSTEM

11 Overview of the global system

The main actors involved in the system are the STA (Secure Timestamp Authority), the clients and
the verifiers.

The main use cases are the generation (by a client) and the verification (by a verifier) of a
timestamp. In the first case the client wants a timestamp for a document he possesses. He submits
a request to the STA and receives in return a timestamp certificate for his document. In the sec-
ond case the verifier wants to check the correctness of a given timestamp certificate for a certain
document.

The role of the STA is in processing all timestamp requests, making the necessary computa-
tions and sending back the timestamp certificates. It also generates an archive, which contains
information on all succeeding timestamping rounds, and the linking between them. Finally it gen-
erates a log with all information necessary for reconstructing the round processes. This permits an
audit of the system.
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12 The timestamp generation process

This process allows a client of the system to obtain a timestamp certificate for a document in his
possession. He will send a request to the STA and receive a timestamp in return. The certificate
obtained proves the temporal information on his document. The scenario is as follows:

1. The client designates the document for which he wants a timestamp.

2. He generates a hash of this document using a secure, collision-free hash function.
3. He sends this hash value to the STA. This is the request.
4

. At the end of the round the STA generates the round value, which depends on all requests of
the round and on the previous round value.

For each request he generates the corresponding timestamp certificate.
He appends the round value to the archive.

He sends the timestamp certificates to the clients who requested them.

© N W

The STA also logs all important round information in the audit log.

Next we examine this process in more detail.

12.1 Use of a hash function

Instead of just sending his document, the client first produces a hash of it. In this way the document
remains secret, and sending, processing and storing requests is simplified (because the hash is
much shorter). The correspondence between the hash value and the document must be unique,
hence he must use a secure, collision-free, hash function. The first step followed by the verifier is
checking this correpondence, by applying the same hash function to the document and checking it
with the hash contained in the timestamp certificate.

In the current implementation using the hash function RIPEMD-160 is suggested. The choice
can also be left to the users: if the verifier agrees that a secure hash function was used by the
client, he can trust the hash value contained in the certificate (by making the check with the hash
function). RIPEMD-160 and SHA-1 both are good candidates, because they are well established
algorithms (recently standardized by ISO/IEC). Both of them generate a hash value of 160 bits.

Optionally we could enforce to use both of these hash functions in parallel (as in the previous
system). Then the timestamps would remain secure if one of them is unexpectedly broken. In this
case the system would process both hash values, by performing a round accumulation for each
hash function in parallel. The certificates will contain values for both hash functions, and in the
the verification process seperate checks will be made for each hash function.

12.2 Submitting a request to the STA

To ask a timestamp for a document the client sends the hash value he generated in the previous step
to the STA, along with his identity (this is the request). Our implementation uses a web interface
for this step: the client enters a hash (up to 40 hexadecimal characters, which is equivalent to 160
bits) and his email-address, and submits it. The website is secured with SSL (providing encryption
and server authentication) and also contains code for the RIPEMD-160 hash function used in the
previous step.
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12.3 Collecting the requests for a round

The STA collects all requests during a round. The hash values and corresponding identities which
are received, are stored in two separate files. When the round finishes the system moves these
files to a new directory, where the processing (round accumulation) starts. At the same time, new
requests for the next round start to be collected in the old directory.

12.4 Round accumulation

The STA processes the collected hash values with the round accumulation technique described in
section 4. Modular exponentiation is used as a one-way accumulator, in order to compute the round
accumulation value Z and the partial values Z; (for 1 < ¢ < m) for the hash values y; (which were
contained in the requests of the clients, and are up to 160 bits long).

In a straightforward implementation m - (m — 1) exponentiations would be required to compute
the partial values Z; for m requests ('m — 1 exponentiations for each partial value). In a more
careful implementation the number of operations can be reduced by reusing intermediate values:
(m/241)-(m—1) exponentiations are sufficient. One more exponentiation allows the computation
of the round accumulation value Z from one of the partial values Z;.

12.5 Sending back the timestamps

The STA is now ready for sending back all timestamps to the clients who requested them. The
timestamp for a particular request contains the hash value y; (which was sent by the client to the
STA), the partial value Z; and the round accumulation value Z (this last value is the same for all
clients of the same round). The certificate further includes the number and the time of the round.

The identities (email addresses) which were stored, are used for sending the timestamps to the
clients who requested them.

12.6 Updating the archive with the round value

The STA now links the current round to the previous one. The round accumulation value Z which
was computed is concatenated to the round value of the last round, and the result is hashed with
the hash function RIPEMD-160 to obtain the new round value.

The round accumulation value Z and the new round value are then appended to the archive,
together with the number and the time of the round (i.e., the time at which all computations for the
round were completed).

Note that the linking procedure can be extended by applying a second hash function (SHA-1)
in parallel, in order to protect against an unexpected break of one of the hash functions.

12.7 Updating the audit log

The STA also keeps a log containing all important values used in a round. For each round the hash

values and identities contained in the requests are stored, as well as the computed partial values,

the round accumulation value, and the actual round value (after linking with the previous round).
This allows any other independent party to check all the work done by the STA.
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12.8 Publishing round values

At certain time intervals the STA should have a round value published in some authentic, unmod-
ifiable and widely witnessed media. We call this a big round, and the time connected to such a
round should be trusted by all participants to the system.

12.9 Receiving the timestamps

Each client receives the timestamp(s) that he requested in the past round. In our implementation
he receives an email with a certificate that contains all the information which proves that the hash
of his document was part of the round accumulation process. The round itself is identified by
its number and time. The email further includes the time at which the request was sent and the
machine (IP-address) it was sent from. A client should immediately verify a timestamp that he
receives (see the next section for this procedure).
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13 The timestamp verification process

This process allows a verifier given a document and corresponding timestamp certificate, to check
the correctness of the certificate and the temporal information about the document contained in it.
The scenario is as follows:

1. The verifier designates a document together with the corresponding timestamp certificate.

2. He generates a hash of the document (using the same hash function as the client did in the
generation process).

3. He checks that this hash is identical to the hash value contained in the certificate.
4. He checks the structure of the certificate.

5. He uses the archive to check the linking with preceeding/succeeding rounds until trusted
(published) values are encountered.

Next we examine this process in more detail.

13.1 Checking the hash value contained in the certificate

The first step for the verifier to check a document’s timestamp, is to compute the hash of the
document and check that the result is equal to the hash value contained in the timestamp certificate.
For this he uses the same hash function as the client did in the first step of the timestamp generation
process.

For a secure collision-free hash function (such as RIPEMD-160 or SHA-1) this proves that the
timestamp belongs to the document given.

13.2 Checking the structure of the certificate

Next the verifier checks the structure of the certificate, by using the values contained in it in the
equation that reconstructs the round accumulation value from the partial value and the document’s
hash value (see section 4). This involves one modular exponentiation. Code for performing this
check is provided on the secure website (this code also needs the modulus of the system).

Due to the intractibility of the RSA problem this proves that the document’s hash was part of
the accumulation process that generated the round accumulation value.

13.3 Checking the round’s time

The verifier already knows that the document’s timestamp belongs to the round characterized by the
round accumulation value contained in the certificate. He will now check the temporal information
provided by this round.

The certificate includes the number and time of the round, and this information can be used to
look up the round in the system’s archive (which is accessible via the secure website). The archive
provides the information necessary for checking the linking between all successive rounds (the
secure website provides code for performing this check). In this way the verifier can follow the
temporal chain in both directions until he encounters trusted (published) values. In that way the
round is proven to be situated between two such trusted (big) rounds.
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14 Security and efficiency of the accumulator technique

The main advantage of using the accumulator technique is that the size of the timestamps is con-
stant, independent of the number of requests in a round. The drawback is that the modular expo-
nentiation operation which is used as a one-way accumulator is less efficient than hashing. We
have shown that the number of exponentiations necessary for the timestamp and round value gen-
eration is quadratic in the number of requests but with a careful implementation we have been able
to reduce this number by about half.

Another drawback is that, contrary to the tree technique, we cannot preserve the relative posi-
tion of requests of the same round. However this information could not be proven in the system
using the tree.

With regards to security, as in the first system we need a secure, collision-free, hash function.
The client needs to hash his document before sending the request to the server. The STA needs
a hash function to link all successive rounds. In this system the security also depends on the
intractibility of the RSA problem. For this we need a modulus that cannot be factored, for the time
being a 1024-bit modulus should be sufficient for this, and this can be extended at a later time. The
modulus must be provided by a trusted party, but this party can remain off-line, and needs not be
involved further in the system.
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15 User interface

As noted before, our implementation of the timestamping system using the accumulator technique
uses a web interface, allowing clients to easily submit their timestamp requests. The website is
also secured via SSL, which provides encryption for the communication and authentication of
the server. In order to submit, the client enters the hash value of his document that he wants a
timestamp for, and his email address to which the timestamp certificate will be sent. The webpage
viewed by the users is shown in Annex C.

The archive providing the temporal information of the rounds and the linking information be-
tween them, is accessible on a seperate page (an example of which is shown in Annex D). Note
that the values shown in the archive are in the format used by the multi-precision library that we
used for our C-programming. This format first shows the length of a value (the number of 16-bit
words in hexadecimal), and then the value itself in hexadecimal.

Explanation about the system and code for hashing documents and verifying timestamps is also
provided for.
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16 Issues to think about when designing a concrete system

The remarks that we make in this section come from our experience in designing and implementing
a complete timestamping system (see also [10]). Our principal design requirement was to minimize
the trust required in the third party issuing the timestamps.

Some of the remarks that we make here were already made previously in this report. We state
them here again to summarize the important problems that must be solved when implementing a
timestamping service and the solutions we have given to them.

We implemented the two techniques summarized in section 2. For the tree technique we added
the feature of building two trees in parallel for each round, using two different hash functions
(SHA-1 and RIPEMD-160). This allows to remain secure in case of an unexpected break of one
of the hash functions used.

The client submits two hashes of the document he wants to timestamp using the same hash
functions as the ones used by the STA. The STA has no knowledge of the kind of document that is
being timestamped. It also can not check that the two hashes received have been computed from
the same document or with the supposed hash functions. If this is not the case, the timestamped
document will not be validated by the verification process, but this can not be detected in advance.

As is demonstrated in [11], signatures should not be used for the timestamping process. In our
designs we only use it for STA authentication purposes when sending back the timestamp to the
client.

A good timestamping technique should be auditable. In both of our designs, all the compu-
tations of the STA can be checked at any time. All the values timestamped, as well as the round
values, are logged. With this information any outside entity can recompute and check all the round
values issued by the STA.

System based on the tree technique. The binary tree is defined for a number of leafs (request)
that is a power of 2. In general,this will not be the case . We could create fake requests to finish
the tree, but it will add a lot of requests. Imagine that we have 2" + 1 requests, we need then to add
2™ — 1 fake requests. A smarter solution is to add a random value only when needed. We add at
most n values (one for each level of the tree). We call this node “special node”. Another solution
could be to use the 0 value or a fixed value instead. It is as secure as the solution we use if the
hash functions are “perfect”. As hash functions are only “presumably perfect”, we though that we
could make our design more secure with really few additional computations.

In our implementation the STA queues the requests, and computes the tree at the end of the
round. At first sight, it could seem a better and more secure solution to build the tree as soon as
the requests arrive and at the end of the round finish the computation of the tree by getting the last
round value. In fact, this solution is harder to implement, and has no effect on the security because
no one can check that the STA does not perform any reordering of the requests before it publishes
the round value.

Our design uses a round queue for each round. There is a different thread assigned to each
round queue, which is mainly waiting for the end of the round. Once the round is closed, the thread
wakes up and constructs the round tree finally obtaining the round value. The time indicated in
the timestamp is only determinated when the request is put in the round queue. The round queue
does not accept any request after the end of the round. In that way, the computation of the tree
can begin immediately. Another solution could be to determine the time as soon as the request is
received. However we detected during the implementation design that it will then be difficult to
know which are the requests belonging to a round waiting to be processed once the time for the
round has expired. On the other hand, if there is an abnormal delay between the reception of a
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request and the queuing, then the computation of the tree and then the issuing of the timestamps
will be delayed.

The values timestamped as well as the round values are logged on a file. This feature permits
to define an audit process.

When checking the validity of a timestamp, the verifier asks the STA for the necessary values.
These values are all the round values between the last and next big rounds. With this material, the
verifier will be able to check the validity of the timestamp without having to trust the STA at all.

System based on the accumulator technique. The second system uses modular exponentiation
instead of hashing for accumulating the requests. As in the previous case all requests received
during a round are collected, and when the round finishes they will be processed by the one-way
accumulator (modular exponentiation operation).

For each request y; (see section 4 for the notations used in this discussion) we need to gener-
ate the corresponding partial value Z;. We also need the round accumulation value Z, which is
the same for all requests processed in the same round. The number of modular exponentiations
required for computing these values for all requests of the round is quadratic in m (the number
of requests), but by careful implementation we can reduce this number to about half the number
required in a straightforward implementation.

To use the system, clients have to submit a 160-bit hash (using RIPEMD-160) of their docu-
ment. The STA will make the necessary computations when the current round has finished, and
then send back all timestamps (containing the necessary values) to the corresponding clients. Suc-
ceeding rounds are also linked to each other by using the RIPEMD-160 hash function. As in the
other implementation, we can improve this further by using a second hash function (SHA-1) in
parallel.

The security of the system also relies on the modulus used. This modulus should be provided
by some trusted third party (which can be different from the STA, and remain off-line), and its
prime factors must remain secret from anyone else. A length of 1024 bits seems appropriate for
the time being, and can be extended at a later time.

All requests and round values are logged in a file, which permits auditing of the system.

A particular timestamp is verified by checking the correspondence between the document and
its hash value (input of the request), checking the equation 7 = Zj.’j mod N, and finally checking
the linking of succeeding rounds until trusted (published) round values are obtained.
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17 Annexes

Annexe A
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Network Listener

-port: Integer {frozen}
-Listening socket: socket
-Process finished: boolean
-Request Timer: Request_timer_pointer {frozen}
-StalD: string {frozen}

+constructor(port:Integer, Request_timer:Request_timer_pointer, StalD:string)
-Listen_the_network()
-Process_request(request content:stream, client address:network adress): boolean
+Service()

«abstract»
Request

+client_adress: network_adress {frozen}
+StalD: string {frozen}
#socket: socket
#Valid: boolean

+constructor(client_adress:network_adress, socket:socket, StalD:string)
+abort_message(error:string)
+Obtain STAId(): string
-contact_confirmation()

Timestamp Request

-hash_value_SHAT1: Integer
-hash_value_RIPEMD: Integer
-timestamp: timestamp_pointer

-process_time: Integer
-time: Integer
-round: Integer
-Sequence_number: Integer
-timestamp signature: spki signature

+abort_message(error:string): boolean

+contact_confirmation()
+constructor(client_adress:network_adress, socket:socket, StalD:string)
+send_Message()
+add_Timestamp(timestamp:timestamp_pointer, signature:spki signature)
+obtain_hash_SHA1(): Integer {isQuery}
+obtain_hash_RIPEMD(): Integer {isQuery}
+update_position(time:Integer, round:Integer, sequence_number:Integer, process time:Integer)
+obtain_position(time:Integer, round:Integer, sequence_number:Integer, process_time:Integer): {isQuery}

+Obtain time(): Integer

Request Timer

-actual_RQC: RQC_pointer
-queue: request_queue
-Sequence: Integer
-Round_number: Integer
-logger_pointer: logger_pointer {frozen}
-OffsetRound: Integer
-InitialTime: Integer {frozen}
-RoundDuration: Integer {frozen}
-BigRoundDuration: Integer {frozen}
-TimestampGenerator: TimestampGenerator pointer

+constructor(Sequence:integer, round_number:integer, Logger:logger_pointer, TimestampGenerator:TsGen pointer, TimingInfo:3xInteger)
+addQueue(Request:Request_pointer): boolean
-process_Request(Request:Request_pointer)
-obtain_time_round(time:integer, round:integer)
-create_next_round()
-Service()




Round queue coordinator

-number: Integer {frozen}
-time: Integer {frozen}

-queue: request_queue
-actual_round_tree_ SHA1: RBT_pointer
-actual_round_tree_ RIPEMD: RBT_pointer
-closed_round: boolean
-last_RQC: RQC_pointer
-this_round_value_SHAT1: Integer
-this_round_value_RIPEMD: Integer
-good_round_value: boolean
-logger_pointer: logger_pointer {frozen}

+constructor(number:integer, time:integer, last. RQC:RQC_pointer, logger_pointer:logger_pointer)
+addQueue(Request:Request_pointer): boolean
-obtain_last_round_value(last_round_value_SHAT:integer, last_round_value_RIPEMD:integer)
-tree_construction()
-forward_trees()
-Service()

Big round queue coordinator

-big_round_publishing_pointers: big_round_publishing_pointer_list

+constructor(number:Integer, time:Integer, last. RQC:RQC_pointer, logger_pointer:logger_pointer)

Big round publishing

-media_type: media_type
-media_coordinates: media_coordinates

+add_publish_request()

Logger

-queue: log_queue
-log_file: string {frozen}

+constructor(log_file:string)
+add_Queue(Request:LogRequest): boolean
-Log_request(Request:LogRequest): boolean
-Service()

«abstract»
Log Request

+constructor()
+serialize()

Request logRequest

-request_pointer: request_pointer {frozen}

+constructor(request_pointer:request_pointer)
+serialize()

Round value LogRequest

-round_value_SHAT: Interger {frozen}
-round_value_RIPEMD: Interger {frozen}
-round_number: Interger {frozen}
-time: Interger {frozen}
-Big_round: boolean {frozen}

+constructor(round_value_SHAT1:Integer, round_value_RIPEMD:Integer, round_number:Integer, time:Integer, Big_round:boolean)
+serialize()




Node

Algoritm:
Hash Algoritm

-parent: Node_pointer

-localisation: {L,R,T} {frozen} (T means that this node is the tree round value)

-next: Node_pointer
-previous: Node_pointer {frozen}
-value: Hash_value {frozen}

+constructor(children_L:Node_pointer, children_R:Node_pointer, previous:Node_pointer)

+next(): Node_pointer {isQuery}
+previous()(): Node_pointer {isQuery}
+localisation(): {L,R} {isQuery}
+parent(): Node_pointer {isQuery}
+value(): Hash_value {isQuery}

Round binary tree

-first_leaf: Node_pointer {frozen}
-number: Integer {frozen}
-time: Integer {frozen}

+constructor(time:integer, number:integer, first Request:Node_pointer)

Leaf

-Request: Request_pointer {frozen}

+constructor(Request:Request_pointer, previous:Node_pointer)
+Request(): Request_pointer {isQuery}

Special

+constructor(rand_seed:integer, previous:Node_pointer)

Timestamp Generator

-queue: RBT_queue
-private_key: key {frozen}

+add_Queue(RBT_SHA1:RBT_pointer, RBT_RIPEMD:RBT_pointer): boolean

-process_tree_request()
-process_client_request()
-Service()

Timestamp

-time: Integer {frozen}
-round_number: Integer {frozen}
-sequence_number: Integer {frozen}
-signature: signature_pointer
-tree_branch_SHAT1: string {frozen}
-tree_branch_RIPEMD: string {frozen}

+constructor(tree_branch_SHA1:string, tree_branch_RIPEMD:string)
+serialize(): string
+prepare_signature(): string
+add_signature(signature:signature_pointer)




Signature

-signature: signature {frozen}
-public_key: key

+constructor(string:string, public_key:key)
+obtain_signature(): signature {isQuery}
+obtain_public_key()
+serialize()

Private Key

-private_key: key
-public_key: key_pointer

+constructor(private_key:key)
+sign(string:string): signature_pointer

Network Answer

-queue: request_queue

+addQueue(Request:Request_pointer): boolean
-process_Request(Request:Request_pointer)
-Service()

System Administration

-Network_Listener: Network Listener
-Request_Timer: Request Timer
-Logger: Logger
-Timestamp_generator: Timestamp Generator
-Network_answer: Network Answer
-config_file: file

+constructor(config_file:file)
+check_integrity(error_message:message): boolean




COSIC Time Stamping Authority

Hash value:
Email:

Request Time Stamp

View the archive (roundstamps and linking values)
How to use the system
Technical overview
The RIPEMD-160 hash function
Linux executables: Check timestamps, Check linking, Hash a binary file using RIPEMD-160
This is an experimental system developped for the Belgian TIMESEC project, funded by the OSTC.

More info:
bart.vanrompay @esat.kuleuven.ac.be

Thanks to:
antoon.bosselaers @esat.kuleuven.ac.be (MP library)
joris.claessens @esat.kuleuven.ac.be (web interface)



Archive: round and linking values

% example, using a 512-bit modulus and a round time interval of 10 minutes

% ROUNDSTAMP = the round accumulation value,
% 512-bits long (generated by modular exponentiation)
% LINKING VALUE = the round value,

% (after linking to the previous round value), 160-bits long (generated with RIPEMD-160)

INITIAL LINKING VALUE
a
4e35 bb5af 9d3e b2b8 1166 de91 bc8b 383d 31b9

ROUNDSTAMP 1: GMT+01l TIME = Mon Dec 13 14:00:

20
b347 fdb6c ed6a 4419 bb8d 754c 1l67e Oeaf b9e8
b7da 827d 9510 6blé6 £742 349d bcb5 9754 6eed

LINKING VALUE
a
7328 feca 0652 ce73 31b2 cd74 d2f0 ae%0 bc73

ROUNDSTAMP 2: GMT+01l TIME = Mon Dec 13 14:10:

20
1b4f 9816 791c ed5f 1lé6ca 99%9a6 caed 79b8 728b
ccbb 5f47 52c8 9c5c £f3b7 1734 0e7b 946d 86fb

LINKING VALUE
a
cd47 37f7 Tbof 026c 38bf 4cal blb0 629%9a 19e4

ROUNDSTAMP 3: GMT+01l TIME = Mon Dec 13 14:20:

20
9c5e 3f95 ealc dl135 02cd a4f8 e86b b684 c042
£f439 5ac8 8875 33de 63e6 €023 dffb cll1l5 577f

LINKING VALUE
a
b857 d0e6 Tbcf aeba 1lbdl 3dda dllé6 b845 dleb

ROUNDSTAMP 4: GMT+01 TIME = Mon Dec 13 14:30:

20
24a8 9b18 abc8 f072 410c 65a8 67bc 2156 e72a
a60c e7d2 72bf 28el 0252 279c c¢135 c5d9 8ebl

LINKING VALUE
a
47fb 2db0 0a03 3b8a c33e 84la £136 4c3c ebdc

ROUNDSTAMP 5: GMT+01 TIME = Mon Dec 13 14:40:

20
b551 6c¢c3f abda d3a8 c8d9 5c¢c90 2dba £f8b6 5132
84b4 6bbd 409d 7722 84cc 1f8a al54 5el4 113d

LINKING VALUE
a
30a2 9cd4 5c9e f2ce b978 6082 142f 640f 55fe

d4b0

05 1999

eB863 clfl
Obal0 eb54

de8f

05 1999

b8a8 79b3
8£53 321c

aal2

05 1999

986a 2ald
4e2a a32e

5b47

05 1999

eele 2626
8a3b 1b0b

8aed

05 1999

7bb9 0el3
cecb 30eb

3dlc

e360
4134

62£7
8£3d

4b31
bc5b

6457
£f44

215d
38f0

e22d
9211

1fde
2f75

ac25
37a0

bc73
£321

70d1
7447

6790
38b9

fb0e
907d

9¢c50
5fc3

37a5
1f6c

2d02
ag985

ebaa
22cc

b73d
58e6

b028
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1

DIGITAL DOCUMENT 'I"]I'\-[E-STAMPIHG WITH
CATENATE CERTIFICATE

BACKGROUND OF THE INVENTION

In many situations there is a need 1o establish the date
on which a document was created and o prove that the
text of 8 document in question is in fact the same as that
of the origingl dated document. For example, in intel-
Jectual propercy metters it is often crucial to venfy the
date on which & parson first pot into writing the sub-
ptance of an invention. A commor procedure for thus
“tirne-stamping™ an inventive concept comprises daily
notetions of one’s work in a lnboratory notebook. Indel-
ibly dated and signed entries are made ape after angther
on cach pege of 1he notebook where the sequentially
rumbered, sewn-in pages make it difficult o revise the
record without ieaving telitale signs, The validity of the
record i3
signed witnessing by & generally disinterested third
party. Shonild the time of the concept become a metter
for later prood, both the physicel substance of the note-
book and the establizshed recording procedure serve gs
effective evidence in substantiating the fact that the
concept existed at least as early &s the notebook witness
dete,

The increasingly widespread use of electronic docu-
ments, which inelude not only digital representations of
readable text but also of video, audio, and pictnrial data,
naw poses a serious threat to the viability of the “note-
book™ concept of establishing the date of any such doc-
ument. Because electronic digital documents are so
epsily revited, and since such revisions may be made
without telliale sign, there is available limited credible
evidence that a given document {ruly states the date on
which it wes created or 1he message it originally car-
rief. For the same ressons there even arises serious
doubt as 10 the authenticity of a ver{ving signature,
Without an effective procedure for ensuring against the
surreptitious revision of digital documents, a basic Iack
of system credibility prevents the efficiencies of siec-
tronic documentation from being more widely imple-
mented.

Some procedures are presently svaiteble for verifying
slectronic document teansmissions; hovrever, sach pro-
cedures are limited in epplication to bilaleral communi-
cations. That is, in such communications the sender
essentially desires to verify (0 the receiver the source
and original content of the transmitted document. For

exemple, “private key” crypiogrephic schemes have
long been employed for message transmission between
or among z limited universe of individuals whao are
known to one sndiher and who alope know the de-
crypting key. Encryption of the message ensures aguing
tampering, and the fact that application of the private
key reveals the “plaintest” of the transmitted messagre
serves as proof that the messape was transmitted by one
of the defined wniverse, The time of creation of the

- message is only collaterally established, however, as

being aot later than its feceipt by the addressee. This
practice thus fails to provide time-starnp evidence that
watld be useful in an unlimited universe af 2 later date.

A more broadly applicable verifying communicetion
procedure, that of “public key™ cryptography, has been
described by leﬁe and Hellman (“New Directions in
Crypiography”, IEEE Transpciions On  Information
Theory, Vol IT-22, November 1976, pp. &44-654).
While this scheme expands the utilizing wniverse to 8

further enhenced by the regular review and .
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tubstantially unlimited number of system subscribers
who are unknown to one another, but for p public direc-
tory, verifiable communications remain bilateral. These
limitations persist, since although a public kev. “signa-
ture™, such as that which entails public key decryption
of a message enceypted with the private key of the
ransmitter, provides any member of (he enlmnited uni-
verse with significant evidence of the identivy of the
transmitier of the message, only a given message recipi-
ent cen be stisfied that the message exizted at least as
early &5 the tme of its receipt Such receipt does not,
Bowever, provide the whole universs with direct evi-
dence of time of the message's existence Testimony of a
such & recipient in conjunction with the received mes-
sage could mdvance the proof of message content and
tisne of its existence, but such evidence Falls victim to
the basic problem of ready manipuletion of electronie
digita! document content, whether by originator or
witness

Thivs, the prospect of a world in which &1l decuments
are in l;asi]:,r molifizble digital form threatzos the very
substance of existing procedures for establishing the
credibility of such documents As 8 means of providing
an answer to this burgeoning problem, we disclosed in
our copending ULS. Pat. application Ser. No.
07/561,8288, file Aug. 2, 1990, a system of vedfication by
which a digital document may be 50 fixed in time and
content that it can present, af least to the excent cur-
rently tecognized in tangible documents, direct mwi-
dence on those issues.

The method described there entails trensmitial of a
document to an outside agency where current lime data
are incorporated with at least a portion of a digital
representation of the docoment. In order w0 prevent
collosive misstamping by the agency, one or more agen-
cies are selected st random or an agency 15 required to
incorporate into the time stamp receipt at least the time
and a portion of wentifying dita from one or more
temporally adjacent receipts Although this procedure
acromplishes the two-fold goals of effective time-
stamping, Le., f0 Ax the time and cantent of a document
and to prevent collusive misdeeds of acthor and agent-
witness, any subseguent personal interaction between
participeting authars may be burdensome, particularly
in later proof stages where the comparizon of conlem-
porary receipls it required.

SUMMARY OF THE INVENTEON

The present invention represents an improvement on
our above-mentioned system and provides a reliable and
more adaptable method of time-stamping digiial doco-
ments that continues 10 meintain the two essentiaf char-
acteristics of accepted document verification. First, the
cordent of a docoment and a time stamp of its existence
are “indelibly” incorporated into the digital data of (he
document s that it is not possible 1o change sny bit of
the resulting time-stamped data without such 2 change
being appareat. Ii this manner, the state of the docu-
ment content is fined ae the instant of time-stamping.
Second, the time st which the digital document is
stamped it cartified by 2 cryptogrephic summary, or
catenation, procedure that deters the incorporation of a
false time stztement. In essence, the method treaslers
control of the time-stamping siep from the anthor fo an
independent sgent and removes from the author the
ability to influence the agent in the application of other
than a truthflul time samp.




3,136,646

3

Omne embodiment of the present invention presumes 3
pumber of document acthors distributed throughout a
pommunication network. Such anthors may be individ-
uals, companies, company departments, etc., sach rep-
resenting a distinct and identifiable, e.g., by ID nurber
or the like, member of the author universe. This uni-
verse would be supported by a central record reposi-
tory and would, in essence, constitute the clientele of
such gn outside time-stamping agency (TSA).

In this particwlar application, es depicted in FIG. 1 of
the drawing, the method entails an auwthor’s preparation
of a digital document, which may broadly comprise any
alpbanumeric, andio, or pictorial presentation, and the
transmission of the document, preferably in a condensed
representative form, to the TSA. The TSA time-stamps
the document to create a receipt by adding digital data
signifying the current time, concatenates the receipt
with the current cryptographic catenation of itz prior
time stamp receipts, and creates a new catenation from
the compaosite document by means of a deferministic
function, such as discussed in grester deteil below. The
resutting cetenate vaiue is then included with rime 2nd
ofher identifyving data it 2 document, now a certificate
of the temporal existence of the original docuoment,
which iz transmitted back to the author where it will be
held for later use in any required proof of such exis-
tence.

To ensurs against inferception of confidential docy-
ment information during transtnission o the THA, and
to reduce the digital bandwidth required for transmis-
sicn of an entire docoment, the suthor may eptionally
convert the digital document string to a umigue value
having vastly condensed digital size by means of a de-
terministic function which may, for example, be any one
of a number of algorithms known in the art 83 “one-way
hast functions”. Such an application of hash functions
has been described, among others, by Damgard in his
discussions on the improvement of securily in document
signing techniques {“Collision-Frec Hash Functions
and Public Key Stgnature Schemes”, Advances jun Cryp-
Tologp—Euroctypt ‘8T, Springer-Verlag, LNCS, 1938,
Vol 34, pp. 203-217). In practice of the present inven-
tion, however, the “cne-way" characteristic typical of a
heshing elgorithm serves an sdditional purpase; that is,
to provide assurance that the document cannot be se-
cretly revised subsequent {0 the time the TSA applies its
time stamp and incorporates the document into the
cafenate certificate,

A hashing function provides just such assurance,
since at the time a document, such as an author's otig-
ma! work or a composite reccipt catenation, is hashed
there 15 created A representative “fingarprint™ of its
original coptent from which it is virtually impossible to
recaver that document, Therefore, the time-stzmped
document is nof susceptible to cevision by any sdver-
sary of the author, Nor is the author able to apply an
issned time-stamp certtficate to a revised form of the
docuoment, since any change in the orginal document
cootent, even 0 the extent of a single word or a single
bit of digital date, results in & differept document that
wonld hash 1o & complately different fingerprini value.
Although a documen! cannot be recovered from its
representative hash value, a purported original docu-
ment can nonethelese be proven in the present time-
stamping procedure by the fact that a receipt concate-
nation comprising a true copy of the original dogument
representation will always hash to the same catenale
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value as iv contained in the author’s certificate, arsum-
ing use af the ongimal hashing algorithm.

Any available deterministic fanction, e.g. a one-way
hash funetion sech as that described by Rivest (“The
MD4 Message Digest Algorithm™, Advances in Crop-
tology—Crypio 90, Springer-Verlag, LNCS, to appear),
ineorpocated herein by reference, mey be used in the
presant procedure. In the practice of the invention, such
a hashing nperation is optionally employed by the au-
thor to abtain the noted banafit of (ransmission security,
althougb it might be effected by the TSA if the docu-
ment wers received in plaintext form. In whatever such
menner the document content and incorporated time
data are fixed against revision, there remains the further
stap, in order 1o promote the credibility of the system,
of certifying 10 the members of &n as yet unidentified
universe that the receipl was in fact prepared by the
TSA, rather than by the author, and that the bme mdi-
cation is correct, Le., that it has not, for instance, been
fraudulently stated by the TSA in collusion with the
author.

To satisfy these coocerns, the TEA maintaing a re-
cord of ifs sequential time-stamping transactions by
adding each new receipt (o its current catenation and
applying its deterministic function, e.g. hashing, the
composite to ohiait a new catenation. This catenation,
itself a value resulting from the hashing process, 15 -
cluded on the receipt or certificate returned 1o the au-
thor and serves to certify the indicated time stamp.
Confirmation of the certificate at a later time involves
rehashing the combination of the anthor's fime receipt
and the next previcus catenate velue in the TSA re-
cords. The resulting generation of the suthor's catenate
certificate value proves to the suthor and to the uni-
verse gl large that the certificate originated with the
TSA. This result also proves the veracity of the time-
statp itself, since all original elements of the otiginal
receipt must be repeated in order to again generate, by
the haghing forction, the original catenate cerlificats
value,

The process of the invention relies upon the relatively
continuon: flow of documents from the universe of
anthors through the facilities of the TSA. For ezch
given processed document Dy, from an author, Ay, the
TSA generpies a time-stamp receipt which includes, for
example, a sequential receipt transaction number, 1y, the
identity of the author, for example by ID pumber IDy,
or the like, a digital representation, «.g. the hash, Eji, of
the document, and the current time, tz. The TSA then
includes these receipt datz, ar any representative pari
thereof, with the catenate certificate valoe, Cg.q, of the
immediately preceding processed document Dy, of
authar, A, thereby bounding the time-siamp of docu-
ment Dy, by the independently established earlier re-
eaipt ime, 1g.1-

The composite data strng, ri, IDg He, . Cpa), is
then hashed to p new catznate value, Ty, that is sntered
with transaction number, 1y, in the records of the TSA,
and is also transmitted (o Ay, 8s the catenate certificats
velue, with the time.stamp receipl data, In like manner,
a certificate valuc derived from the hashing of Cy with
time stamp elements of the receipt for document Dy,
would be transmitied to author, Ay, 1. Thos, each of
the time-stamped catenate certificates issved by the
TSA is fixed in the continvtom of time and none can be
falsely prepared by the TSA, since any aftempt (o 8-
Eeneraie a catenale certificale number from a hash with
the nexi prior eertificate would reveal the discrepancy.
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In a more gensral application of the invention, as
shown in FIG. 2, the representation, e.g., & hash, of »
particular document is sitnply concatenated with the
catenate certificaie value of the next previous document
and the deterministic function representation, again a
hazh, for exampie, of this composite is then generated
and retained as the record catenate value for the partic-
ular document Each subsequent document in the grow-
ing series is similarly processad to expand the record
which itself would sarve as a reliable certification of the
_ ition each such document occupies in the series, or

more broadly viewed, in the continuum of time. This
embodiment of the invention provides a reliable method
by which an organization, for instance, could raadily
certify the sequence and continuity of its digital business
documents and records.

Additional variations in the process of the invention
‘might include the sccumulation of documents, prefera-
bly it hashed or other representative form, generated
within &n author organization over & peried-of time, ¢.g.
8 day or more depending upon the extent of activity,
with the coflection being hashed to pressnt a single
capnverient document for time-stamping-and certifica-
tiot, As an alternative, an organizational desighee might
serve as a resident “outside” Bgency who would main-
tain 2 catenate certificate record of organization docu-
ments by means of the present procedure and on a regu-
1nr basis would transmit the then current catenate certif-
icate to a TSA. In this manner the sequence of an orga-
nization's business records would be esinblished both
wiihin the organization and externslly through the

TSA.

i
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Also, the amplcm:ntauf:m ol process embodiments

might readily be anfomated in simple computer pro-
- grams which wonld directly carry out the various sieps
of hashing, transmitling, and concatepating original
document representations, applying current  time
slamps, generating and recording catenate certificate
values, and providing receipt certificates.

- THE DRAWING

The present invention will be described with refor-
ence 1o the accompanying drawing of which: '

FIG. 1 i5 a flow diagram of an embodiment of the
- time-stamping process according to the invention; and.

FIG. 2 is & flow diagram of the genersl catenation
process sccording 10 the invention.

DESCRIPTION OF THE INVENTION

The following exemplary spplication of the preset
invantios, as depicted in the steps of the drawing, will
serve to further describe the time-stamping process. For

‘sonvenience in the presentation of {his sxample, the
deterministic function employed it the md4é hashing
algorithm described by Rivesl, as mentioned ahove;
however, the function actually selected by a2 TSA could
- be any of various available elgorithms. Whatever algo-
cithm is implemented, iecords of its identity and period
of use must be maintained for later proof of certified
receipts.

The present titne-stamping procedure beging, as at

step 11 of the drawing, with the prepsration of a digitel

document by the asthor, e.g A As previously noted,
this digital document may be the digital form or repre-
 gentation of any alphanumeric text or vidso, audio,
pictorial or other form of fixed data. Although the pres-
ant process may be used with documents of any length,
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the following excerpt is amply representative of a docu-
ment, Dy, for which fime-stamping 16 desired:

. . the idea in which affirmation of the world and
ethics are contained side by side . . . the ethical accep-
tance of the world and of life, together with the ideals
of civilization contained in this concept . . . truth has
no special time of its own. Lis hour 15 now—always.

Schweitzer

If the anthor s desires, the document, Dy, may, for
the purposes of securty as well as to reduce the 1e-
quired fransmission bandwidth, be condensed by means,
for example, of the md4 algorithm. As indicated by the
optional, dashed step 12, the document is thus hashed to
a value, Hi, of & standard 128 bit. format which, ex-
pressed in base 16, appears as:

oD Do B0 Oyt | b [ 3 Bad o T

Tt should be noted at this point that the hexadecimal and
other numerical value reprasentations uted in this axam-
ple are nof in such form crucisl fo the implementation of
the invention. That is to say, any portion or other dis-
tinct repre.-.;entatmn of those values salected aceording
10 & given procedure would function as well,

Author, Ay, whose assigned identification sumber,
1D, is 634 in a 1000 mermber author universe, then
transmits the document, at siep 13, to the system TSA in
the identilying message, (IDy, Hy), which appears:

634, eelefiead(dlI0cth] icdfhI B IeeT

&5 B request that the document ba time-stamped. :
The TSA, at step 14, prepares the receipt for docu-
ment, Dy, by pdding 8 sequential receipt transaction
number, rg, of 1328, for example, and a statement of the
current time, ty. This time statement might be a standard
binary reprezentation of computer clock time or simply
a literal statement, e.g., 19:46:28 Greenwich Mean Time
on Mar. 4, 1951, in order to allow the final time-stamp
certificate to be eagily read. The receipt then comprises
the string, (Tk tx, 1DV, Hil winch appears as follows;

1328, 154 M TIRMARD, 654,
© enleldeafilefl OctEl ledfb3tds 34T

In accordance with the invention, the records of the
TSA st this time cootain 2 catenation of all its prior
receipt transactions in the [orm, for example, of the
values resulting from the heshing of cach consscutive
receipt with the record catenafion to that time. This
catenate record would thus have been developed as
follows. The receipt of first transaction (Fi=3) was
hashed with an initial datum value, &.g., the hash of the
identification of the TSA, to yield the first catenate
value, C1, which was then used as the certificate value
for that first teamsaction. Io the oext transachion, the
receipt was concatenated with Ciand the composite
hashed to vield 1he sccond caienate certificate value,
Cz. and 50 on through the entire history of the TSA
time-stamping operation.

Assume now that the document, Dy, immediately
preceding that of the present example had been pro-
oessed by the TSA, in its 1327th receipt tratnsactiot, to
yvield as the catenate certificate valoe, Cy q:

2005 kena S5 | 500 G604 T e d el

In step 15 of the process, the TS5A now concatonates
with this value the receipt for Dy to obiain:
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FAlMepe L 51401 e To2dede0fcl, 1328,
THERGHM TGN AR, G4,
oo 2eFEeadld f 11kt Leafh3nBdo 3407

This composite is then hashed hy the T3A, at step 16, (o
yvield as the new catenate certificate value, T

4607d 7 N ber D e M - NE A T o 22 ]

The TSA then edds this value to its tacords and pre-
pates and transmits to suthor, Ay, at step 17, a time-
stamp ceriificate, iocluding this calenate certificate
vajue, which mighi appear as:

Trantartion Mumber: L3zg

Client 1T Number; B4

Tame: 194628 SGreenwich Mean Time
Daie: M hMarch 1951

Certificat= Mumber: BT A TSN e a3 5 S0 03 54 T 1o 2 Eral

The procedure would be repeated by the TSA for
each subsequent time stamp request, Assuming the next
request from Ay was receivad with the document in
the form of its hash Hg 11, 2s:

201, BELGIIectddSt 1dbb ie0hEEdaad 730

at 19.57:52 GMT on Mar. &, 1921, the composite con-
catenation would eppear:

I TS sl S e dSind B4 Tan P mal, 1329,
195TS2OMTOOM AR 1951, 20,
B8265epld 51 1dbinSe GRS Jand T M

and the certificate returned to A would read:

Transacuon Humber: | 1320

Client ITF Mumber: 201

Time: 19:5T.52 Grernwich Mean Time
Crale: 8 March 1991

cetificate Munsbar: debhkibl135Ebb0Fc 7632771 5hbA Jud

When, at a Jater date, author, Ay 4§, desires to prove
the anthenticity of document, Dy 1, a5 that which was
received and dated by the T5A pn Mar. £, 1991 af
12:57:52, the records of the TSA are examined 1o obtain
the catenate certificate value, Cg, of the next previons
transaction, 1328, which appears as:

465 Td TEE N bey Q5 Hale 354 T iaaTEeal

The allegad docement is then reduced to the form in
which it was transmitted to the TSA, ¢.g, as its hash,
and this vaiue it then concatenated with Cx and the
remaining data from the cartilicate of Ay 4 1. The resuli-
g composite, assuming the alleged decument to be
. authentic, HOW APPEATS AR

$60 7SN bea 9 S0 304 T 1en 2 80a], 1325,
195TSIGMTOSMAR 193], 20,
18265 0eplbd X1 1 dbbSaDERE JaxT TI00D

which, when hashed, produces the correci catenate
certificate value: :

d9kbLb | 1 5Ebb09c2 763 T LS MDE Jad

thereby proving the alleged decument to be D1
Dtherwise, a revised document would hagh to & difTer-
ent value and the composite of which it is an clement

Ly
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8
would hash to a catenate certificate vatue different from
that stated in the certificate of transaction number 1329,

If Turther proof were demanded, for example upon an
adversary allegation that Ci. | had been falsified sfter
the fact of a document revizion, the certificate and the .
submitied, e.g. hashed, document of Aj, who it identi-
fied from T5A records, would be employed in an at-
tempt to regenerate the subsequent, gquestioned certifi-
cate wvalne, Cgi . IF that valoe were correct, Dpyg
would be proved. As an alternative, the certificate
valpe, Cp . 1, could be proved by the repeneration of the
subsaguent catenate certificate value, Cgiy, from the
certificate data and submitied document of A4 2, since
no feasible revision could be made to that later docu-
ment which would resull in a match of Ciip if Cra
were not the same as existed at the time of the transac-
twom, 1330, processing Dz

In the mere generel record catenation procedure
depicted in FIG. 2, the documents in & growing series
are processed, within an organization or by a TSA, as
cach i penerated. At step 21, a new document represen-
tation, such as would be generated by a hashing deter-
mitistic function algorithm, becomes gvailable and, at
step 22, 16 concatenated with the current record cate-
nate valoe that was generated n the processing of the
previous docoment. This composite is then processed,
e.g., hashed, at step 23, to generate the new catenate
velue for the present document. This value may be
seperately recorded and utilized for inclusion in s certif-
icate, or sitmply retained in the processing tyetem for
application o the next document which is presented at
stap 24, The subsegquent processing steps 25, 26 are
applied t0 this document representation, and the pro-
cess repeats with each new document in its furn,

The procedures deseribed and wvariants suggested
herein for the practice of this time-stamping process and
the vanous other embodiments which wil become ap-
parent (o the skilled artizan in the hght of the forepoing
description are all nonetheless to be included within the
scope of the present invention as defined by the ap.
pended claims.

What is claimed is:

1. A methed of certifving the temporal sequence of
digital documents in a seriss of such documents charac-
terized in that gaid method comprises:

a) generating a digital representation of a specified
one of the documents in said series; and

b} generating a catenate certificate value represen-
tation for said specified document by applying a
selected detarministic function glgorithm to a
catensation comprising said digital represantation
and the catenate certificate value repressniption
for the document immediately prior in seid series
to said specified document.

1. A methed according to olaim 1 ,

characterized in that the method further comprises

repeiting the recited steps with each subsequent
document in said series.

3. A method according to claim 2

characterized in that said method further comprises

maintaining a sequential record of szid series docu-
ments with their respective catenate certificate
value representations.

4. A method accerding to claim 2

characierized in that cach sard digital representation

iz generated by applving to said document one or
another deterministic function algorithm which
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tnay be the same as ot different from eaid selected
deterministic function algonthin.

5. & method zccording to claim 4
characterized in that said one ot another deferminis-
tic function algorithm iz any ane-way hashing algo-

Hthm.

6. A method according to claim 2

characterized in that said selected determmnistic func-

" ton algorithim e any one-way hashing algorithm,

7. A method of time-stamping a digita] document
which comprises transmitting a digital representation of
said document fo an outside agency, creating at said
outside agency a receipt comprising a digital represen-
tation of then current time and at least a portion of a
digital representation of said digital document, and cer-
tifying said receipt at said cuvtside agency

charactarized in that the certifying of said recsipt

COMPTises:

&) concatenating a digital representation of said
receipt with a representation of & prior catenate
certificate value (o form a composite; and _

b) g:n:rating a catenate ceriificate value for said
receipt by applying a sclected deterministic func-
tion algnnthm 0 end uﬂmpﬂ!:lte

% A method of time-stemping a digital document
accordimg to claim 7
" characterized in that said outsde agency maintams a
record comprising the catenate certificate values of
nridr time-slamping (ransactions,
9. A method of time-stamping a digital decument
according to claim 7
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10
characrerized in that said prior certificate value rep-
reseritation eomprises at lsast & portion of the cate-
-nate certificate value of the immediately preceding
recarding lime-slamping transaction,
10. A methad of time-stamping a digital document

-according to claim 7

characterized in that said selected deterministic func-
tion algorithm is any one-way hashing algorithm.
11. A method of time-slamping a digital document
gccording to claim 7
characterized in that said transmitted digital docu-
ment representation comprises &t least a portion of
the digital representation of the value derived by
applying fo said digital docoment one or another
deterministic fancrion algorithm which may be the
pame as or dilferent from said selecizd determinis-
tic function algorithm.
ll. A method of time-stamping a digiial dnc:um::nt
sccording 1o claim 7
characierized in that said receipted digital document
representation comprises at least a portion of the
digital representetion of the value derived by ap-
plying o said digital document one of another
deterministic function algorithm which may be the
same a5 or different from said selected deteominis-
tic function algorithm.
13. A method of time-stamping a digital document
according o claim 12
characterized in that said ane or anoiher determinis-

tic function is any cpe-way hashing algorithm.
* ¥ &k K K
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[571 ABSTRACT

A system for time-stamping a digital document, includ-
ing for example text, video, sudio, or pictorial data,
protects the scerecy of the document lext and provides
3 tamper-proof time seal establishing an author's &laim
o the temporal existence of the docement. Initially, the
author reduces the document to 2 number by means of
a ohe-way hash function, thereby fixing a unique repre-
sentation of the document text. In one embodiment of
the invention the number is then transmitted 1o an pat-
side agency where the current time is added to form a
receipt which is certified by the agency using a public
key signature procedure before being returned to the
author as tvidence of the document's existence, In later
proof of such existence, the cartificate is authenticated
by means of the agency's public key to reveal the re-
ceipt which comprises the hash of the alfeged document
along with the. tithe s=al that only the agency could
have signed into the certificate. The alleged document
is then hashed with the same one-way fanction and the

- ongmal and newly-generated hash numbers are com-

pared. A match establishes the identify of the allegad
documsent a3 the time-stamped coginal. In ovder to
prevent codlusion in the assignment of 2 time stamp by
the agency and thus fortify the credibility of the svstem,
the receipt is linked to other comtemporary receipts
before certification by the agency, thereby fixing a doc-
ument’s position in the contintum of dme. In another
embaditnent, a plurality of ageneies are designated by
means of rafdom selection based upon a unique seed
that is a function of the hush nomber of the document 1o
be time-stamped. Thus being denied the ability to
chogse at will the identity of an agent, the anthor can-
net feasibly arrange for falsification of a time stamp.

18 Claims, 3 Drawing Sheets
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METHOD FOR SECURE TIME-STAMPING OF
-DIGITAL BOCUMENTS -

BACKGROUND OF THE INVENTION

In many situations there 15 2 need to establish the date
on which a document was created and to provie that the
text of & ducument in question is in fact the same a3 that
of the ongimal dated document. For example, in intel-
lectual property matters it is often crucial to verify the
date on widch a4 person first pof into writing the sub-
stance of an wvention. A common procedurs for thus
“time-stamping™ an inventive concept compeises daily
" notations of ane's work in a laboratory notebook, Indel-
ibly dated and signed eniries are made one sfier another
on cach page of the notebook where the sequentially
numbered, sewing pages make if difficult o revise the
record without leaving tetltale signs, The validity of the
- record 15 further enhanced by the regular review and
signed witnessing by a gencrally disinterested third
party. Should the time of the concept become a matter
for ater proaof, both the phiysical substance of the note-
book and the established recording procedure serve as
effective evidence in substantiating the fact that the
QORCEpt aXxisted At least as early as the notebook witness
date.

The mmcreasingly widespread use of electronic docy-
ments, which include not only digital representations of
readable ext but also of video, audio, and pictorial data,
now posss a serious threat to the viability of the “aote-
book™ concept of establishing the date of any such doc-
ument. Because electronie digital documents are so
semily revited, and sines such revision: may be made
without telltale sign, thare is available limited cradible
evidence thaf a given docurment truly states the date on
which it was oreated or the message it ariginally car-
ried. For the same reasons there even ariges serious
doubt as to the authenticity of a verifying signature,
Without an effective procedure for enguring against the
surreptitious revision of digital documents, » basic lack
of system credibility prevents the efficienciss of elec-
tronic documentation from being more widely impie-
mented., '

Some procedures are presently available for venfying
slectronic document transmissions; however, such pro-
cedures are limited in application to bilateral cormtmuni-
cationg. That i, in such communications the sender
essentially dediresd to verify o the receiver the sourge
and orgnal content of the transmitted document. For
cxampie, “private key™ cryptographic schemes have
long been empioyed for message transmission between
of among 4 limited uwmiverse of individuals who are
known to ane angther and who alone know the de-
crypring key. Encryption of the message ensures zgainst
tampering, snd the fact that application of the private
key reveals the “plaintext” of the transmitfed message
- serves 35 proof that the message was transmitted by one
of the defined universe. The time of creafion of the
message 5 ondy collaterally established, however, as
being not later than it receipt by the addressee. This
practice thus fails to provide time-stamp evidence that
would be useful in an unlimited universe at a later date.

A more broadiy applicable verifying communication
procedurs, that of “public key"” cryptography, has been
described by Dilfie and Hellman (“New Directions in
Cryptography™, fEER Transactions On Irformation
Theory, Vol [T-11, November 1576, pp. 644-654) and
maore recently implemented by Rivest et al. in U5, Pat.
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No. 4,405,829, jssued Sept. 20, 1983, While thit scheme
expands the utilizing universe to a substantiafly wnlim-
ited number of syatern subscribars who are unknown to
one another, but for a public directary, verifuble com-
munications remain bilateral. Thess Hmitations persist,
since although a public key “signature’, such as that
which entails public key decryption of a messagze en-
crypted with the private key of the transmitter, pro-
vides any member of the ualimited universe with signifi-
cant evidence of the {dentity of the transmeiter of the
mcssage, only a given message recipient can be satisfied -
that the message existed at least as carly as the time of its
receipt. Such receipt does not, however, provide the
whaole universe with direct evidence of time of the
messape's existence, Testimony of such a recipient in
conjenction with the received message could advance
the proof of message content and Gme of ii5 existence,
but such evidence falls victim to the basic problem of

‘ready manipulation of electronic digital document con-
© ienr, whether by originator or witness.

Thug, the prospect of a weorld in which ail documents
are in easily modifiable digital form theeatens the very
substance of existing procedures for cstablishing the
eredibility of such documents, There is clearly a sipnifi-
cant present need for a system of verification by which
4 digital document may be so fixed in time and content
that it ¢an present, at least to the eatent currently recog-
mzed in tangible decuments, direct ¢vidence on thoss
izsnes, '

SUMMARY OF THE INYENTTON

The present invention yields such a refiable svstem in
a method of time-stamping digital documents that pro-
vides the equivalent of two essential characterisfics of
accepted document verification, First, the content of a
document and a time stamp of jis exisi®nce are “indalj-
bl¥” incotpurated into the digital data of the docurnent
30 that it is not possible to change sy bit of the result-
ing time-stamped data without such a change being
apparccnt, In this manner, the state of the document text
15 fixed at the instant of time-stamping. Second, the time
at which the digital document is stamped is verified by
4 “witnessing” digital sipnature procedura that deters
the incorporation of a faise time statement. [n cssence,
the method transfers control of the time-stamping step
from ihe anthor to an independent agent and removes
from the author the ability to influence the ugent in the
application of other than a truthful time atamp,

The method of the present invention presumtes a num-
ber of document suthors distributed thraughout a com-
munication naework. Such authors may be ingividuals,
companics, company departments, etc. each represent-
ing a distinet and identifiable, e.gz. by ID number ar the
like, member of the author universe, In one embodiment
of the imvention, this zniverse may constityte the clien-
tele of a time-stamping agency {TSA), while in another
embodiment the distributed authors may serve as agents
individuaily performing the tme-starping service for
other memberd of the aniverse,

In its general application as depicted in FIG. 1 aof the
drowing, the present method entails an author's prepa-
ration of a digital document, which may broadly com-
pris¢ any alphanumeric, audio, or pictarial presentation,
and the transmission of the document, preferably in a
condensed representative form, 1o the TSA. The TSA

. time-stamps the document by adding digital data signi-

fying the current time, applying the agency's crypto-
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graphic signature scheme to the document, and trans-
mitting the rezalting document, now a cortificate of the
lemporal existence of the original document, bagk ta the
author where it is held for later use m required proof of
such existetice,

To ensure against intercaption of confideniial docu-
ment information during transmission, and to reduce the
digital bandwidth required for transmission of the entire
document, the author may apticnally convert the digi-
tal dosument string 1o 4 wnigue number having vasily
reduced digital size by means of a deterministic function
which may, for example, be any one of a number of
algorithms known in the art as “aneway hash func
tions™. Such an application of hash functions has beeq
deseribed, among others, by Damgard in his discussions
on the improvement of security in document sigming
techniques (“Collision-Free Hash Functions and Puhlic
Key Signature Schemes”, Advaences in Cryppiologr—
Eurocrype '87, Springer-Veriag, LNCS, 1988, Vol. 304,
pp- 203-217), In practice of the present invention, how-
ever, the “one-way" characteristic typical of a hashing
algorithm serves an additional purpose; that is, to pro-
vide assuramce that the document cannot be revised
subsequent to the time the TSA applies its time stamp.

A hashing function provides just such essursnce,
since at the time a document is hashed there is creatad
a represenafative “fingerprint” of its original content
from which it {5 virtually impossible to recover that
document. Therefore, the time-stamped document is
nat susceptible to revision by any adversary of the au.
thor, Nor is the suthor able to apply an issued tdme-
stamp certificate (o0 a revised form of the decement,
sinee any change in the original content, aven to the
catent of 4 single word or a single bit of digital data,
results in a different document that wouwld hash to &
completely different fingerprint number, Although the
attginal documient can thus not be racovered from the
hashed document, a purported originai document can
nonetheless be proven by the fact that a true copy of the
original document will always hash, assuming use of the
same hashing algorithm, to the original number con-
tained in the certificats,

Any available deterministic function, ¢.g. a one-way
fiash function such as that described by Rivest (“The
MD4 Message Digest Algorithm™, Adwnces in Cryp-
fotegr—Crypic, "%, Springer-Verlag, LNCS, to ap-
pear), may be used in the present procedurs. In the
practice of the invention, such 2 hashing oparation
wouid normaily be employed by the suthar to obtain
the noted benefit of transmission secority, although it
might be effected by the TSA if the document were
received in plainiext form. In whatever such manner the
document content and incorporated time dats are fized
against revision, there remains the further step, in order
ta promote the credibility of the system, of certifying to
the members of an as yet unidentified universe that the
receipt Was in (act prepared by the TSA, rather than by
the suthor, and that the time indication is correct, i.c.
that it kas not, for instance, been fraudulently stated hy
the TSA in collusion with the author,

To satisfy the former concern, the TS5A uses a verfi-
abie signature scheme, of 2 type such as the public key
method catlier noted, to ¢ortify the time-stamp prios to
its transmittal to the author, Confirmation of the signa-
e at a later fime, suck as by decryption with the
‘THA's public Xey, proves to the author and 1o the uni-
verse at large that the certificate ariginated with the
T3A. Proof of the veragity of the time-stamp itsclf,
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however, refics upon a following additiona) aspect of
the igvention.

Cne embodiment of this segment of the PIOCEsS, as
generally depicted in FIG. 2, draws upon the relatively
continuows flow of docurents from the universe of
authars through the faciitties of the TSA. For cach
glven processed document Dy, the T3A gepersics a
tme-stamp receipt which includes, for example, a se-
quential receipt number, ry, the identity of the suthor,
Ak by ID aumber IDy, or the like, the hash, Hg, of the
document, and the cuerent time, te, In addition, the
T8A includes the receipt data of the immediately pre-
ceding processed document, Di_y, of author, Asx_|,
thersby bounding the timestamp of document, Dy, in
the “past” direction by the independently established
earlier recaipt time, tg_). Likowise, the roceipt dats of
the next received document, Dgy.y, are included to
bound the time-stamp of document, Dy, in the “future”
direction. The composite receipt, now containing the
time dats of the thres, or more if desired, scouential
time-stamp receipts, or ideatifying segments thereaf, is
then certified with the cryprographic TSA signature
and fransmitted o the author, Ay In like manner, a
eertificate containing identifiabic representations of Ty
and Ly 2 would be transmitted to anthor, Ay, Thus,
cach of the time-stamp certificates issued by the TSA is
fixed i the continuum of time and none can be falsely
prepared by the TSA, since a comparison of a number
of relevant distributed certificates would reveal the
discrepancy in their sequence. So effective is such a
sequential fizing of a document in the time stream that
the TSA signature could be superfluous in actual prac-
tice. -

A second embodiment of the invention, shown gener-
ally in FIG. 3, distributes the time-stamping task ran-
domly ameng a broad universe, for example the multi-
plicity of authors wiilizing the ime-starmping process, A
TSA couid 6l be employed for sdministrative pur-
pases or the requesting author coufd communicate di-
rectly with the sclected time-stamping author/agents,
In cither event, the above-mentioned need for assurance
that 2 time-stamp has not been applied to a decument

- through collusion between the wuthor and the stamping
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ageney is met in the combination of the repsonzbie
premuse that at least some portion of the A@EACY Uni-
verse ig incormuptible or would atherwise pose a threat
of exposure to an author atterpting falsification, and
{he fact that the time-stamping agencies for a given
decument are selected from the universe entirely ae
random, The reaulting lack of a capability on the part af
the author to select 2 prospective collusive agent of the
author's own choosing substantially ramoves the feasi-
bility of intentional time falsification.

The sclection’ of the individual universe mambers
who will act as the predetermined number of agants s
accamplished by means of a pseudorandom gensrator
af the type discussed by Impagliazzo, ievin, and Luby
{"Pscudorandom Generation From One-Way Finc- _
tions", Prec. 2152 STOC pp. 12-24, ACH, 1959 for
which the initial seed is 1 deterministic fanction, such as
4 hash, of the document being time-atamped. Given as
seed input the document hash or other such functicg,
the impiemented psendorandam generator wili cutput a
series of agency [Ds. This ageney selection is for al]
practical purpoges unpredictable and random.

Once the agents are selected, the time-stamping pro-
ceeds as previouwsly indicated with the exception that
each agent individually adds the current time data o the
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representative documemnd it recerves, certifies the result-
g separate time-stamped receipt with its own verifi-
able crypiagraphic signature, and transmitts the cerhfi-
cate back to the author. This transmittal may be directly
ta the requesting author or by way of the admtinistrative
TSA where the receipts are combined with or without
further certification by the TSA. The combination of
signature stcheme and a published directory of author
10 provides verification of the utilization of the agents
that were in fact selected by the pseudarandom genera-
tor. This distributed agent smbodiment of the invention
presents some advantages over the receiptlinkitg proce-
dure in that a certified time-stamp i3 provided more
guickly and a given suthor's later proaf of 2 docomemnt

14

is Jess reliant upon the availability of the certificates of. 15

_other authors.
Additionat variations in the process of the ventian
might include the accumulation of docoments, prefara-

bly it hashed ar other representative form, generated

within an authar organization over z period of time, ez,
a dav or more depanding vpon the extent of activity,
with the collection being hashed to present a single
convenient document for time-stamping and certifica-
tiom: Also, Lhe initial seed for the pseadarandom genera-
tor thay be based upon a function of time or previously
receipted documents, as wall ag of the document. The
implementation of the process may be automated in
simple computer programs Which would directly carry
out the described steps of hashing and tramsmitting
" oniginal documsnis, selecting time-stamping agents,
applying current mne stamps, and returning certified
receipts.

THE DRAWING

The prasent invention will be described with refar-
ence to the accompanying drawing of which:

FI(y. 1 is a flow diagram of the general process of
time-stamping a document according to the myvention;

FIG. 2 is a flow diagram of a specific embodiment of
" the process: and

CLC. 3 is a flow diagram of another specific embodi-
ment of the process.

DESCRIFTION OF THE INVENTION

The foilowing examples uf the application of embodi-
ments of the present inveation will serve to further
describe the invelved process. For convenience in the
‘presentation of these sxamplas, the deterministic func-
tion selected 1 the md4 hashing algonthm described by
Rivest, as mentioned abave, and the verifiable signature
acheme is the public key method suggested by Diffie
-and Hellman, as implemented by Rivest ef al. in 1.5,
Pat. Mo. 4,405,829, Further, in arder to simplify sxpla-
nation of the process and for the additional reasons
noted below, only repeesentative segments of the entire
nnmbers will be employed.

20
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By mecans of the md4 algorthm, the document is
hashed, at optional, dashed step 22, 1o a number, H, of
a standard 128 bit format which expressed in pase 16

APPears as:

sledlded 833304 2451 SaFbSed? 15

The author, Ag whose bystem identification number
IDy, is 172 in a 1000 member anthor universe, transmits -
the thus-identified document ta the svstem TSA, at step
2d, a5 the message, {ID; Hy), which sppears:

172, efbdfdodf330nd 2045t Sa9d0a38 13

as a raquest thai the document be time-stamped.

The TSA then prepares the receipt for document, Dy,
by adding, at step 25, a sequential receipt number, ry, of
132, for example, and a statement of the current time, te.
This tine statement might include a standard 32 hit
representation of computer clock time plus a literal
staternent, i.e. 16:17:41 Gresnwich Mean Time on Mar.
10, 1990, in order to allow the final time-stamp certifi-
cate (o be easiiy readable by the auihor, Ar. The receipt
wonkd then comprise the string, (et 1D He.

At this point it would be appropriate to further con-
sider the earlier-mentioned reduction of number size to
representative segments. As is deseribed by Rivest et al.
in U.5. Par. No. 4,405,539, the cryptographic pobiic key

. scheme to be. emptoyed in this example (generaly

-
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The receipt-linking embodiment of the invention .

shown in FI1G. 1 i3 initially considered. Although the
present process may be nsed with dosuments of any
length, the loilowing apt excerpt = amply representa-
five of a2 document, Dy, which an author prepares at
stc:p 21 and for which trae-stamping is desired:
Time's gloryis to calm contending kings, To unmask
falschood, and bring truth to light, To stamp the seal
of time in aged things, To wake the mam, and senti-
nel the might, To wrong the wroager till he cender
right,
The Rape of Lucrecs

&5

known in the field as the “RSA™ signature scheme)
requires the division of an 2xtended message inta blocks
that may each be represenied by a number nof excead-
ing the cncoding key number slement, n. Each such
btock is then signed with the RSA algorithm, to be
reassembled after {ransmission. Therefore, in order to .
be abie to uee a number, n, of reasonable size in this
example while maintaining a single block for the final
receipt stang o be certified with the RSA scheme, sach
element OF the receipt string will be reduced to a repre-
sentative eight bits, typically the last eight bits of any
pverlong string, and those hits will be statad in base 16
(0 presenl a twa hexadecimal character string, Thas, for
instance, the 128 bit document hash, Hr, will be tepre-
sented by its last eight bitg, ic. ODCL 0L, stated as 15
{base 18), Likewise, IDy, 172, is 1010 11060 and is repre-
sented by ac (base 18). Without actuaily undertaking the
calenlation, it will suffice to assumie that the time state-
ment, ti, is represented as §1. The receipt number, 132,
would be represented as 84, The recsipt string to this
point, L.e. (1), ty [De He) now appears as 845facls.
Assurmne now that the immediately preceding docy-
meni, Di—), was processed by the TH5A as the requesi:

201, d3J6T2 161 dSLEFThETde] 4605751 T4

at F6:32:30 on Mar, 10 1990 (14— being represented as
64). The TSA adds thess data at step 27, {0 the receipt
string for Dy to yield the hexadecimal representation,
R431aci56d4c974 This receipt R now contains datg
fixing the time for Dy and a time, tx .|, before which
author, Ag cannot claim chat Dy existed. This mitation
on A5 established by the fact that the previous authar,
Aj—t, halds a time certificate, Ca_ 1, that fixes tz_ | as
subsequent to the linked time data, tg .3, in the certfi-
cate of author, Ag_», and 50 on for as lang as a proof
Tequires.

"To establish that TSA in fact originated the receipt
for document, Dy, that receipt is transmitied, at step 29,
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to author, Ag, after TSA signing, at step 28, with the
public key crypiographic signature scheme and be-
comes the certiffed receipt, or certificate, Cz, With the
data derived above, and assuming that TSA has the
RSA sighature key set, in dagimal:

o o o= JARDRTTRRI4IRI0R, (91 (Fublic)

«n, d = JANZD0AVTEIIAN 10, 19403602422449T0F > {Privals}

the signed certificate for Ri, S545laclse4c974, would
compute qs:

Bfmod n= 30504 TM664 774392

When author, Ay, receives this certificate, Ck, along
with the literal statement of Ry, it may be readily con-
firmed as being correct by application of the TSA pub-
lic kev to verify that:

Cefmod 1=F;

and that Ry m factf contains the data representing the
document hash, Hg.

The procedurs shown in this simple one-link ezomple
results in a certificate which, being bounded in time by
the data from document, Dy, provides author, Ag—)
with reliable evidence that document, Dy, was not
backdated to a time significantly prior to the existence
of document, Dy When the certificate of Ay s ex-
panded with additional data from the subsequently pro-
cessed document, Digy it will likewise be effectively
bounded (o substantiate the time stamp claimed by Ag.
In an alternative of the same effect, Ay conid simply be
advised of the identity of A4 and could confirm from
that author that the one-link certificate, Cgyj, con-
tatned the element, Hi The procedurs could aiso be
varied to provide cerified receipts which include data
fram any number of authors, with each addition provid-
ing a further degree of assurance against falsification.

Another embodiment of the invention, as shown in
FI% 3, which ntilizes randomly selected members of
the author universe as time-stamping agenis, or wit-
nese=s, ie a “distributed trust™ praceduore, would ro-
peed in the following manner. Althongh thess tumbers
are niot 50 limited In actua] praciice, for purposes of the
example it will be assumerd that the umiverss consists of
1000 authors, having IDs 0~999, and that thrae wit-
nesses will be sufficient to establish the veracity of the
time stamp. Also, in this example the earlier-noted vari-
ation including the services of a TSA it being imple-
mented. The hashing function, md4, otilized in the
above axarmnple i employed here also, in optional step
32, as an example of & deterministic document funetion
which will sc=d the pssudorandom selectian of the
three wiinesses from the author uzniverse.

Az in the previows cxample, the author transmits the
document to the TSA, normally in hashed form, as the
identified request: '

|72, eiddfdeddd 2 iadddd 5T T2l ica 3015

The T3A now uses this document hash string, in step
33, as the seed to gensrate the ID number of the first
witness, at step 35, according to the selection algarithm:

ID = [mdHeed) Jmod{universs size)

3

10

15

25

5

4

45

50

55

&5

8
The resulting seed hash:

200 deke i 5 1 Ebb Srdte Tod et

represents the 128 bit number which mod HWN is 457,
the 1D of the first sebected witness. The next witness is
Iikewise chosen psing this seed hash representadion as
the seed in the second selection computation to yield:

38265 el | GRS A5 2aaT T IO

which raod 1000, 13 371, the second witness ID. A re-
peat of the computation, again seeding with the prior
seed hash, selects the final witness as 598, which is:

M= TERr T SerdimefTI41900che mrod 000

The TSA now sends, at step 37, a copy of the original
request to each of thess three witnesses whe individu-
ally, at step 39, add a current time statement and ID,
and certify the reseiting receipts by signing with the
R3A crypiographic signature scheme and transmitting
them, at step A9, directly to the author or through the
T5A who may assemble the certificates into a file to be
deliverad to the author, By virtue of the fact thar the
psendorandom gemeration prevents the exercise of =
persanal choice in the selection of witnesses, the anthor
18 deterred by the nsk of encountering a non-coopera-
tive witncss from attempting any communication pricr
to time stamp certification for the purposs of arranging
for a false time entry, In a process variant where the
author i= allowsd to iranamit the request directly 1o
witnesses, the randam sglection of such witnesses which
is keyed essentially to the nvolved document itself
frustrates any sttempt by the author to direct the docu-
ment I¢ a known cooperative witness. The group of
resulting certificates may thus be employed with confi-
dence in fater proofs employing signature verification in
the manner eaclier deseribed.

The procedures described and vadants suggested
herein for the practice of this time-stamping process and
the various other embodiments which will become ap-
parent to the skilled artisan in the light of the foregoing
description are ail nonetheless (o be included withen the
scope of the prasent invention as defined by the ap-
perded clams.

What iz claimed is:

L A method of rimestemping a digital document
witich comprisas: _

z) transmitting a digital representation of sard docy-

ment from an griginator to an outside agency:

b) creating at szid sutside ageney a receipt compris-
ing a digital representation of then cucrent time and
at least a portion of 1 digital representation of said
digital document; and

¢) cartifying said receipt at said outside agency by
means of & verifiable digital crypiographic signa-
ture scheme.

2. A method of time-stamiping a dizital document
aceording to cladm 1 wherem said transmitted digital
document representation comprises at least a portion of
the digital representation of the aumber derived by
zpplication of 2 deterministic function algorithm o said
digital document.

2. A method of time-stamping & digital document
according to claim 1 wherein said receipted digital
document representation comprises at least a portion of
the digital representation of the number derived by
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application of a deterministic fanetion algorithm to said
digital document. :

4 A method of time-stamping z digital document
aceording to claim 3 wherein said digital number repre-
sentation i3 derived from the application of & one-way
hashing algorthm 10 said digital document,

3. A method of time-stamping a digital document
according o claim I wherein said receipt further com-
prises the time representation and digital document

. representation specific to at least one other digital docu-
ment receipted by said outside agency. _

% A method of time-stemmping a digital document
according to claim § wherein the receipt of said at least
one other digital document was created by said outside
agency carlier than that of the currently receipted digi-
tal docurment.

1. A method of time-stamping a digital decument
aceording to claim § wherein the receipt of said at least
one other digital document was created by said outside
zgency later than that of the surrently receipted digital
document.

8. A method of ame-gtamping 4 digital document
according to claim- 1 wherein sald ouiside agency is
selected at rapndom from & predetermined yniverse.

9. A method of time-stamping- 2 digital document
according 10 claim 8 wherein said outside agency is
salected by medns of a psendorandom generator seeded
Awith at least 2 portion of the digital reprasentation of the
number derived by application of a deterministic func-
tion aigorithm to said digital docament.

10. A method of time-stamping a digital document
#coording to claim 9 wherein said pseudocandom gener-
ation seed is derived fram the application of a one-way
hashing ulgonihm to said digital document.

11.. A methed of time-starping a digital document
according {0 ¢laim 10 which further comprises the ltke
preparation of a time-stamp centificate by at least one
additionsl outside agency selected by said psendoran-
dom generatign and wherein the input for each addi-
tienal ourside agency selection is at least o portion of the
digital representation of the output derived from the
application of said onz-way hashing aigorithm to a digi-
tal representation of the previously generated outpat.

12. A method of tune-stamping -2 digital decument
according to claim 9 which further comprises the like
preparation of a tme-stamp certificate by at least one
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additional outside agency selected by said pseudoran-
dom generation. _
13. A method for the secare thne-stamping of a digital
decument
characterized in that
a) u digital representation of sail document is trans-
mitted from an onginator 10 an outside agensy;
b} said outside agency creates a receipt comprising a
digital represemiation of then current time and at
_least a portion of a digitai representation of said
digital docurment; and
¢} said receipt i3 certified at said outside agency by
means of 3 verifiable digital cryptographic signa-
ture scheme.
14. A method for the secure time-stamping of a digital
document according to claim 13
characterized in that said receipt further comprises
the time representation and digital document repre-
sentation specific (o at least ome other digital docu-
ment receipted by said ouiside agency.
13. A method for the secure time-stamping of a digital
dacument according to claim 14
charagterized in that the receipt of said at least ane
other digital Jocument was created by said outside
agency later than that of the currently receipted
digital docurment.
16. A methed for the secure time-stamping of a digital
document according (o claim 13
characterized in that said outside apency is selected at
random from a predetermined universe by means
of a pseudorandom generator seaded with ot beast a
portion of the digital representation of the niember
derived from the application of a2 deterministic
function algarithm o said digital docurent.
17 A method for the secure time-stamping of a digital
document according to claim 16
characterized in that said seed i3 derived from the
application of a onewway hashing algodthm to said
digital document,
18. A method for the secure time-stamping of & digital
document according fo claim I6
characterized in that a time-stamp certificate for sajd
digital document is likewise prepared by at loast
one additional outside agency selected by means of
said psendorandom generation.
E |

B @& X %
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[57] ARSTRACT

A cryptopraphic certificate atbosting to the anthenticity
of original docoment elements, such as time of creation,
content, or source, will lose its value when the erypro-
graphic function underlying the certifying scheme iz
commpromised, The present invention provides 2 means
for extending the relisbility of such a cetificate by
subjecting, prior to any such compromise, a combina-
tion of the original certificate and the document digital
reprasentation from which that certificate was derived
t0 a scheme based on @ different and ostensibly less
vulnerable function. The new ceartificate resulting fram
this procedurc extends the validity of the originad an-
thenticity by implacably incarporating the original cer-
tificute af a time when that certificate could only have
been derived by lepitimate means.
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METHOD OF EXTENDING THE VALIDITY OF A
CRYPTOGRAFHIC CERTIFICATE

BACKGROUND OF THE INVENTION

This invention ralates to methods for cerifying or
validating the exiftence or occurrence of 2 recorded
document or event, particularly methods which rely
upon eryptographic assumpiions to esiablish the busis
for sueh a certification or validation. More specifically,
the invention relates to a method for reconfirming an
original certificate o order to maintain its validity for a
sigrificant period of time beyond the probable compro-
nuse of an inderlying cryptographic assumption or step
in the ongingl cerfification procedure.

Time-stamping procedures described in TS, Pat
Nos. 5,136,646 and 3,136,647 are reprosemtative of a
type of certification for which the present method is
edapted. Such schemes for seuing a reliable time of
creatton of 2 document, or providing indisputable evi-
dence against the alteration of a document, generally
digital computer data in alphanumeric, pictorial, viden,
or audio form, depend upon the assumption that there
exist cryprographic functions which, wher applied to &
digital representation of sech 3 document; defy any
maner of mapipulation which might permit undetect-
able alferations or Falsifications of the original state of
document elements. The functionzal procedures gener-
ally exemplified in those disclosures typicelly provide
this tequired property, since they pencrate unique cor-
tificate statements which esstertially can not ba dupli-
cated other than from an identical docnment sepresenta-
ifem. This security arises from the fact that the derdva-
tiom or reconstruction of these functions from the prod-
ucts of their application is computationally infeasibie.
Ultimate achisvement of such derivations must be antic-
ipated, however, since a given function or procedur:
may be fatally flased or, a5 is becoming more probable,
advancements in computer technalogy and algorithmic
techniques are Iikely to meks more readily availabie a
level of caiculating power which enables such deriva-
tion,

With eomprormise of 4 step or algotithm in a proce-
dural certification function, the possibility arises of gen-
erating duplicate certificates or paris thereef from dif-
fercnt digital reprassmtations, i.e., craating “collisions”,
and thereby defeating the previoosly reliable basis for a
cestification scheme. Substitution of a newer and pre-
sumably fess vulnerable function in the ceriification
procedure may prevent for some finite tiwe the com-
promise of future certificates, but the value of past cer-
tificates in establishing original creation dates, for exam-
ple, 13 afl but lost. The present inventton, however,
provides a means for bridging the technological gap and
extending inte the era of a newer function or procedure
the validity of the ariginal certification.

SUMMARY OF THE INVENTION

Historicaily, there has uswally bean an overlap period
between the time spans of reliability of an established
cryptographic function and one which has been newly
implemented with improved resistance to compromise.
As computetional power increascs amd algorithmic
techmques imiprove, the evolution and phazing of cryp-
tographic certification procedures or functions, for
example, can generally be foreseen, It is possible, there-
fore, io anticipate the finsl stages of reliability provided

by an existing cerfification scheme and to initiate a

3

2

procedure, such as provided by the present invention,
to ensure the comtinuity of original certificate validity.

In essence, this invention entails genecating from the
original document a new document certificate during
the viable tern of the original cemtification scheme, such
as may be based upon a oryptographic signaturc key
procedure or a time-stamping procedure. Thiz new

- gertification process comprises applving o different
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crypiographic function, e.g, a time-stamping proce-
dure, to a combination including the original certificate
and the original digital document from which the certif-
icate was derived. Such a different funciion is prefera-
blv a new and presumably more reliable algorithm or
procedure, or at least ome apon which the original certi-
fication did net rely. The resulting certificate, senerated
by means of 2 function or procedure having a significant
expected rematning term of religbility, now implacably
embodies the original certificate elements at a time prior
1o any likely compromize of the original certification
function. Since these original elements have ay yet baen
exposad to no threat of compromise angd are now bound
by the now time stamp within the protecéive cloak of 2
far more relatively involnerable ceitification function,
their original veracity has been extended for at least the
reliable term of this new function.

BRIEF DESCRIPTICN OF THE DRAWING

The prescat invention will be described with refer-
ence {0 the accompanying drawing of which:

Fiy 1 presents a flow chart of steps embodying a
reneral procedure implermenting the certificate axten-
sict process of the invention: and _

FIG. 2 presents a flow chart of steps embodying a
rudimentary time-stamping procedure implementing
the certificate extension process of the invention.

DESCRIPTION OF THE INVENTION

The extension procedure of the pressnt invention Is
applicable to any manner of certificate digitally derived
by cryptographic means, For instancs, the process may
be wsed to support the veraciiy of a docurmernt transmii-
tal originally certified with a cryptographic key signa-
mre algorithm or function beyvond a time when that
function might be compromised, whether due to misap-
propriation of & secret key or to advances in computer
technolopgy and algorithmic techniques. A digital time-
stamnp certificate could similarly benefit by application
of the invention to prevent its coming into guestion
after compromise of the scheme or function vnderlying
the time-stamping procedure. In general, ths process of
the invention is useful to ensure the continued viability
of any certificate produced by a digital scheme or fonc-
tion which is capable of compromise.

The steps comprising a basic application of the cerifi-
cate extension progess arc shown in FIG. 1. There,
initiad steps 11, 13 are intended to depict any certifica-
tion procedurs, such as a signature scheme or time-
stamping process, in which 2 digital document, 134, c.g.,
a body of text or alphanumeric representations, 2 pic-
ture, an audio recording, or the like, it subjected to a
cryptographic scheme or procedare, penerally a “fone-
tion™, F1, to produce a certificate, Cy, which will serve
later as evidence of the eniginal existencs and substance
of Th. The value of certificats, Ci, will persist, how-
ever, only unti] a compromize of the certifivation func-
tiom, as & whole or in 2 component step or algorithis,
smnce, as & result of such a compromise, the certificate
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might thereafier be duplicsted by an imposier or
through the use of a4 counterfeit document.

The basic steps of the invention are therefore effected
prior to any sech compromise, sz projected, for exam-
ple, on the basis of the current state of computational
technology, and comprise combining, at 185, the original
document, I, with the original eertificate, Cr, and ap-
plying to that combination, at I7, a different and pre-
sumably more secure scheme or fimefion to obtain a
new certificate, Cg, wihich will later sttest o the valid-
ity of original certificate, C;, at a fime when ifs generat-
ing function. P, was a3 yet uncompromized and secure,
The essential element of this pracess resides in the appli-
cation af the new certification function to the conjunc-
tion of original dacement, 1, with oripingl certificate,
. Thas step avolds the error iInherent in the najve and
meffecinz] procedurs of merely recertifving cither the
original certificate or the original document algne;
namely, that of parpetuating 2 compronnise which re-
flects directly upon the veracity of the original docu-
ment, 3.

As an example, one might consider application of the
present invention to extend the valid lifetime of 2 digi-
tally #igned document where, in keeping with usual
practices, = digital signature, o, 33 derived by spplica-
tton of some eryptographic signature scheme to a docn-
ment, B} Vo avoid invalidation of such a signed docu-
ment by subscguent compromisce of the scheme, for
instance, due (o misappropriation of a user’s private key,
the precompromise generalion of a certificate, C, by
application of a time-stamyp function, T, fo a combina-
tion of the signature and the docoment:

C=T{xDV

will provide continuing proof that the signature weas
created prior io the compromise, ie, at a time when
only a legitimate user could have produced it. Such a
certificate might also be used to establish original an-
thorshrp of the document.

The invention is broadly useful, as well, as 3 means of
exatending or “renewing” time-stamp certificates, gener-
ally., For example, a simple scheme for certifymg an
evenl, such as time-stamping the creation of a docu-
ment, compnses establishing a digital representation of
the docoment confent, adding data denoting current
time, and permaneatly fixing the resulting digital siate-
ment against subsequent revision, all nader trustworihy
circumstances, (o vield a cerlificate which will provide
irrefutable evidence of the event af a later fime. Means
for ensuring the original veracity of the certificate have
been described in cur earlicr-noted patent specifications
28 including use of trusted outside agencies, arbitrary
sclection of agencies, linking of certifizates in temporal
chaips, and similar practives which remove sobstan-
tially all influence a document authar might have upon
the certification process. Other methods of astablishing
the authenficity of oripinal certification procedores
might also inclode private and public key cryptographic
commumcations.

Common {0 certification procedures is the applica-
tion of some meaner of cryptographic function by
which the document, related ideniifying dats, or digital
representations of these elements may be algorithmi-
cally reduced to a unigue staternent or cipher which can
not feasibly be duplicated from different representative
elements by computational means, Any of the general
class of one-way bashing algorithms, for example, may
be wsed in such a procedure or function applied to =
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digital representation of & time-receipled document to
produce an inenntzble certificate, vsuaily in the form of
a oryplic string of slphaoameric charzcters, which can
only be genereted by such an application of that same
function to exactly that digital representation. The addi-
tional characteristic property of the cne-way fanction is
that of possessing such mathematical complexity as o
discourage the computationz] denvation or reconatroe-
tiom of the oxiginat digtal represenialion from the resol-
tant certilicate, a5 well 35 to discourage the generation
of a matching certificate from a different representation,

A wimple cortification procedure utilizing such a one-
way hashing algorithm is represented i FIG. 2 at steps
21-23. Therc, digital document, D, of step 21 is identi-
fied , c.g., annotated with author data, ta yield a receipt,
Ej, that, in a rudimentary procedure which may be
sirpply staped as:

C1=F1(HiR1)

is in turm reduced at step 23 to 2 centificate, ©), by
application of a time-stamping function, Fy, comprising
g enrrent hash alponthm, Hy.

As a result of computational or algorithmic develop-
ments onver time, or in the event of a flaw in the fanction
itself, hash, H;, may become compromised with the
reselt that a Talstfied receipt, Ry, conld produce a dupli-
cate, or “collision™, cerfificate, €1, The verscity of
pripinal certificate, Cp, and is valve as probative evi-
dence of the contents of document, I, and other ele-
ments of recept, By, woold thus be destroyed, since
there would no longer exist a sinpuolar certificate cipher
that could be traced solely 1o the origintal document and
itz onee-unigus recaipt, By,

Advent of the collision nead not dentgrate the worth
of the initial certificate back to the time of its creation,
however, but only for the period subseguent to the
compromize. ‘The value of the certificate during its
garlier term could be preserved dnd extended into the
futere if means were available to Link inte a time prior (o
such compromiee with a trustworthy scheme for deriv-
ing a new cerfificate at least as unique and intracteble ng
was the initial certificate, The probiem, therefore, has
heen to “recertify” the original certificale in 4 munner
which wounld verify the facts that kad been sceurcly
bound mntc that certificate until the ficst collision oo
curred.

A naive soletion to this problem would appear t¢ be

20 jost that simple; that 15, to recertify the onginal certifi-

a5

a3

cate, for example by appliving a new and more robust
hazh, Hy. The fallacy in this approach becomes appar-
&nt, however, when one considers that after the in-
stance of a collision the condition exists where:

HiRy)=Ci=Hi{Ry].

The hashing of certificate, Cy, with & new function, Ha,
wonld therefore not produce a renewal ceriificate ci-
pher, C;, umique only to receipt, K|, since:

Coa=H(C1l=HaH FaN=HuH (R

atd, thus, thers is no reliable distinction betwean those
resuiting certificates.

The present invention, however, does provide such a
migue certificate which serves to extend the veraeity of
an original certificatc beyond subsequent compromise
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of the original function or alporithm. This i& accom-
plished, s in the representative of FIG, 2, by combin-
g, af step 23 the original certificate, Cy, with the
eriging] docurment, Dy, from which i was generated
and which is to be later proven, and applying io that
composite statement, at step 27, a different certification
function, Fz, e.g., comprising & new hashing algorithm,
Haz, to vield the extended certificate:

Co=FaH(Cy Drir=FoEH B0y

The final represented step, 29, in which it i5 established
that the new certificate, Cz, was created during the
valid term of original certificate, Cq, ic., prior to any
commpromise of the original certification function, may
be effected along with step 27, far example in {he course
of applving an earlier-deseribed time-stamping proae-
-dures, ta pencrate certificate, Co Alternatively, the
effective time of the nesw certificate, Co, may be astab-
lished simply by publication, g, in a widely-dis-
tributed newspaper, either alone or as incorporated into
a demvative repiesentation simidar to the “asthentica-
lion tree™ ooted by I E. R, Denning in Cryprography
and Dara Security, pp. 170-171, Addison-Wesley (1982).

In the witimate wtilization of thiz new certificate, Cp,
to prove the original document, Dy, by recomputing
certificate, Ca, from its elements, such proof will fail
unless original document, I, rather then a hopos docn-
ment, Dy, 15 an included element. Even thoough a calli-
siom due to compromised fonction, Hi, may exist at the
time of uging certificate, Cp, in 2 proof, the a5 vet invnl-
nerable state of hash function, Ha, ensures against any
collision with the expanded statement, i.e., one compris-
Ing document slement, Dy, which & used to generate
that new certificate. During 2 novmal proofing process,
the original certificate, Cp, will alse be recomputed
wang the document in question. Unless the document
then employed to recompuie originel certificate, Cq,
matches precisely the document similarly emploved
with tew certificate, Cz, the proof will not be realized,
A false docement, Dy, therefore can not be substituted
surreptitiously for an original docurent as long as the
applied hash function, Hz, remaing uncompromised,
since for any document, Dy, which one conld feasibly
corapute:

FafC1, Dl C1,4).

When advancements in compuatation portend a com-
promisc sitnation, yer a different lime-stamp fanction,
e.2., one ulilizing algonithm, Ha, with longes life expec-
tancy may be empioved in the same procedure 1o again
extend the involved certificate.

As an example of the implementation of the present
mvention, one mipht eonsider first an injtial certificate
prepared m the manner described in our earlier T1S.
Pzt No. 5,136,046 cmploying the one-way hash algo-
rithm specified by R, L. Rivest in “The MD4 Message
Digest Algorithm”, Advances in Cryptology—Crypro
0, Lecture Notes in Computer Science, Vol 537 (cd.
A T Menezes et al), pp. 303-311, Springer-Verlag
{Berhin, 1991). In that earlier example, clements of the
receipt, Ry, identifying the guotation “document™ ap-
pearad as:

1328, 194628 TOSMARST, 634,

ecef doatef 1 0cha Led b Rda 4407
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4]

and with additional data representing a prior transac-
tion formed the basic staternent to which the function
comprising M4 hash algorithi, Hy, was applied to
vield the unigque cipher:

40E7d TS bead SeRaie IR T2 42 Boa

which i held by the author s a time-stamp ceriificate,
.

In the event of an aoticipated compromise of the
MD+4 hash function algorithin, the procedure of this
invention would be initiated wilizing a different time-
stammping certification function comprising, for exam-
ple. a new slgonithm, Ho, such as the MD3 hashing
function described by Bivest and Dusse, “The MDS
Message Digest Algorithm”, Network Working Group,
Inveritet Drafi, R34 Datz Security, Inc. (Tuly 1991);
REC 1321, Internet Activities Board (April 1992),

Ag an mitia] step in this procedure, the document
reproasentation, Iy, to be proven at a later {ime s com-
bined with original certificate, Cj, either in original
digital form or, preferably, as the convemient, con-
densed ouiput of hash function, Ha, viz.:

DATGASIAL MIWICAD?

thus forming the combination atatement, (Cr, D), as
4EFTA T SN baad Se96lcdB4 T2aa28cal,

LoD A2 M T 191CATYT.

Applying o this statement hashing algorithm, Hay, com-
prsing the new finction, Fa, produces:

830 P DM /g DDt 5ES6

which in a time-stamping procedure, for instance, may
be transmitted to an outside agency for the inclosion of

.current thme data and authenticating cryptographic

signature 1o wield axtended certificate, Cs. Asg earlier
noted, the effective date of a new certificate, Co, may
otherwise be established, such as in other time-stamping
schemes or by public display or notoriety.

A variation on the foregoing embodiment provides
an even more reliable practice in that it substantially
sliminates the nneerfaintivs associated with estimating
the onset of a certification function compromise, This is
accomplished by using a plurality of different crypto-
graphic functions, e.g., Fzand Fp, to derive a compound
original certificate, Ca:

Ca=Fel D), FalDy)

which will remain valid even after the confirmed com-
promise of one of those funclion due to the likely con-
tinued viability of the ather. Thus a period of security
continues duning which one may select a new certifica-
tion function, Py to be cmoployed in the extension of
certificate, Cg as:

Cp=FalCor D1}, FlCa D)

Subsequant comtpromise of any current cryptographic
funetion can be remedied in like manmer.

It iz anticipated that other varignis will become ap-
parent to the skilled artisan in the Light of the foregoing
disclogure, and such embodiments are likewise consid-
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gred to be encompasszed within the scope of the inven-
{ion defined by the appended claims.

What 15 claimed 1

L. A method of extending the validity of a first cryp-
tographic cerfificate derrved by applymgz a frst erypto-
praphic function to 2 digital document, which method
eomnprises: '

1) combining a digital representation of sud doou-
meent with » digital representation of zaid cerfifi-
care; and

b) applying to the resulting combination during the
walid term of seid first certificats a differvent crypto-
graphic function to thereby generate a second cer-
tificate attesting to the then current validity of said
first certificate.

2. A method according to claim 1 wheregin said first

function is a4 cryptographic signatore scheme.

3. A methed according o claim 2 wherein seid differ-
ent function fs 2 fime-siamping procedurs.

4. A method according to claim 3 wherein saad differ-
ent function comprses a one-way hashing alzonthm.

5. A method according to claim 1 wherein said fiest
funetion is 4 tuoe-stampng procedure.

6. A method according to claim § wherein said first
fonction comprises a ope~way hashing algorithm,

7. & method accarding to claim 5 wherein <aid differ-
ent funchon 15 4 time-stamping procadure.

3. A method according to claim ¥ wherein said first
function ecomprises a first one-way bashing algonthm
and s2id different function comprisss a different one-
way hashing algorithm,

9. A method according to claim 1 wherein said differ-
ant fanction is a tme-stamping procedute.
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1{. A method of certifving a digital representation of 35

a document which comprisgs:

4) generating a first cerificate by applying to said
digital tepresentation at least a first eryptographic
function;

b) combining sald first certificate with said digital
repréesentation: and

50
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8
c) penerating a second certificate by applying to said

combinativn at least one crypiographic fancfion
which is different from satd first function.

11. A method according 1o ¢laim W)y wherein said firgt
function is a cryptographic signature scheme.

12, A method according to claim 11 whersin said
different function is a time-stamping procedure.

13. A method according o clabm 12 wherein said
differenit function comprises a cne-way hashing algo-
Cithm.

4. A method according to claim 1 wherein seid first
function i3 2 ime-stamping proceduars,

15. A method according (o claim 14 wherem said first
function comprises a one-way hashing algorithm.

16. A method according to claim 14 whersin said
different function iy a fime-stemping procedure,

7. A method according to claim 16 wherein said first
function comprizes a first one-way hashing algorithm
and said different function comprises a different one-
way hashing algarthm.

18. A method accorditg to ¢laim 10 wherein:

a) said first certificate is penerated by applying to gaid
digital representation at least first and second dif-
ferent cryptagraphic funciions; and

b} 2aid second certificate is generated by applying o
said combination at least one cryptographic fune-
tion winch is different from said firsf end second
functions.

1%, A certificate anthenticating a digial representa-
tion of a document, said certificate consisting of a sec-
ond certilicale generaled acoording o the method of
claimy 10.

20 A certificate according o claim 19 wherein;

a) said first certificate is gencraicd by applying to said
digital represemtation at keast first and second Gif-
ferent cryptographic functions; and

b safd seocond certificate s generated by applyving to
gaid combination at least one cryptographic fune-
tion which is different from said first and second

functions.
BB oW W
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22. A methed for time stamping o particular digial
docirment in g relatively coutinuous flow of digitel docu-
ments comprising the steps of

() forming a receipl comprizing at legst @ povtion gf a
digiral representation of suid particulur digital docu-
ment,

(&) forming ot least one different receipf comprising at
lemst v portion of o digital representation of af leagt
ore different digital document in said relatively con-
finnous flow af digival docurnents, and

(c) mtilfizing said receiprs o Jorm @ composite recgipt
whick iz therchy fixed in the continuim of time.

23 A merhod for time stamping o pordicutar digital

docuraent comprising the siepr af

{a} at an griginator, forming o purtickiar digital vaiue
yepresentative of said particwelar digital document by
auplring @ deterministic function 0 said particuiar
digital document, _ '

(B transmitting said particadar digitel value to ¢ fime

SIATAPIRG GBXERCP,

() at said time starmping agancy, jorming a collection of

dipital vahees, including said particular digital value,
and forming o single dipitel value from the digital
valwer in said colfection, and

5
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() ereating @ time stamp récelpt for sdid particular
digital docrment by assoeiating with satd single digi-
tad vafue o representation of then current time.

24, The method of claim 23 whercin said pavtiesfor
digital value representuive of sutd particwlar digital docu-
thent is o particuler hash vaine, sofd deferministic function
ix @ Rash function, seid colleciion of digital values includ-
ing sald partivwlar digital value iz o collection of hash
values including satd pariicular hash value, and said single
digital value iv & single hash value representotive of said
collection of kask values.

25 A methad for time stamping a pariicelar disital
dociment comprising the seps of

{e) at an eriginator, forming a particwlar digitel repre-
seritation of said paveicular divital document,

() transmiiting said perticilar digival vepresentuifon to
T FNE SIRIRINT QRero

{e1 @t suld iime stamping agency, forming a recefnt com-
Prisine af keast a portion of said perticwiar dishal
representation of sufd particniar dighte! document,

() ar said time stamping agency, forming qf Jeast one
differemt receipt comprising @ least a porifen of a
digital represeniation of ot least one different digital
docurment, and

(e} forming from sgid receipis o composite receipt which

% thorehy fixed in time
¥ ] ¥ * *
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protects the secrcey of the document fext and provides
z tamper-proof time seal sstablishing an avthors claim
i the temporal existence of the document. Initislly, the
anthar reduces the document to a number by means of
a one-way hash function, thereby fitiing & unigque repre-
sentation of the docoment text. In one embodiment of
the mveniion the nember 18 then transmitted (o on out-
side ageticy whete the corrent time iz added 1o form a
receipt which 15 cerfified by the agency using a public
key sipnetore procedure before being retnrned to the
author as evidence of the document's existence. In later
proof of such existence, the certificate 18 authenticated
Iry meeans of the sagancey®s public key to revesl the ro-
ceipt which comprises the tash of the alleged document
along with the time ssal that only the ageney could
have signed into the certifieate. The alleged document
15 then hashed with the same cme-way function and the
origmal and newly-generated hash oumbers are com-
pared. A match cstablishes the wdentify of the alleged
docyment as the fime-stamped onginal. In order 1o
prevent collusion mn the assignment of a time stamp by
the agency und thus forify the credibility of the sysiem,
fhe receipl it linked to other conlemporary Tecempts
before certification by the agency, thereby fixing a dog-
ument’s posttion in the continuum of fime. In gnothes
embodiment, a plurality of apencies are desighated by
means of random =sslection based upom a unique seed
that is a function of the hash number of the docament to
be time-stamped. Thus bBeing denied the ability to
choose at will the idenfity of an agent, the anthor can-
nqt feasibly armange for falsification of a time stamp.
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METHOD FOR SECURE TIME-STAMPING OF
DIGITAE, DOCUMENTS

Matter enclosed in heavy brackets [ ] appears in the
original patent bug forms no pavi of this reissue specifica-
tiom; maticr printed in italics indicates the additicns made
by reissue,

BACKGROUND GF THE INVENTTION

In many sttuations there is 2 need to establish the date
on which a document was created and to prove that the
texy of a document in guestion s in fact the same as that
af the criginal dated document. For example, inintel-
lectuz] property matters it is often crocial to verify the
date on which a person first put nto wting the salb-
stance of #n invenfion. A common procedure for thes
“time-stamping” ai inventive concept comprises daily
notations of one’s wark in a laborztory notebook. Lndal-
ibly dated and sipned entnes are made one afier angther
on cach page of the notebook where the sequentially
numbered, sewing puges make it difficueit to revise the
recard without leaving telltale sipns, The validity of the
record 15 further enhanced by the regular review and
signed witnessing by & pencrally disinteresied third
party. Should the time of the concept become o matter
for later prood, both the physical substance of the note-
book and the established recording procedure serve as
effective evidence in substantiating the fact that the
concep! existed at least as early as the notebook witness
date.

The mereasimply widespread nse of elastropie doco-
ments, which include not only digital representations of
readable text but also of video, andio, and pictorial data,
Now Roses a sertous threat to the viabbty of the “note-
book" concept of establishing the date of any such doc-
ument. Because clectronic digital documents arc so
easity revised, and since such revisions may be made
without telltale sign, there is available limited credible
evidence that 2 given document truly states the date on
whick it was created or the message it orginaliy car-
ried. For the same reasons there even arises serious
doubt as to the authenticity of a venfying signatere.
Without an citective procedure for ensunnyg aganst the
surreptitiows revision of digital documents, a basie lack
of apatemy credibility prevents the efficiencies of clee-
tronic docementation from being more widely mple-
mented.

Lome procedures are prasently available for verifying
efectronic document transmissions; however, such pro-
cedures are limited in application to bilateral communj-
cations. That 18, it such communications the sender
essentially desires to venfy to the receiver the soorce
aod aririnal comtent of the trapsmwitted document. Por
aexample, “private key” cryptographic schemes have
Ionrgz been employed for message transmissicn between
or gmang A limited ooiverse of individuzls who are
known 10 one another and who alone know the de-
crypring key. Encryption of the message ensuras against
tampering, and the fact that application of the private
key reveais the “plaintext” of the trapsmitted messagze
serves ag proof that the message was transoutted by one
of the defmed universe. The time of creation of the
message 5 only collaterally established, howewer, as
heing not Jater than its receipt by the addressee. This
practice thus fails to provide time-stamp evidence that
would be useful in an ealimited universe at a later date.
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A more broadhy applicable verifying communnication
procedure, that of “pubhic key™ cryptopraphy, has been
described by Dhiffic and Hellman (*New Directions in
Cryplography™, TEEE Transsetions On Information
Theory, Vol IT-22, November 1976, pp. 644-654% and
more revently implemented by Rivest of al. in T3, Pat.
No. 4,402,829, 1ssued Sept. 20, 1953, While this scheme
expandds the uilizing wiverse 1o a substantizlly vnlim-
had munber of system subscribers Who are unknown 10
one anolher, but for a public divectory, verifiable cont-
mumications remain bilateral. Thess limitations porsist,
since although a public key “sianatnre™, such as that
which entail: public key decryption ol 1 messape en-
crypied with the private key of the transmizer, PIi-
vides any member of the unlimited aniverse with signifi-
cant evidence of the tdentbity of the transmiticr of the
easage:, Only a gven message recipient can be satisfied
that the message existed af least as early as the llme of its
recaipl. Surh veceipt does not, however, provide the
whole universe wiih direct evidenee of time of the
mestape’s existence. Testimony of snch a recipient in
conjunction with the received message could sdvance
the proof of message content and time of its existence,
but such evidence falls victim fo the basic problem of
ready manipulation of electronie digitsl decument con-
tent, whether by orrmmator or witness,

Thus, the prospect of a world in which all documents
are in easily modifiable digital form threatens the very
substance of vasting procedures lor cstablishing the
credibidity of such documents. There i3 clearly a signifi-
want present neged for a system of verfication by which
2 digital document my be so fixed in fime and content
that it can present, at least to the cxtent currently recog-

nized in tangible documeiis, direct evidence on those
IsuTey.

SUMMARY OF THE INVENTION

The present invention vields such a reliable gystem in
a method of time-stamping digital documents that pro-
vides the equivalent of two essential characteristics of
zccepted document verification. First, the conlent of 2
dorument and a time starmp of ils existence are “indeli-
bly™ incorparated inte the digital data of the decument
s that it is not possble to change any bit of the regult-
mg timestampsd data without such a change hetng
apparent. o this manner, the state of the document text
15 fixed at the mstant of time-stamping. Second, the time
at which the digital document is stamped is verffied by
a “witnessing™ digitat signature procedurc that deters
the incorparation of a false time statement. In essence,
ilre method transfers control of the Hme-stamping step
from the anthor to an independens agent and temoves
from the author the ability to influence the agent i the
applicaticn of ether than = tmythfol time stamp.

The method of the prasent invention presumes 2 num-
bet of document authors distsibuted throughout & com-
munjcation oetwork, Buch anthors may be individials,
companies, company departmnents, etc. each represent-
Ing a distinet xnd identifiable, e.z, by ID anmber or the
like, member of the author vaiverse. In one erobodiment
of the inventian, this eniverse may constitnte the olicn-
tele of the time-stamping agency (TSA), while in an-
other embodiment the distriheted authors mey serve as
agents individually performing #he time-stamping ser-
vice for other members of the umverse,

In its peneral application as depicted in TIG. 1 of the
drawing, the present method entails an auther's prepa-
ration of a digital document, which may brosdly com.
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prise any alphanumenic, audio, or pictonal presentation,
and the teansmission of the document, preferably in a
condensed representative form, to the TSA, The TEA
time-stamps the document by adding digital dara signi-
fying the current trme, applying the ageney’s orypio-
graphic signature scheme o the docoment, and trans-
nitting the resulting document, now a certificate of the
temporal existence of the ariginal document, back to the
anthor where it is held for later use In regquired proof of
such exisicnce,

To cosure ggainst interception of confidential docu-
ment information during transmission, and to reduce the
digital bandwidth required for transission of the enfire
document, the anthor may optimally convert the digital
document string 0 g undque nuombar having vastly re-
duced digital sizc by means of a determimstic function
which may, for sxample, be any one of a namber of
algorithms known in the art as “oneway hash func-
tions”. Sach an application of hash fanctions has been
described, among others, by Damgard in his distossions
on the improvement of security in document signing
techmgues (“Collision-Free Hash Functions and Public
Key Jignatare Schemes”, Advapces in Crypiclogy—-
Eurocrypt "87, Sprinper-Yerlag, LNCS, 1988, Vol 304,
pp. 203-217). In practice of the present invention, how-
ever, he “one-way™” charasteristic typical of a hashing
algorithm serves an additional purpose;, that is, {o pro-

wide assurance that the document cannot be revised
subsequent to the time the TSA applies its time stamp.

A hashing function provides just such assurance,
sines of the tiwe a docament is hashed there 5 created
a representative “fingerpont” of Its oripinal content
from which it is virtvally impossible to recover that
document. Therefore, the time-stamped document i3
not susceptible to revision by any adversary of the au-
thor, Nor is the avthor able 1o apply an issued fime-
stammp certificate to a revised form of the document,
since any change in the original content, even to the
extent of a single word or a single bit of digital data,
resuits in a different document that would hash o a
completely different fingorpnnt pumber. Although the
original document can thus hot be recovered from the
hashed document, 2 purported coipinal docoment can
nonetheless be proven by the fact that a true copy of the
original document will always bagh, assumimg uie of the
same hashing algorithm. to the criginal number contin-
ned in the certificate.

Any available deterministic function. e.g. a one-way
hash fonction such ax that described by Rivest (“The
MD4 Message Digest Algorithm”, Advances in Cryp-
talopy—Crypto, ™0, Springer-Verlag, TNCS, to ap-
pear), may be used in the present procedure. o the
practice of the invention, such a hashiog operajion
would nomally be employed by the asuthor to obtain
the noted benefit of fransmission secunty, although it
might be effected by the TSA if the document were
received in plaintext form, In whatever such manner the
docament content and Incorporsted time data are fixed
against revizion, there is, mains the furcher step, in order
1o promote the crucibility of the system, of certifying to
the members of an as yet unidentified aniverse fhat the
recaipt was in fact prepared by the TSA, rather than by
the author, and rthat the fime indication is correct, i.e
that it has not, For instance, been frauduleatly stated by
the TSA In collusion with the acthor.

To satisfy the former conecern, the TSA vees g verifl-
able signature schemes, of a t¥pe such as the pubhic key
methad earlier noted, to certify the time-starap prior to
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its transmittal to the anthor. Confirmation of the signa-
fure at a later time, such as by decrsption with the
TaA's public key, proves to the author and fo the uni-
verse gt large that the certificate onginated with the
TSA. Proof of the veracity of the time-starnp itself,
however, relies vpon 2 kollowing additional aspect of
the invention.

One embodiment of this segment of the process, as
generally depicted in FIG. 2, draws apon the relativelsy
continuous flow of document: from the uwniverse of
authors through the facilities of the TSA. For each
given procested docoment Di, the TSA generntes a
time-stamp receipt which inclodes, for example, a se-
quentisl receipt number, 1z, the identity of fhe author.
Ay by ID number 1Dy, or the like, the hash, Hy, of the
document, and the current fime, tg. In addition, the
TSA imecludes the receipt dam of the immediately pre-
ceding processed doocument, Dh_j, of author, A,
thereby bounding the timestamp of document, Dz, m
the: “past” direction by the melependently established
eatlier receipt time, ty_ 1. Likewise, the receipt data of
the nexi received document, Dy, are included to
bound the time-stamp of document. T, in the “futere”
direction. The composite receipt, now containing the
time data of the three, or mors if destred, sequential
time-stamp receipts, or identifying segments therecof, is
then certified with the cryptographic TSA sigmuture
and transmitied to the asuthor, Ax In Hke manner, a
certificate containing identiffable representations of D
and Dy 42 would be transmitted to author, Ak, 1. Thos,
cach of the thne-stamp certificates issued by the TSA, is
fixed in the continnm of time and none can be fulsely
prepared by the TSA, since a comparison of a number
of televant distnbuted certifteates would revesl the
discrepancy in their sequence. 5o cffective is such a
sequential fixing of a4 docement in the me stream that the
TSA signature could be superfluous in actual practice.

A seeond embodiment of the invention, shown gener-
ally in FIt:. 3, distributes the tima-stamping task ran-
domly among 2 broad vniverse, for example the multi-
phicity of authors ufilizing the time-stamping process. A
T8A could still be employed for administrative pur-
poses or the reguesting author covld communicak: di-
rectly with the selected time-stamping author ‘agents.
In sither event, the above-mentipned tieed For assurance
that a time-stamp has not been applied to & docoment
through eollusion between the anthor and the stamping
agency is met in the combinafion of the ressonable
premise that at least some portion of the agency uni-
verse is incorruptible o1 would otherwise pose a threat
of exposure to an author attempting falsification, and
the fact that the time-stamping agencies for o given
document are selected from the universe entirely at
random. The resulting lack of a capability on the part of
the author to select & prospretive collusive agent of the
author’s own choosing substantially removes the feasi-
bility of intentional time falsification.

The selection of the ndividual wniverse members
who will act as the predetermined number of agents is
accomplished by means of a psendorandom penerator
of the type discussed by Fmpagliazzo, Levin, and Luby
("Psendorandem Generation From One-Way Fune-
tions”, Proe. 21st STOC, pp. 12-24, ACM, 1989 for
which the initial seed is a deterministic function, such ag
a hash, of the docoment heing time-stamped. Given asa
seed input the document hash or other such functicn,
the implemented psevdorandom genarator will outpat a
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sevies of agency 1Ds. This agency selection is for alf
practical purposes wnpredictable and random.

Cnge the agenis ave selected, the fime-stamping pro-
ceeds as proviowsly mdicated with the exception that
gach agent individually adds the current iime data to the
representative doowment if recelves, cortifies the tesult-
ing separate lme-stamped recerpt with s own werifi-
able cryptographic signature, and transmits the certifi-
cate back 1o the author, This transrnilial may be directly
te the requesiing avthor or by way of the administrative
TSA where the raceipts are combined with or without
further cartification by the TSA. The combinstion af
signature wcheme and a published directory of anthor
IDe provides verification of the utilization of the agents
that were in fact selectad by the peeudorandom reners-
tar. This distributed agent embodiment of the invanticn
presents some advantages over the receiptlinking prooe.-
dure in that a certifed time-stanmp 13 provided mare
gquickly and a given author's later proof of a dogument
18 legs relant upon the avalabiity of the certificates of
other authoars.

Additional vagiations in the process of the nvention
might include the accumulation of documents, prefera-
bly in hashed or cther representative form, generated
within an author organization aver a period of tme. e,
a day or more depending upon the extent of activity,
with thc collection being hashed to present 2 single
convenient document for time-stamping and certifica-
tion. Also, the imtial secd fo1 the pyendorandon: penera-
tor may be based upon a function of time or previously
receipted documents, as well &5 of the decument. The
implementation of the process my be automated e sim-
pie computer programs which would directly cacry oat
the desenbed steps of hasning and transmitiing original
documents, ssiecting time-stamping azents, applving
current trme siamps, and returning certifiad receipts.

THE DRAWING

The present invention wil be described with refer-
ence to the sccompanying drawing of which:

FIG, 1 is a flow dizgram of the peneral process of
time-stamping a document according to the invention;

FIG. 2 is a flow diagram of a specific embodiment of
the process; and

FIG. 3 ie a flow diagram of another specific cmbodi-
ment of the process.

DESCRIPTION OF THE INVENTION

The following examples of the application of embaoddi-
ments of the presart mvention will serve to further
describe the involved process. For convenience in the
presentation of these examples, the detaemimisec fune-
tion selected is the md4 bashing algorithm described by
Fivest, as menticoned abave, and the venfiable signature
scheme 15 the pablic key method supgested by Diffie
and Hellman as implemented by Rivest et al. in 115
Pat. No. 4,405,828, Frerther, in order to simplify expla-
pation of the process and for the additional reasans
noted belew, only representative segments of the entire
nurbers will be employed.

The receipt-linking embodiment of the invention
shown in FIG. 2 15 mitially considered. Although the
present process may be used with documents of any
length, the following apt excerpt 18 amply representa-
tive of 3 document, Dy, which an anthor propares 2l
step 21 and for which iime-stamping is desired;

Time's glory 1s io calm contending kanps, To nnmask

falsehood, and bring truth to hght, To stamp the

5

I

15

20

23

an

35

45

50

33

65

6

seal of time m aged things, To wake the morn, and
sentinel the night, To wrone the wronger till he
render right;
The Rape of Lucrece
By means of the mdd algorithm, the document is
Rashed, at opticnai dashed step 22, 10 a nomber, T, of
z standard 123 bit formai which expressed in base 16
Jppears as:

eImdfdudEI M Red 1945 | Sa9fh5cel0) s

The wuthor, Ay whose sysiem identificatfon number
Iy, is 172 in o [O0K) member author universe, transmits
the thus-identificd document to the system TSA, at step
22, as the message, (10, Hy), which appears:

172, efbdtd et 32474045 1 a8 thSordn 5

a% 4 request that the docoment be time-stamped,

The TSA then prepares the receipt for document, Dy,
by adding, at step 25, a sequential receipt number, rz, of
132, for axample, and a statement of the corrent rinse,
ti. This time statement might inclede 2 standard 32 hit
representation of computer clock time ples o literal
statement, L.e. 10:37:41 Greenwich Mean Tunc on Mar,
1%, 1930, in order to allow the final time-stamp certifi-
cate to be easily readable by the author, Ag. The receipl
wiord then comprise the string, (rete, IDEHEL

At this point it would be appropoate to further con-
sider the earlier-mentioned raduction of mamber size to
Tepresentative segments. As is deseribed by Rivest ef al.
m U5 Pat. MNo. 4,405,829, the cryptographic public bey
scheme to be employved in this example (generslly
known in the field as the “RSA" signatere scheme!
requires the division of an extended message into blocks
that may etch be represented by a numiser not cxcead-
mg the encoding key number element, n. Fach such
block is ther signed with the RSA algorithm, to be
reassembled after transmission. Therefore, in order to
be able 0 use 2 number, n, of reasomable size in this
example whils maintaining a single block for the final
receipt steing to be certified with the RSA scheme, cach
element of the receipt string will be reduced to a repre-
sentative exght bits, typically the last gight bite of any
overlong stnng, and those bits will be sated in base 16 to
presenti & Bwo hexadecimal charaeter stiing. Thus, (or
mstance, the 128 bit docoment hash, Hz, will be repre-
sented by its last eight bits, ie. 000 0101, stated ag 15
(hage 16). Likewire, [0y, 172, 1= 1010 1100 and is repre-
sented by ac (base 16). Withouot actoally nndertaking the
calculation, it will suffice to assume that the time state-
ment, i, Is represented as 51, The receipt number, 132,
would be represented as 84, The receipt string to this
paint, ie. {feieIDLH) now appears a8 845Facl 5.

Assume now that the immediatety preceding docu-
meatit, Dy _ 1, was processed by the TSA as the TEquest:

201, 3267132431616 ThETAc1 462575174

at 16:32:30 on Mar. 10, 1990 (t;_) being represented as
64). The TSA adds these data at step 27, to the receipt
string for Dp to yield the hexadecimal representation,
3451aciS6ded74. Thiz receipt Ry now contmins data
fizing the time for Dy and a time, ty_ 1, before which
aunthor, Ay, cannot claim that D existed. This imitation
on Agis established oy the fact that the previous authar,
Ay -1, holds a time certificate, Cp_1, that fixes tz_; as
stbsequent to the linked time data, ty_3, in the centifi.
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cate of anthor, Az, and-so on for as long as a proof
Fequires.

Te establish that TEA in faet originated the reccipt
for document, Dy, that ceceipt 15 iransmitfed, at step 29
10 author, Ag, after TSA signing, at step 28, with the
public key cryptographic signature scheme and be-
comes the certified receipt, or certificate, Cp. With the
data derived ahove, and assuming that TS5A has the
ESA signatere key set, in decimak:

Znet = < 43NNETTE2 1428109, 191 (Putlic)

<> = <C4FINHGTTE2142E 1R,
2O0T6021224459731 S (Frrivala)

the signed certificate for Re, 34531acl564c874, would
COmMpute as:

Efmod n=-30004703664 774302

When anthor, Ag, receives this certificate, O along
with the literal statement of Ry, it may be readily con-
firmed as being correct by application of the TSA pub-
he key to verify that;

Cred n=R:

and that Ky in fact contains the data representing the
documeant hash, He.

The procedure shown in this simple one-link example
results in g certificate which, baeing bounded in fime by
the data [rom document, Dy, provides author, Ag_)
with reliable evidence that document, De—3. was not
backdated to a time significantly prior to the existence
of documeni, Dg. When the certificate of Ag is ex-
panded with additionzal data from the subseguently pro-
cessed document, Dy, 1t will ikewise be effectively
bounded to substantiate the time stamp clamed by Ax
In an alternative of the same efiect, Ay conld dmply he
advised of the identity of Ay, [ and could confirm from
that author that the one-link certificate, Crsq, con-
tained the element, Hy. The praccdure could also be
variged to provide certified receipts which include data
from any numbcr of aothors, with each addition provid-
g a further depree of assurances apainst falsification.

Ancther emboditnent of the invention, a5 showin in
FIZ 3, which utilizes randomiy sclecicd members of
the author universe as time-stamping agents, Or wit-
nesses, Lo, 3 “disteibuted trust” procedure, would pro-
ceed in the followmg manner. Although these numbers
are not so limited in actual practice, for purposes of the
example it will be assumed that the universe consisis of
ION0 authors, having IDs 0995, and that three wit-
nasses will be snfficient to establish the veracity of the
time stamp. Also, in this example the earlier-noted vari-
ation including the services of a TSA s being imple.
moented. The hashing function, md4, utilized in the
shove example is employed here also, in optional step
32, as an example of 2 determimiztic document function
whiclh will seed the psendorandom selection of the
threz witnesses from the anthor universe.

As in the previous example, the auithor trangmits the
document to the TSA, normally in hashed form, as the
identified request:

172, elbdldedsa Fadad 45 139 b edd15
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The TSA now uses this document bash string, in step
33, as the seed to generate the ID number of the first
witness, at step 35, according 1o the selection algorithin:

[T e seed b maod (universe. gize)
The resulting seed hash:

2642 d 13T 1dbbieleToldubelicd

represents the 128 Dit number which mod 1600 = 487,
the ID of the tint selected witness. The next witness is
ltleewise chosen utsing this seed hash representation as
the seed in the second selection computation (o vield:

23205500040 1 6B1IAE04 B R Las 2 73006

which rood 10HH), is 571, the second witness ID. A Te-
peat of the computation, again seeding with the prior
aeed hash, seiects the final witness as 398, which 1s;

2FeB TeRefI3] 21§ Sedlacft A Mdele enod 1000

The TSA now sends, at step 37, & copy of the origingl
regoest to each of these three withesses who individu-
ally, at step 34, add a current time stateggent and ID,
and certify the resulting receipts by sizaing with the
RSA crypitographic signatere scheme and transmitting
them, 2f step 39, dircotly to the author or through the
TSA who may assemble the certificates into a file to be
delivered to the anthor. By wvinue of the fact that the
psendorandom generation provents the exercise of a
personal choice in the selection of witnesses, the author
is deterred by the sk of encountering 2 non-coopera-
tive witness from attempting any communication prior
to Hme stamp certification for the purposs of arranging
for a false time entry. In a progess variant where the
anthor 16 allowed o trapsmit the request directly to
witrtesses, the random selection of such witnesses which
is keved essentially to the mwvolved document itself
frustrates any aftempt by the author to direct the docu-
ment 1o 4 known cooperative witness. The group of
restlfing certificates my thus be emploved with canfi-
dence in latesr prools eraploying signature verification in
the manner garlier described.

The procedurcs described and variats suggested
herein for the practice of this Hime-stamping process and
the varipus other embodiments which will become ap-
parent to the skilled artisan in the light of the foregoing
description are all nonstheless 10 be included within the
scope of the present invention as defined by the ap-
pended claims,

What is claimed is:

1. A method of {ime-stamping a digital document
which comprises:

#) transmitting a digital representation of said docu-

raent from an Griginator to an outside agency;

b} creafing at said outsde agency a receipt compris-
ing a digital representation of then current time and
at least a portion of a digital representation of said |

. digital decument; and

¢) certifying said receipt at said outside agency by
means of a verifiable digital cryptographic signa-
tare.

2. A method of time-sturaping & digital document
according to elaim 1 wherein said transmitted digztal
dacumend representation comprises at least a portion of
the digital representation of the number derived by
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application of & determumsne fanction algorithm o sald
digital documcnt.

3. A method of fime-stamping 4 digial document
acoarding to clam 1 wierein sard recerpted digital
document Tepresentation comprises at least 1 portion of
the digtal representafion of the pumber derived by
application of a determindstic function algorithm to said
dhgital document.

4. A method of fmestamping a digital docurment
according 1o ¢laim 3 wherein said aigital number repre-
sentation is derived from the applicalion of a one-way
hashing aigorithm to said digital document.

5. A method of time-stamping a digitat document
according to claim 1 wherein said receipt forther coum-
prises the tlme representation and digital document
representation spooific to at least one other dipital doguy-
ment recetpted by sald outside agancy.

6. A meihod of time-stamping a dipital document
according 1o claim 3 whereto the receipt of said at least
one ather digital document was created by said outside
agency earlier than that of the cureantly receipted digg-
ial document.

7oA method of time-stamping a digital document
according to claim 5 wherein the receipt of said at least
onc cither dipiial document wes created by said oweside
agency Jater than that of the currently receipted digital
docurnent. -

$. A method of time-stamping & digital document
according to claim 1 wherein aid ouotside agency &
sejected at random from a predetermined universe,

% A method of time-stamping a digital docyment
according (o claim 8 wherein said ouiside apency s
selected by means of a psevdorandom generator seeded
with at least 4 portion of the digital representation of the
number derived by application of a deterministic func-
tion algorithm fo sald digital documend.

10. A method of time-stamping a digital document
according to claim % wherein said psendorandom zener-
ation seed 15 derived from the application of a one-way
hashing algoiithm o said digital document.

11. A methed of time-stamping 2 digital document
according to clam 10 which further comprises the [ike
preparation of a time-stamp certificate by at least one
additional ontside agency selected by said psendoran-
dom generalion znd whersin the inpot for ezch addi-
tional outside agency selection is at least 3 portion of the
digital representation of the ouipat denived from the
application of said one-way hashing algorithm to a digi-
1al representation of the previously generated outpur.

12, A method of time-stamping & digital document
according o claim @ which forther comprises the like
preparafion of a time-stamp cartificate by af teast one
additional outside agency selected by said psendoran-
dom peneration.

13. A method for the secure ttme-stamping of a digital
document

characterized in that

a) 2 digital representation of said dogument is trans-

mitted from an originator to an outside agency;

t) said outside agency creates a receipt comprising n

digital representaiion of then current fime angd af
luast a portion of a digital representation of said
digital document; and

<) said receipt 15 carhfied al said optstide agency by

means of a verifiable digital eryptographic dgna-
ture schems.

1&. & method for the secure time-stamping of o digite]
docupment according to ¢lam 13

34,934
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charactenzad in that said receipt further comprises
the time representation and digital document repre-
sentatton specific to at leasl one other digital docu-
ment receipted by said ouiside ageney.
5 15 A method for the securs time-stamping of a digital
gociment according to claim 14

charactanized in that the receipt of gatd at least one
other digity] document was created by said outside
agency later than (hat of the curreatly receipted
digital document.

16. & method for the secure fitne-stamnping of a digital

document according to clamn 13

characterized in that said owdside agency is selected at
random {rotn 8 predetermined wniverse by means
of a pseadorandom generator seeded with at least a
portion of the digital represeniation of the number
derived from the application of & determindstic
function algortthmn to saftd digital dovument.

17. A method for the secure time-stamping of a digital

0 docnment zecording to clatm 16
characterized in that s2id seed is derived from the
appheation of a ong-vwray hashing alponithn to said
digital docurnent.
18, A method For the secure time-stampintg of a digitsl
25 documani aceording to claim 16

characterized in that a fime-siarp certificate for said
digital document 1% likewige prepared by st least
one addifional cutside agency selected by mesns of
said peseudorandom peneration.

I9. A method for thne stamping o paricnlar dighal

doriment comprising

{) Jorming a collection of hash values by hashing sach
gronp comprived of one or more digital doctments in
an aecumulation of digial docwnents, including seid
partivedar digitel document, generafed over o period
of e,

(53 forming o single hash veluc representative of said
colfection of hash values, and

(c} creating a time stamp receipt for said particular
digital docoment by sssociating an indication of
then current time with said single hash value.

20 A method for fime stamping @ paorticufar digital

GOCLRICHTE CORRISng

(@) forming o collection of digited valuex by applving a
deterministic function to each digital documen! or
group of digital documents in an occumuiation of
digital documenrs, including sqid particalar doct-
ment, generated sver a period of time,

(b) forming a single digital value from said dipital valyes
in qsaid collection, and

(€} creating a time stimp receipt for said pariiculor
digital document by agsociating an indication of then
current Mime with soid single diviral value

21 A method for time stamping a particular digital

33 document in a soricx of dipftal documents comprising the
steps af

{1} farrring 0 vecelpt comprtiing of feast a portion of a
digital represenration of safd partioular disital docu-
meni and a digited representarion of time then current
ax af the frming of soid receips,

() forming af lease ane Jifferont recoipi comprising ai
igast g poriion of a digital represemearion of at leas:
ane differenr digital dectimnent in said serier of digital
aocumenty and a digial representation of ifme then
current a9 of the forming of said af lagst one different
receipt, and

(c) wiilizing said receipds fo form a composite receipt
wWhich & thereby fixed in the continumm of time.
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